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Natural Security - Overview

This documentation describes all functions and aspects of usage of Natural Security. It applies to Natural
Security on all supported platforms.

This documentation is intended for users of Natural Security, that is, users who are to be defined in Natural
Security as users of type "ADMINISTRATOR". The reader is assumed to be familiar with and have a good
general understanding of Natural.
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Considerations for the use of Natural Security on different
platforms, and the differences between these platforms.

Basic concepts of Natural Security.

Rules that apply when a user logs on to Natural under Natural
Security.

Various aspects of handling the Natural Security user interface.
Descriptions of the functions of the Administrator Services section

of Natural Security.

User security profiles, their components, and the functions used to
create and maintain them.

Library security profiles, their components, and the functions used
to create and maintain them.

How to control the access of users to protected libraries.
How to make library protection environment-specific.

How to control the use of DDMs on mainframe computers.
How to control the use of DDMs on UNIX and Windows.

How to control the use of Natural utilities.

How to control the use of the Natural Development Server
environment, and Natural Development Server base applications
and compound applications.

How to control the use of external objects.
How to create, maintain and use mailboxes.

How to review the existing security profile definitions and their
effects.

How Natural Security administrators control each other.

How to restrict the availability of functions and make different
functions available for different users.

How to use Natural Security in batch mode.

How to transfer Natural Security data from one system file to
another.

Information on the available user exits.

The subprograms for performing Natural Security functions from
outside the Natural Security library SYSSEC.

Considerations for the protection of various add-on products and
plug-ins.

For information on how to install Natural Security, see your Natural Installation Guide.

For information on changes, enhancements and new features provided with this version, see the Natural Release

Notes.
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A If you have multiple versions of Natural Security on a shared FSEC system
file, you should use only the latest version for the maintenance of your
security data. If you maintain the data with an older version, the consistency of
the data cannot be guaranteed, particularly as far as items introduced with later

versions are concerned.
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Natural Security On Different Platforms

This section covers the following topics:

® Supported Platforms
e Using Natural Security on Multiple Platforms

Supported Platforms

Natural Security is available on the following platforms:

® mainframe computers,
® UNIX,
e \Windows.

Natural Security is available as a full version and as a runtime version.

Full Version

Normally, Natural Security is installed as a full version comprising the complete functionality of Natural
Security. The full version can be installed on all platforms - except on some Windows platforms (as listed in
your Natural Release Notes), where only the runtime version is available.

The full version comprises the entire runtime functionality as well as the full administrative and maintenance
functionality. In the application SYSSEC it provides all functions for the online administration and maintenance
of Natural Security data, and for the creation and evaluation of access logs, as well as application interfaces for
the retrieval and maintenance of Natural Security data.

Runtime Version

On those Windows platforms which are not suited to the stand-alone operation of Natural, Natural Security is
installed as a runtime-only version, which only contains the functionality necessary to enable user authentication
and access control of Natural resources: it includes the logon procedure, which performs user authentication and
verification of access rights when a user logs on to a Natural session, plus the procedures which perform access
control to check whether a user has permission to perform the desired functions within a Natural session. In
addition, retrieval functions provided by the Natural Secasilication interfaceare available.

As the runtime version does not include any maintenance capability, it requires access to a Natural Security
system file (FSEC) on another platform. Thus, a runtime version can only be used in combination with a full
version installed on one of the other platforms.
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Using Natural Security on Multiple Platforms
Central FSEC System File

In a heterogeneous, multiple-platform Natural environment, the administration and retrieval of Natural Security
data has to be taken into consideration. It is possible to set up a separate Natural Security system file (FSEC) for
each installation, and maintain each FSEC system file independently.

It is also possible to set up a single FSEC system file in which all Natural Security data are stored centrally. The
Natural Security installations have to be connected in a network with Entire Net-Work. Access to the centrally
stored security data is handled by Entire Net-Work by means of remote database calls.

If the multiple-platform configuration does not include a mainframe, the FSEC system file can be located and the
Natural Security data maintained on any of the (full version) installations; however, it is recommended that you
maintain them on the installation where the FSEC system file is local.

If the multiple-platform configuration includes a mainframe, the FSEC system file must be located and the
Natural Security data maintained on the mainframe. On the non-mainframe installations, the maintenance of
Natural Security data is then automatically disabled.

The accessibility of an FSEC system file in a multiple-platform configuration is as follows:

Location of FSEC| Accessible from

Mainframe Mainframe, UNIX and Windowp
UNIX UNIX and Windows
Windows Windows and UNIX

For details on how to set up Natural Security in a heterogeneous environment, see the Natural Security
installation description in your Natural Installation Guide.

Non-Mainframe Libraries in a Heterogeneous Environment

In a heterogeneous production environment using a central mainframe FUSER system file, a library which does
not exist on the mainframe FUSER system file but in the file system on another platform would not be known to
Natural Security on the mainframe. To be able to define "non-existent" modules contained in such a library, the
Disallow/Allow Modulesfunction provides the subfunction "Free List of Modules" (which is described in the
section Library Maintenance).

Protection of DDMSs

Natural's storage location for DDMs is not the same on all platforms: on mainframe computers, DDMs are
stored in an FDIC system file, whereas on UNIX and Windows, DDMs are contained in libraries like other
Natural objects. Therefore, Natural Security’s handling of the DDM protection is also different:

® On mainframe computers, DDMs are treated as separate objects (called "files"), which have their own
security profiles.

® On the non-mainframe platforms, the protection of DDMs is subordinate to the protection of libraries, and
DDM security profiles are subordinate to library security profiles.

For further information on, sd@DM/Files in the section Structure And Terminology Of Natural Security.
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In a heterogeneous environment where a central FSEC system file on a mainframe is used, all DDMs on the
non-mainframe platforms must be transferred to the library SYSTEM in order to enable their use under Natural
Security.
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Structure And Terminology Of Natural
Security

This section describes the basic concepts of Natural Security. It covers the following topics:

Users

Libraries

Links Between Users and Libraries
DDMs/Files

Utilities

Applications

Other Object Types

Profile Parameters

Natural Security is a comprehensive system to control and check the access to a Natural environment. Natural
Security enables you to protect your Natural environment against unauthorized access and improper use.

You may define exactly who will be allowed to do what. You may restrict the use of whole libraries and Natural
utilities, as well as individual programs, functions and DDMs. You may further define the conditions and times
of use. Thus you may provide a custom-made Natural environment for each individual user.

This is accomplished by defining objects and the relationships between these objects. Objects are defined to
Natural Security by creatingsecurity profilefor each object.

There are four main types of objects which can be defined under Natural Security:

users
libraries
DDMsffiles
utilities

Users

Users can be either people or terminals - or groups of people and/or terminals - who use Natural under Natural
Security. When a user is definedjser typeclassification has to be made. This classification pre-determines the
user’s possibilities of using libraries.

People may be defined as one of the following user types:

e MEMBER
® PERSON
e ADMINISTRATOR

Terminals may be defined as the user type:
e TERMINAL
Users of the above types may be joined in groups which will be defined as the user type:

e GROUP

Copyright © Software AG 2003 7
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In addition, the following user type is available for usage in batch mode:

e BATCH

User Type MEMBER

MEMBERs cannot use libraries directly. They may only use libraries through membership in GROUPs.
Therefore they have to be assigned to at least one GROUP so as to be able to use any library. Normally, this is
the standard user type which will apply to most people.

MEMBER { may not use

GROUP
LIBRARIES

may use

-
MEMBER

User Type PERSON

PERSONSs may use libraries directly. They may also be assigned to GROUPs. Thus, they may use libraries either
directly or through membership in GROUPSs. This user type is designed for people who are to have special,
individually defined access rights to libraries.

PERSON - L Bl >

GROUP
LIBRARIES

may use

-
FERSON

User Type ADMINISTRATOR

ADMINISTRATORSs may use libraries directly. They may also be assigned to GROUPs. Thus, they may use
libraries either directly or through membership in GROUPSs. In this respect they are like PERSONSs.

However, only ADMINISTRATORs may maintain Natural Security, that is, create and modify the security
profiles of objects and the relationships between these objects.

8 Copyright © Software AG 2003



Structure And Terminology Of Natural Security User Type TERMINAL

This user type is only for those users who are to be system administrators of Natural Security.

ADMINISTRATOR ey e >
GROUP
LIBRARIES
may use
s >
ADMINISTRATOR

User Type TERMINAL

This user type applies to terminals only. Terminals do not necessarily have to be defined. The definition of
terminals becomes relevant only in connection with libraries which are to be used from certain terminals only.

TERMINALSs cannot use these libraries directly, but only through membership in GROUPs. Therefore,
TERMINALSs have to be assigned to at least one GROUP.

TERMINAL Ny MUKLER

GROUP
LIBRARIES

may use

>

TERMIMAL
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User Type GROUP

GROUPs may be created to allow easier Natural Security maintenance. A GROUP may contain users of any of
the other user types. However, a GROUP must not contain another GROUP. Users may be contained in more
than one GROUP.

GROUP

MEMBERS

FERSONS TN > LIBRARIES
ADMIMISTRATORS

TERMIMALS

Access rights to libraries may be defined for a GROUP and will then apply for all users contained in the same
GROUP, thus saving the effort of having to define them for each user individually. (For ADMINISTRATORSs
and PERSONSs contained in GROUPs, individual access rights different from those of the GROUPSs they are in
may optionally be defined.)

User Type BATCH

The user type BATCH only applies in batch mode, and is only used if users are to use Natural under different
conditions in batch mode than online.

It cannot be compared directly with the other user types, and is only mentioned here for the sake of
completeness. For details on this user typeBseeh User Security Profilés the section Natural Security In
Batch Mode.
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Which User Type for Which User?

It is generally best to initially define all people as MEMBERS. If need be, a MEMBER may at a later stage be
changed to a PERSON. MEMBERs and PERSONs may also be "promoted" to become ADMINISTRATORS.

Every user should be assigned to at least one GROUP. It is recommended that GROUPs be used as much as
possible, as this will not only reduce Natural Security maintenance considerably, but also provide for a more
consistent protection setup.

To recapitulate, the user types basically differ from each other as far as their access to libraries is concerned. The
possible relationships are summarized in the following diagram:

may not use directly
MEMBERS
may use
PERSOMS >
may use
ADMINISTRATORS >
may not use directly
TERMIMALS
LIBRARIES
GROUP
MEMBERS
PERSONS may use >
ADMINISTRATORS
TERMINALS
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Libraries

Libraries are Natural libraries which contain sets of source programs and/or object modules which perform a
particular function.

Libraries may be defined g@sotectedor unprotected

Unprotected Libraries

These may be used by any user without a special relationship having to be defined. (Remember that only users of
type ADMINISTRATOR or PERSON may use libraries directly. MEMBERS and TERMINALS may use
libraries only through membership in a GROUP.)

Protected Libraries

These may be used only by users who have a special relationship to the libraries. This special relationship is
calledlink.

Links Between Users and Libraries

A link is the relationship between a user (user type ADMINISTRATOR, PERSON, or GROUP) and a protected
library which allows the user to use the library.

may use > UNPROTECTED
LIBRARIES
USERS
FROTECTED
may not use I LIBERARIES
1

The various types of library protections and links to libraries are described in the Beotixting Libraries

DDMs/Files

The protection of DDMs is different depending on what platform you use. This is because with Natural on
non-mainframe platforms, DDMs are stored in libraries, whereas with Natural on mainframe computers, DDMs
are stored in an FDIC system file and not directly related to a library. See also theldatiiah Security On
Different Platforms

On mainframe computers, a DDM must be definedfds to Natural Security before it can be used under
Natural Security, that is, a so-callfé security profilemust be created for the DDM. On non-mainframe
platforms, @DDM security profileis created, which is subordinate to the security profile of the library containing
the DDM.

For every DDM, astatusclassification has to be made in Natural Security. This status determines if the DDM
can be used, that is, referenced in a database access statement within a Natural program.
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Structure And Terminology Of Natural Security File Status on Mainframes

File Status on Mainframes

On mainframes, a DDM has only ofile status(which is set in its file security profile), which may be one of the
following:

PUBLIC |The DDM is not protected. It can be used - that is, read and updated - by any library.

ACCESS | The DDM is protected as far as update is concerned. It can be read by any library. It may,
however, be updated only by libraries which have lie&edto it.

PRIVATE | The DDM is protected. It can be used only by libraries which havelimewd to it. Such a link
may be defined as "read" (that is, read only) or "update” (which implies read).

For details, see the sectiBnotecting DDMs On Mainframes

Internal and External Status on Non-Mainframes
On non-mainframe platforms, a DDM hasiaternal statusand arexternal status

The internal status controls the use of the DDithin the library in which it is contained. It may be one of the
following:

PUBLIC | The DDM can be read and updated by all programs within the library.

ACCESS | The DDM can be read, but not updated, by all programs within the library.

PRIVATE | The DDM cannot be used by any program within the library.

The external status controls the use of the Di3Mther libraries- provided that the library containing the
DDM is used as a steplib by other libraries. It may be one of the following:

PUBLIC | The DDM isnot protected. It can be used - that is, read and updated - by any library.

ACCESS |The DDM is protected as far as update is concerned. It can be read by any library. It may,
however, be updated only by libraries which have tie&edto it.

PRIVATE |The DDM is protected. It can be used only by libraries which havelipded to it. Thislink may
be defined as "read" (that is, read only) or "update” (which implies read).

For details, see the sectiBnotecting DDMs On UNIX And Windows
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Utilities
With Natural Security, you can control the use of various Natural utilities. This utility protection is

function-oriented, which means that you can allow or disallow the functions of a utility individually.

You control the use of a utility by definingility profilesfor it. Various types of hierarchically layered utility
profiles allow you to define exactly who will be allowed to use which function.

Moreover, for utilities which affect the contents of individual libraries, you can determine for which libraries a
utility function is to be allowed and for which not. This, you can also define differently for individual users.

For details, see the sectiBnotecting Utilities

Other Object Types

Apart from users, libraries, DDMs/files, utilities and applications, there are other types of objects which can be
defined under Natural Security. However, these other objects are not essential for protecting your Natural
environment with Natural Security. Other object types are:

® External Objects - These are objects of various types which are used by Predict and other products (see the
sectionExternal Objectsor details).

® Mailboxes - These are information screens which may be used to broadcast messages to Natural users (see
the sectiorMailboxesfor details).

Profile Parameters

Several Natural profile parameters are influenced by Natural Security. The following list provides an overview
of these profile parameters and their corresponding settings in Natural Security.

14 Copyright © Software AG 2003



Structure And Terminology Of Natural Security

Profile Parameter

Corresponding Setting in Natural Security

CF CF in Session Parametessction of library profiles.

CLEAR CLEAR in Session Parametesgction of library profiles.

DC DC in Session Parametessction of library profiles.

DU DU in Session Parametessction of library profiles.

EJ EJ inSession Parametessction of library profiles.

ETA "Error" in Transactionsection of library profiles.

ETID "Default ETID' in user profiles.

FS FS inSession Parametessction of library profiles.

FUSER The settings in theibrary File section of library profiles.

1A IA in Session Parametessction of library profiles.

ID ID in Session Parametessction of library profiles.

IM IM in Session Parametesection of library profiles.

LS LS in Session Parametessction of library profiles.

LT "Processing loop limit" irBecurity Limitssection of library profiles.

MADIO "Maximum number of Adabas calls" 8ecurity Limitssection of library profiles,
MAXCL "Maximum number of program calls" Becurity Limitssection of library profileq.
MT "Maximum amount of CPU time" iBecurity Limitssection of library profiles.
OPRB "Adabas open" irsession Parametessction of library profiles.

PS PS inSession Parametessction of library profiles.

RPC The settings in thBlatural RPC Restrictionsection of library profiles.

SA SA in Session Parametessction of library profiles.

SF SF inSession Parametessction of library profiles.

SL SL in Session Parametesection of library profiles.

SM "Programming Mode" ifiseneral Optionsection of library profiles.
STEPLIB "Steplibs" inAdditional Optionssection of library profiles

TD "Time Differential in user profiles.

ULANG "Languagéin user profiles.

WH WH in Session Parametessction of library profiles.

ZD ZD in Session Parametessction of library profiles.
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Logging On

This section describes the rules that apply when a user logs on to Natural under Natural Security. It covers the
following topics:

Logon Procedure

LOGON Command
Automatic Logon

How to End a Natural Session

Logon Procedure

Note:

If a user invokes Natural under Natural Security and the FNAT system file specified in the parameter
file/module used is a non-Security system file, Natural cannot be started, and the user will receive an
appropriate error message.

The logon procedure is used by Natural Security to ensure that the user who is logging on to Natural is
authorized for the library requested.

A logon must be executed successfully before any Natural session can be started.

A logon screen (on mainframe computers and under UNIX) or logon dialog box (under Windows) is provided
for the user to enter the information required for the logon.
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Logon Screen / Logon Dialog Box

When Natural Security is installed, the Natural Security logon screen will be displayed whenever a user invokes
Natural.

Under Windows, the logon screen is displayed as a dialog box (for the sake of consistency, however, it will also
be referred to as "logon screen”).

The logon screen requests the user to enter the following:

Library ID | The ID of the library to be used.

To determine which libraries are available, the user may enter his/her user ID in the user ID field
and an asterisk (*) in the library ID field: a list of all libraries available to the user will be
displayed.

The list contains all non-protected libraries and all protected libraries to which the user is ljnked
(either directly, or via a group whose security profile is activated).
The list also contains all libraries available to the user’s terminal (if the terminal is defined [to
Natural Security. To view a list of all libraries available to the terminal, the user may enter fan
asterisk (*) in the library ID field without entering a user ID.)

Note:
For a logon from the Natural Studio in a client environment via the Natural Development Jerver
to a Map Environment on a mainframe server, the specification of an asterisk (*) as library| ID is
not possible.

User ID The ID by which the user is defined to Natural Security.
The ID of a group must not be entered; a terminal ID must not be entered either.

If no user ID is entered, Natural Security will use the ID of the terminal being used. In this case
the terminal has to be defined to Natural Security; otherwise the logon will be rejected.

Password | The password specified in the user’s security profile. If no password has been specified in the
user’s security profile, the password will be identical to the user ID (when a newly defined|user
logs on for the first time and the password is identical to the user ID, the user must changé his/her
password by entering a new password in the "New Password" field).

New If a valid password has been entered in the "Password" field and the user wishes/has to change
Password |that password, the user enters a new password in this field. This new password will then replace
the old password and will from then on be the valid password for the user.

The following rules apply for entering values on the logon screen:

e If a user ID is entered, a password must also be entered.
e If no user ID is entered, no password is required.
® A new password can only be entered if a valid password is entered as well.

Copyright © Software AG 2003 17



Rejected Logon Logging On

Passwords

In a user’s security profile, the Natural Security administrator may change the password, and may also set a time
interval, after which the user will be forced to change the password. The user will then have to enter a password
and a new password to be able to log on (for details on these options, see théJsectidaintenange

If a user has forgotten his or her password, the user will have to contact the Natural Security administrator who
may then specify a new password in the user’s security profile. This will then be the valid password for the user
(which the user may change again in the logon screen).

A password or new password when entered will not be displayed on the screen.

Logon Customization
You can customize the layout of the logon screen / logon dialog box to suit your requirements:

® [or mainframe computers and UNIX, the source code of the logon screen, map LOGONML1, is provided
in the library SYSSEC. To change the logon screen, you copy the source of LOGONM1 from SYSSEC into
one of your own libraries, modify it to suit your requirements, catalog it, and then copy the cataloged object
into the library SYSLIB to replace the default logon screen.

® For Windows, the source code of the logon dialog box, GLOGONML, is provided in the library SYSSEC.
To change the logon dialog box, you copy the source of GLOGONMZ1 from SYSSEC into one of your own
libraries, modify it to suit your requirements, catalog it, and then copy the cataloged object into the library
SYSLIB to replace the default logon dialog box.

There are also logon-related user exits available, which may be used to customize the logon procedure (see
Logon-Related User Exiis the section User Exits).

Rejected Logon
A logon to a library will be rejected if:

the user is not defined to Natural Security;

the user’s security profile is currently inactive (due to Activation Dates settings);

the user is defined as user type MEMBER and has not been assigned to a group;

the user is defined as user type MEMBER, and the security profile of the group to which he/she is assigned

is currently inactive (due to Activation Dates settings);

the library is not defined to Natural Security;

the time window restrictions defined in the library’s security profile do not permit use of the library at the

time of the logon;

e the library is protected and the user not linked to the library;

the library is protected and the user is linked to it, but the link has been temporarily locked;

e the library is protected, and the group via which the user is linked to the library is currently inactive (due to
Activation Dates settings in the group security profile);

® a non-existent startup transaction is specified in the library’s security profile;

o the NEXT/MORE line is not allowed nor a startup transaction specified in the library’s security profile.
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Logon Without Library ID

If no library ID is entered in the logon screen, the default library specified in the user’s security profile will be
invoked.

If no default library is specified in the user’s security profile, the "Privileged Groups" specified in the user’s
security profile will be checked (in order of entry) for a default library.

If none of the Privileged Groups has a default library either, the ysar&e librarywill be invoked.

If neither default libraries nor a private library exist, the user must enter a library ID when he or she logs on.

"RESTART" and "FIN" as Library IDs

If "RESTART" is entered as the library ID, the last RESTARTable library to which the user was logged on will
be invoked (for details on the "RESTART" option, eansactionsn the section Library Maintenance).

Note:
The ID of the last RESTARTable library to which a user was logged on is shown in the field "Last Library"
in the user security profile.

If "FIN" is entered as the library ID, the Natural session will be terminated.

Successful Logon
After a successful logon to a library the following may be invoked:

e the startup transaction specified in the library’s security profile (if specified);
e the Natural main menu, if no startup transaction is specified.
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LOGON Command

If the first logon to a library at the beginning of a Natural session was successful, a user may change from one
library to another by using the Natural system command LOGON.

See also the Natural System Command Reference for information on the LOGON system command.
The LOGON command takes the following parameters:

e If no parameter is specified, the default library will be invoked (either the user’s or one of the privileged
group’s); if no default library is specified, the Natural Security logon screen will be invoked.

Example: LOGON
e If one parameter is specified, it will be interpreted as a library ID.

Example: LOGON LIBX
Example: LOGON *

e [f two parameters are specified, the first will be interpreted as a user ID, the second as a password.
Example: LOGON USERX PASSWX

e |If three parameters are specified, the first will be interpreted as a library ID, the second as a user ID, the
third as a password.

Example: LOGON LIBX USERX PASSWX

e |If four parameters are specified, the first will be interpreted as a library ID, the second as a user ID, the third
as a password, the fourth as a new password.

Example: LOGON LIBX USERX PASSWX NEWPASSX

LOGON Command Errors
If an error is detected during logon processing, Natural Security will display an error message.

If the LOGON command has been invoked from a library, Natural Security will invoke the error transaction
defined for the library. If no error transaction is defined, the logon screen will be invoked.
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Automatic Logon

Users would normally have to log on twice, first to the operating system and second to Natural. To eliminate the
need for a second logon, you may set the Natural profile parafidted to AUTO=0ON (which is described in
the Natural Parameter Reference documentation).

As a result, an internal Natural Security logon procedure will be invoked, which uses the operating-system login
name (as contained in the Natural system variable *INIT-USER) as the user ID, but no password (on the
assumption that this has been verified by the operating-system logon procedure). The Natural Security logon
screen will be suppressed. A logon with a user ID other than the operating-system login name will not be
possible.

If AUTO=ON is used, the user has no possibility of specifying a library ID. The library to which the user will be
logged on is determined by the same rules as describedlogter Without Library IDabove. This means that
automatic logon is only possible if a default library is specified (for the user or one of his/her Privileged Groups)
or the user has a private library.

If you combine AUTO=0N with specifying a default library in a user’s security profile and with specifying a
startup transaction for that library, the user will receive the first screen of the default library immediately after
invoking Natural without having to pass any intermediate screens (default libraries are described under
Components of a User Profile the section User Maintenance, startup transactions ingiesactionsn the

section Library Maintenance).

If AUTO=ON is set, the system command LOGOFF has the same result as the system commandHeiM (see
to End a Natural Sessidielow).

If AUTO=ON is set, and after the initial automatic logon the user tries to log on to another library and causes a
logon error, the error transaction for the current library will be invoked. If no error transaction is specified, an
error message will be issued and then the startup transaction (if specified) for the current library will be invoked.
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How to End a Natural Session

The following Natural system commands may be used to end a Natural session under Natural Security:

LOGOFF This command terminates a Natural session and invokes the logon screen. To Iezltve the
logon screen, you enter "FIN" as the library ID.

If the profile parameter AUTO=0ON is set (s&etomatic Logonabove), the LOGOFF
command has the same effect as the FIN command.

LOGON This command terminates a Natural session and starts the logon procedure, invgking
(without parameters| either a default library or the logon screen (if no default library is defined).

See als®utomatic Logonabove.

FIN This command terminates a Natural session and is used to leave Natural altogether.

A Natural Security cannot protect your Natural environment against
unauthorized use if Natural users leave their terminals unattended whilst being
logged on to Natural. Therefore, users should be reminded to use the LOGOFF
command before they leave their terminal. Unauthorized people will then be
confronted with the Natural Security logon screen and may only use what has
been defined for them to use under Natural Security.

Note:
In library security profiles, you may also specify a non-activity time limit, after which an automatic logoff will

be executed.
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Finding Your Way In Natural Security

This section provides information on handling Natural Security. It covers the following topics:

Invoking a Function
Pressing the ENTER Key
Help

Not Sure What to Enter?
Handling a List

Direct Commands

Invoking a Function

You can invoke Natural Security functions from within the Natural Security library SYSSEC or from outside of
SYSSEC.

Within SYSSEC:

® You can invoke a function by selecting it from a Natural Security mensalection list
® You can invoke a function by issuinglect command

Outside of SYSSEC:

® You can invoke a function via one of thpplication interfaceprovided.
® You can invoke a function by issuinglect command

Regardless of how you invoke a function, Natural Security’s administrator/owner settings will always apply; that
is, you can only apply functions to those Natural Security items you are allowed to maintain.

Pressing the ENTER Key

To tell Natural Security to perform a particular action, you enter the appropriate function code, command, etc.
and then press the ENTER key.

So, if the Natural Security documentation tells you to "enter a function code", this means, "type in the function
code and press ENTER".

If a function requires that you press another key, this is explicitly mentioned in the Natural Security
documentation.

Help
To invoke online help for a Natural Security function:

® you enter a question mark (?) as a function code on screens with a function code input field; or
® you press PF1 on any Natural Security screen.

An explanation of a given screen and the information necessary to proceed will be displayed.

Note:

If certain items displayed on a Natural Security screen are not directly relevant for the execution of the function
concerned, these items are not always explained in this documentation. In these cases, you will find the
corresponding explanations in the online help.
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Not Sure What to Enter?

If you are not sure what you can enter in an input field on a Natural Security menu or selection screen, enter an
asterisk (*) in the field: a window will be displayed showing you all the possible values for the field; in the
window, you can then select the desired value.
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Handling a List
This section covers the following topics:

® Selecting the Range of Objects to be Listed
® Scrolling a List
® Selecting an Object from a List

Selecting the Range of Objects to be Listed

When you invoke the Maintenance or Retrieval subsystem for a certain object type (user, library, etc.), a list of
these objects will be displayed. Normally such a list will contain all objects.

For example, to list all users defined to Natural Security, you mark object type "User".

Please select one type of object: !
!

I
!

I XUser !
I _ Application !
I _ Library !
I _ File !

I _ Mailbox !
I _ Utility !

I

I

I

I

I

Start Value .. !
Type/Status .. !
+ +

The contents of the above selection window may vary depending on the platform and the types of external
objects available. If the list of object types exceeds the size of the window, you can use PF7 and PF8 to scroll
within the window.

If you do not want a list of all objects but would like only certain objects to be listed, you may use the option
"Start Value".

For users, applications, libraries and files, you may also use the option "Type/Status"” - either alone or in
combination with the "Start Value" option. For other objects, only the "Start Value" option is available.

Start Value

In this field you may enter a start value, which may consist of one or more characters, or of one or more
characters followed by an asterisk. The option to enter a value followed by an asterisk (*) is referred to as
"asterisk notation" throughout the Natural Security documentation.

Example of Start Value:

To list all users, starting from the first user whose ID begins with "TOM", you mark object type "User" and
enter the following:

Start Value .. TOM

Example of Start Value with Asterisk Notation:
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To list only those users whose IDs begin with "TOM", you mark object type "User" and enter the following:

Start Value .. TOM*

Type/Status

In this field you may enter a user type, application type, library protection status, or (on mainframes) a file status.

User Type

User type may be one of the following:

G | Group

M | Member

P |Person

A | Administraton]
T |Terminal

B |Batch User

Library Protection Status

Library protection status may be one of the following:

NN | Not protected.

LN |Not protected, but linkable for one grolip.

YN | People-protected only.

NY | Terminal-protected only.

YY | People- or terminal-protected.

YA | People- and terminal-protected.

PN |For private libraries: same as "YN".

PY | For private libraries: same as "YY".

PA | For private libraries: same as "YA".

(The aboveprotection combinationare explained in the section Protecting Libraries.)

File Status

File status may be one of the following:
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PRIV | Private.
ACCE | Access.
PUBL | Public.

UNDF | Undefined; that is, DDMs for which no file security profiles have been creatgqd (*).
DEFI |Defined; that is, all PRIV, ACCE, and PUBL files (*).

NDDM | File security profiles for which no DDMs exist (*).
DDM | All PRIV, ACCE, PUBL and UNDF files (*)

* This is not an actual file status, but for selection purposes only.
If you do not select a file status, all PRIV, ACCE, and PUBL files will be listed.
Application Type

Application type may be one of the following:

B or BASE |Base applications.

C or COMP | Compound application

UJ

If you do not select an application type, both base and compound applications will be listed.

Example of Type/Status option:

To list all users of user type "Member", you mark object type "User" and enter the following:
Type/Status .. M

Example of combining Start Value and Type/Status:

To list only users of user type "Member" whose IDs begin with "T", you mark object type "User" and enter
the following:

Start Value .. T*
Type/Status .. M
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Scrolling a List

Finding Your Way In Natural Security

Once a list of objects is displayed, you may scroll it backwards and forwards in the following manner:

To scroll a list one page forward, you press PF8 (+).
To scroll a list one page backward, you press PF7 (-).
To scroll a list to its beginning, you press PF19 (- -).
To scroll a list to a specified start value, you may uséntieasified field above the IDs, in the same way as
described above for the "Start Value" field.

For a list of users or applications, you can also usateesified field above the Type column in the same

way as described above for the "Type/Status” field.
For a list of libraries, the same is true for the field above the Protection Status column. These fields display

the currently valid type/status selection criterion.

- User Maintenance -

Co UserID User Name

11:38:39 *** NATURAL SECURITY ***

2001-08-01

Type Message

__AAZ ABDUL ALHAZRED
__AD ARTHUR DENT
__AH ALICE HARGREAVES
__ Dl DAVID INNES M
__ER ELLEN RIPLEY
__HB HOLLIS BROWN
VV VINCENT VEGA

A
A
M

M
A
P

Selecting an Object from a List

To select an object from a list for a function, you simply type in the appropriate function code for the function

next to the object in the left-hand column (entitled "Co") of a selection screen.

If you do not remember the function code for the function you wish to perform, enter an asterisk (*) in the "Co"
column. A window will be displayed which shows all the function codes available; in the window, you can then

select the desired function code.

28
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Direct Commands

This section covers the following topics

General Command Information
Commands to Invoke a Function
Commands to Invoke a Selection List
Special Commands

Issuing a Command Outside of SYSSEC

General Command Information

Once you are familiar with Natural Security and know how to find your way from menu to menu, you may also
be interested in invoking the screen you want directly. This is done bydis#eycommands

You can enter a direct command on any Natural Security screen which proe@esand line

Command ===>
Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Canc

If you enter a direct command which is invalid, you will receive an appropriate error message. If you enter a
command which is incomplete, you will be prompted to specify the missing item(s).

After a function invoked by a direct command has been executed, the screen from which that function would
"normally" be invoked will be displayednot the screen on which the command had been entered.

There are three types of direct commands:

® commands to invoke a functipn
® commands to invoke a selection list
® special commands

Commands to Invoke a Function

General Command Syntax

Generally, a direct command which is used to invoke a function consists of the following components, which
you specify in the following order:

function object-type object-ID parameters

First, you specify &unction Possible functions are:
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ADD Add security profile.

COPY Copy security profile.
MODIFY | Modify security profile.
RENAME | Rename security profile.
DELETE | Delete security profile.
DISPLAY | Display security profile.
EDIT Edit group members.

LINK Link object to another object.
XREF Cross-reference object.

Finding Your Way In Natural Security

After the function, you specify asbject-type(for example, USER, LIBRARY).

After the object type, you can then specifyodject-ID (for example, a user ID or library ID).

After the ID, you can specify one or mgrarameterqfor example, a user type).

Parameters for Security-Profile Components

For the functions DISPLAY and MODIFY, sevepmdrametersare available which allow you to directly access
those components of a security profile which are not on the main security-profile screen, but on one of profile’s

Additional Options screens. These are:

For allobject-types

Parameter

Security-Profile Component

DIR

Maintenance Information.

NOTES

Security Notes.

OWNERS

Owners.

For object-typeUSER:

Parameter

Security-Profile Component

MAILBOXES | Mailboxes.

ACTIVATION | Activation Dates.

FUNCSEC Functional Security.
PRIVLIB Private Library (only for user types A and B
SESSION Session Options (only for user types A and

Forobject-typeLIBRARY:

30
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Parameter | Security-Profile Component
MAILBOXES | Mailboxes.
TIMEW Time Windows.
STEPLIBS Steplibs.
FUNCSEC Functional Security.
USEREXIT User Exit.
OPTIONS Security Options.
LIMITS Security Limits.
PARAMETERS| Session Parameters.
RPC Natural RPC Restrictions.
COMMANDS | Command Restrictions.
EDITORS Editing Restrictions.
STATEMENTS | Statement Restrictions.
MODULES Disallow/Allow Modules.
DDMSTATUS | Set Status of DDMs.

Abbreviating a Command

Commands to Invoke a Function

You may abbreviate thfeinctioncomponent of a direct command as you please, as long as the abbreviation
uniquely identifies the function.

You may abbreviate thebject-typecomponent of a direct command to 2 characters.

Examples:

DISPLAY USER ADE

This command causes the security profile of user "ADE" to be displayed.

stand for Display or Delete.

DISPLAY US ADE Each of these three commands also causes the security profile of user "ADE" {o be
DIS USER ADE displayed.

DI US ADE

DE US ADE This command invokes the Delete function for user "ADE".

D US ADE This command isnvalid, because "D" does not uniquely identify a function; it copld

Several Natural system commands are available within Natural Security; they must also be taken into
consideration as far as the unique identification of a function is concerned.

Command Examples
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ADD If you enter this command on a Maintenance selection list, the Add functioh for
that type of object will be invoked.
If you enter it somewhere else, the command is incomplete, because no opject
type was specified.

ADD US The Add User window will be invoked for you to enter a user ID and user type.

ADD US CMOT The Add User window will be invoked for you to enter a user type.

ADD US CMOT M ANKH | The Add User screen for user "CMOT" of user type "Member", using defaylt
profile "ANKH" as the basis of the user profile to be created, will be invoked for
you to define the user.

MODIFY This command is incomplete, because no object type was specified after the
function.

MODIFY LIB This command displays the Library Maintenance selection list, as no library 1D
was specified.

MOD LIB BOOKS The security profile of library "BOOKS" will be displayed for modification.

CO US ESME The Copy User window will be displayed for you to enter the user ID of thg new
user.

CO US ESME 0GG The Copy User screen for user "OGG" will be invoked with the security prafile
of user "ESME" copied into the security profile of user "OGG". The copying is
without links.

CO USESME OGG Y The Copy User screen for user "OGG" will be invoked with the security prafile
of user "ESME" copied into the security profile of user "OGG". The copying is

with links.
EDIT US DOC This command invokes the Edit Group Members function for the group "DOC".
XREF MAIL MAIL1 Invokes the Cross-Reference function for mailbox "MAIL1".
LK LI ODDS US The Link Users To Library screen will be invoked for users to be linked to

library "ODDS"; the list will contain all users.

LINK US IW LI The Link User To Libraries screen will be invoked for user "IW" to be linkeg to
libraries; the list will contain all libraries.

Commands to Invoke a Selection List

The following commands can be used to invoke a selection list:
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Command Function

If you specify only the command itself, the object selection window for maintenpnce
functions will be displayed.

If you specify arobject-typeafter the command, the Maintenance selection list fg
that type of object will be displayed.

=

MAINTENANCE
object-type
object-ID parameters

4

If you specify arobject-typeand amobject-1D after the command, the Maintenance
selection list for that type of object will be displayed, andaothiect-IDwill be used
as start value for the list.

After theobject-ID, you can specify one or moparametergfor example, user typq)
as further selection criteria for the Maintenance selection list to be displayed.

If you specify only the command itself, the object selection window for retrieval
RETRIEVAL functions will be displayed.

object-type
object-ID parameters | In the same manner as for the MAINTENANCE command (see above), you ca|
specify anobject-typeobject-ID andparameterswith this command.

-

Special Commands

Apart from commands which invoke a particular function or selection list (as described above), and several
Natural system commands (which are described in the Natural System Command Reference documentation), the
following commands are available (underlining indicates the shortest abbreviation possible):

Command Function

ADMIN This command displays theministrator ServiceMenu.

The commands CUSTOM1, CUSTOM2, CUSTOM3, CUSTOM4 and CUSTOMS5 invoke
CUSTOMN | Natural programs of the same names. You can write your own programs of these names|to
(n=1to 5) | perform whatever functions you require; this allows you to invoke such functions from within
Natural Security.

This command deletes all logon/countersign error entries (sePealisting All Error Entries -

ERRDEL Direct Command ERRDEIn the section Administrator Services).

ERROR This command displays the Logon/Countersign Errors Menu.

This command deletes all logon records (see@ieting All Logon Records - Direct

LOGDEL Command LOGDELn the section Administrator Services).

This command invokes tHeng File Maintenancéunction (which is described in the section

LOGFILE Administrator Services).

LOGREC | This command displays the Logon Records Menu.

MENU Displays the Natural Security Main Menu.

Terminates the given processing level and displays the screen of the next higher procesging level

- (period) (the same as PF3).
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Issuing a Command Outside of SYSSEC

You can also issue a Natural Security direct command from outside of the Natural Security library SYSSEC.
This allows you to perform a Natural Security function from anywhere in your Natural session without having to
log on to the library SYSSEC.

To do so, you enter the direct command - prefixed by "SYSSEC" - in the Natural command line.
For example:
SYSSEC MOD LIB XYZ

When you leave the screen invoked by the direct command, you will be returned to the Natural screen from
which you have issued the command.

Note:

When you issue a direct command which invokes a function, you have to specify the full command, that is, you
must not omit any command component necessary to invoke the actual function (and not only a selection screen
or start-value window). For example, the command "COPY USER ABC" would be incomplete, because the new
user ID is missing.
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Administrator Services

This section covers the following topics:

Access to Administrator Services
General Options

PF-Keys

Logon/Countersign Errors
Logon Records

Maintenance Log Records
SAF Online Services

User Default Profiles

Library Default Profiles

Library and User Preset Values
System-Library Definitions

The Administrator Services subsystem provides several functions which apply to Natural Security as a whole
and to all security profiles.

You select "Administrator Services" on the Main Menu. If you have access to the subsystaotésseo
Administrator Servicebelow), the Administrator Services Menu will be displayed.

The Administrator Services Menu consists of two screens. With PF7 and PF8, you can switch between the two
screens. They provide the following functions:

Administrator Services Menu 1:

General Optiong*)
PF-Keys
Logon/Countersigns Errors
Logon Records
Maintenance Log Records
SAF Online Services

Administrator Services Menu 2:

e Environment Profiles

® User Default Profileg*)

® Library Default Profileq*)

® Library and User Preset Values
e Ultility Defaults/Templateg*)

® System-Library Definitions

e Application Interfaces

You should study the functions marked above with (*) before you start defining objects to Natural Security. The
other Administrator Services functions are not directly related to defining objects to Natural Security.

Access to Administrator Services

As far as access to the Administrator Services subsystem is concerned, the following applies:
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e If owners are specified in the security profile of the Natural Security library SYSSEC, only these owners
have access to the Administrator Services subsystem.

e If SYSSEC has no owners assigned, every ADMINISTRATOR may access the Administrator Services
subsystem.

For information on owners in library security profiles, see the sedtibnary Maintenancend
Countersignatures

General Options

Before you start defining objects to Natural Security, it is advisable to specify a number of options which will
apply to the Natural Security system as a whole.

On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu, you select "General options". The Set General Options screen will be
displayed.

The Set General Options screen consists of two screens. With PF7 and PF8, you can switch between the two
screens. They provide the following options:

General Options - Screen 1:

Transition Period Logon

Activate Security for Development Server File
Maximum Number of Logon Attempts
Suppress Display of Logon Messages

Lock User Option

User Password History

Free Access to Functions via Application Interfaces
Minimum Number of Co-Owners

Deletion of Non-Empty Libraries Allowed
Overwriting of Defaults Possible

Display DBID/FNR of FSEC

Exit Functions with Confirmation

Logging of Maintenance Functions

General Options - Screen 2:

® Concurrent Modifications Without Notification
e Private Libraries in Public Mode

® Suppress Mailboxes in Batch Mode

® Environment Protection

The individual options are described below.

Transition Period Logon

This option allows a smooth transition from an unprotected Natural environment to one protected by Natural
Security.
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Y | ® Users not yet defined to Natural Security may log on to libraries which are not yet defined to Natural
Security or which are defined as unprotected.

® Libraries not yet defined to Natural Security may be accessed by any (defined or undefined) uger.

o Undefined libraries may access DDMs which are not yet defined to Natural Security as well agfiles of
status PUBLIC and ACCESS.

e Undefined DDMs may be accessed by any (defined or undefined) library.

N | Only users defined to Natural Security may use Natural. Any library not defined to Natural Security|cannot
be used.

The effects of the Transition Period Logon settings are illustrated below.

If you have had an unprotected Natural installation and Natural Security is now being installed, it is advisable to
set the Transition Period Logon to "Y" so as to ensure that work with Natural may continue while users and
libraries are defined to Natural Security. Once all objects and links are defined, the Transition Period Logon
should be set to "N".
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Conditions of use under Transition Period Logon = Y:

DEFINED USERS UNDEFINED USERS
LINK
mayi_':se may +use may use may use may use
PROTECTED | UNPROTECTED
UNDEFINED LIBRARIES

DEFINED LIERARIES

LINK LINK
may may may may may may may may
read read read read read read read read
only or and and  and and and
read update update update update update
and
update *
l k4 ¥
PRIVATE ACCESS PUBLIC UNDEFINED EILES
DEFINED FILES (DDMs)

* depending on link specification

Conditions of use under Transition Period Logon = N:
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Transition Period Logon

DEFINED USERS

LIME

|
may use may use

PROTECTED

UNPROTECTED

DEFINED LIBERARIES

LIMNK LINK
may may may may
read read read read
only or and and
read update update
and
update *
l Y
PRIVATE ACCESS PUBLIC

DEFINED FILES
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Activate Security for Development Server File

This option only appears if the Natural Development Server is installed and the current Natural session uses a
development server file. It is only relevant if you wish to control the access to base and compound applications
on the development server file. For details, see the sdetaiacting Natural Development Server Applications

Y

Security for the development server file is active: The application security profiles for base and con|1pound

application defined in Natural Security take effect and control the access to the Natural Developmg
Server objects "base applications” and "compound applications" on the development server file.

The FSEC system file which is being used when this option is set to "Y" will be defined to the deve
server file. This development server file can then only be used in a Natural Security environment. A
security checks made by the Natural Development Server in the Natural Studio’s application workg
will be performed using the security definitions on that FSEC system file.

If you set this option to "Y", this will also activate Predict Security (if not already activated in Predic
setting the Predict parameter "Protect Predict File" on the General Defaults > Protection screen to

nt

opment
I
pace

’ by
Y").

Please note that the activation of Predict Security will not only affect the access to base and compdund

applications, but may also cause other Predict Security settings not related to applications to take ¢

The database ID and file number of the development server file for which the option is activated wi
shown on the Set General Options screen.

effect.

| be

Security for the development server file is not active. Application security profiles are not evaluated.

Maximum Number of Logon Attempts

1-5

You may specify how many attempts to log on users shall have.rAdtresuccessful logon attempts, thg
logon procedure will be terminated, the user “"thrown out", and a logon-error record written (for

A1

information on logon-error records, de@gon Errorsbelow).

Suppress Display of Logon Messages

This option may be used to suppress the display of the messages NAT0853 and NAT0854, which indicate that a
logon to a library has been successful. By default, one of these messages is displayed after every successful
logon to a library.

Messages NAT0853 and NAT0854 will not be displayed.

Messages NAT0853 and NAT0854 will be displayed.

Lock User Option

This option may be used to prevent users from trying to misuse other users’ user IDs and passwords. This applies
to the logon procedure (skegon Procedura the section Logging On) and to the countersignatures feature
(see the sectioBountersignaturgs

40
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For logon attempts, the following applies: Once a user has reached the maximum number of logon|attempts
without entering the correct password, the respective user will be locked, i.e. the user ID made invalid. Not
only will all Natural Security user IDs that were tried out be locked, but also the user’s operating-system
login name (as identified by the Natural system variable *INIT-USER), if that is used as a user ID for a
Natural Security user profile.

For countersign attempts, the following applies: After too many invalid passwords (the maximum nyimber
of logon attempts also applies here) on a Countersign screen, the user who invoked the respective function
(as identified by his/her Natural Security user ID) will be locked.

The same as "Y"; in addition, the Natural session is terminated when the user is locked.

The Lock User feature is not active.

User Password History

This option may be used to exercise more control over the users’ usage of passwords to enforce more efficient
password protection.

Y

Password history is active. This has the following effects:

® The lastnnnpasswords used by each user are recorded by Natural Security. These pasiswords
cannot be used again by the user as new password.
You set the number of passwords to be recorded in the window displayed when you activate th
option.
® A user is forced to change his/her password at logon when the password has been changed by an
administrator in the user’s security profile.
® You can define certain rules to which passwords must conform. You define these password rujes by
using the functionliibrary and User Preset Valugsee below).

is

N

Password history is not active.

Other password-related Natural Security features are:

e the minimum password length (deierary and User Preset Valubslow),
e and the password expiration (field "Change afitandays"), which can be set in user security profiles (see

the sectiorser Maintenange

Free Access to Functions via Application Interfaces

You may specify who may access Natural Security maintenance and retrieval functions from outside Natural
Security via the application interfaces provided. For details on these interfaces, see thépgpktiation
Interfaces
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Maintenance and retrieval functions may be accessed from outside Natural Security via the applica
interfaces by anybody who may use the interface subprograms.

If you set this option to "Y", you can protect each maintenance/retrieval function separately using
functional security (see the sectiBanctional Security

Retrieval functions (but not maintenance functions) may be accessed from outside Natural Security
application interfaces by anybody who may use the interface subprograms.

If you set this option to "R", you can protect each retrieval function separately using functional secu
(see the sectioRunctional Securify

Maintenance and retrieval functions may be accessed from outside Natural Security only by users
ADMINISTRATOR) who may also use the Natural Security library SYSSEC. With the interface

subprograms, they may only perform those functions they are also allowed to perform within SYSY
only under the same conditions under which they may perform them in SYSSEC.

tion

via the

rity

of type

EC, and

Maintenance functions are all functions of the subprograms NSCFI, NSCLI, NSCOB and NSCUS - except their
Display functions.

Retrieval functions are all functions of the subprograms NSCCHCK, NSCDEF, NSCDU, and NSCXR and of the
subprograms whose names begin with "NSCDA", as well as the Display functions of the subprograms NSCFI,
NSCLI, NSCOB and NSCUS.

Minimum Number of Co-Owners

0-3

You may specify the minimum number of co-owners for each owner of a security profilg.

The number set here will be valid for all security profiles and cannot be modified indiviglually.

For an explanation of co-owners, see the se@mumtersignatureseave the value set to "0" until you have read

that

42

section.
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Deletion of Non-Empty Libraries Allowed

You may specify whether a library’s security profile can be deleted if the library contains any source or object

modules.

Y |Alibrary’s security profile can be deleted even if the library contains any source or object modules.{When
you try to delete a library profile, Natural Security will issue a warning if the library is not empty.
This option only affects the deletion of a librargkcurity profile the Natural library itself and the modules
it contains are not deleted.

N | A library’s security profile cannot be deleted as long as the library itself still contains any source or jobject

modules.

Overwriting of Defaults Possible

You may specify whether the values set on the Preset Library And User Values screen may be overwritten in
individual security profiles.

Y

The specifications made on the Preset Library And User Values screen may be overwritten in the i
security profiles.

hdividual

The specifications made on the Preset Library And User Values screen cannot be overwritten in an

y

security profile. They will be valid for all libraries/users without exception.

The preset values are described urderary and User Preset Valubslow.

Display DBID/FNR of FSEC

You may specify whether the database ID and file number of the current Natural Security system file (FSEC) are
to be displayed on the menu and selection screens within the library SYSSEC.

Y

The database ID and file number of the current Natural Security system file (FSEC) will be displayid on

the menu and selection screens within the library SYSSEC. They will be displayed in the top right-
corner below the current date.

and

The database ID and file number of the FSEC file will not be displayed in SYSSEC.
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Exit Functions with Confirmation

You may specify how you wish Natural Security to react when you leave a function by pressing PF2, PF3, PF12
or PF15.

Y |Each time you leave a function in Natural Security by pressing PF2, PF3, PF12 or PF15, a window|will be
displayed in which you have to specify whether the modifications you made before pressing the key are to
be saved or not or whether you wish to return to the function.

N | When you leave a function by pressing PF2, PF3 or PF15, the modifications you made before pregsing the
key will be saved.

When you leave a function by pressing PF12, the modifications you made before pressing thenkey will
be saved.

For details on which function is assigned to which key, see the segiigeysbelow.

Logging of Maintenance Functions

This option allows you to ascertain who has modified which security profiles and administrator services settings.

Log records are written for modifications to security profiles and administrator services settings.

Modifications are not logged.

When you set this option to "Y", a window will be displayed in which you can specify the following:
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Concurrent Modifications Without Notification

Log file
DBID/FNR

The database ID and file number of the file in which the log records are to be store
file must have been loaded during the installation process of Natural Security.

Note:
Once "Logging of Maintenance Functions" has been activated, you cannot change
file assignment. You have to deactivate the option, before you can assign another
database ID or file number.

Logging even if no
actual

Y - Modifications are also logged if nothing has actually been changed; that is, if a
security profile or administrator services setting has been invoked for modification,

modification no actual change has been made to the profile/setting.

N - Modifications are only logged if a profile/setting has actually been changed.
Logging of You mark with "Y" the object types whose modifications are to be logged:
changes to

administrator services settings,

user security profiles,

library security profiles,

file security profiles,

application security profiles,

mailbox security profiles,

various types of external object security profiles.

"Administrator services settings" in this context means all functions listed on the
Administrator Services Menu (except "Application Interfaces").

Note:
Modifications to utility security profiles are not logged separately. Instead, default

d. This

the log

but

profiles and templates are handled under administrator services settings, library-specific

utility profiles under library security profiles, and user-specific and user-library spe
utility profiles under user security profiles.

ific

To change the above specifications once you have activated the writing of log records, you press PF4 on the Set
General Options screen.

To view the log records, you use the functibtdaintenance Log Recortésee below).

Concurrent Modifications Without Notification

This option determines how Natural Security reacts in a situation in which two administrators simultaneously
modify the same security profile. Such a situation would occur as follows:

1. Administrator 1
2. Administrator 2

invokes a security profile for modification.
invokes the same security profile for modification.

3. Administrator 1 leaves the function after having made his/her modifications - the modifications are applied
to the security profile. This means that, at this point, Administrator 2 is working on data which are "out of

date", but is not

aware of this fact.

4. Administrator 2 leaves the function after having made his/her modifications. Now there are two possible

reactions by Natural Security:

® The modifications made by Administrator 2 are applied - unknowingly overwriting the modifications

made by Administrator 1.

e Administrator 2 receives a window, informing him/her that the security profile in question was in the
meantime modified by another administrator. He/she can then contact the other administrator to

discuss the changes made, and can then decide to either cancel his/her own modifications or apply

them, thus overwriting the modifications made by Administrator 1.
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This option determines which of these two reactions is to be taken; that is:

The modifications will be applied in any case.

N | A window will be displayed in which the administrator can choosk to:

® cancel his/her modifications,
® apply his/her modifications,
® return to the security profile in question.

At present, this option only applies to concurrent modifications mah@ilboxsecurity profiles. With one of
the next releases, it will also apply to concurrent modifications of other Natural Security objects.

Private Libraries in Public Mode

This option determines whether private libraries are to be available in "private mode" or in "public mode".

Private libraries are available in "public mode".

N | Private libraries are available in "private mode" for exclusive use by the users with the same IDs (njot
recommended).

SeePrivate Libraryin the section User Maintenance for further information. Please read that defticzyou
set this option.

Suppress Mailboxes in Batch Mode

This option determines whether or not mailboxes are output in batch mode.

Y | Mailboxes are not output in batch mofe.

N | Mailboxes are output in batch mode.

For information on mailboxes, see the sechtailboxes

Environment Protection

This option determines if Natural environments - that is, system-file combinations - are protected.

N | Environments protection is not active: Users can access any environment. Natural Security will not perform
any access-authorization checks regarding the environment.

Y | Environments protection is active: Users can only access environments for which security profiles gdre
defined. By default, access to a library in a defined environment is allowed for all users. For individyal
libraries and users, you can disallow access to an environment.

If you change the setting of this option, you have to restart your Natural session for the change to take effect.

For details on environment protection, see the seBliotecting Environments
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PF-Keys
On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu, you select "PF-keys". The Set PF-Keys screen will be displayed.
On this screen, you can assign functions and names to keys, as described below.

Functions can be assigned to certain keys only. Names can be assigned to all keys.

PF-Key Functions

The functions assigned to the following PF-keys cannot be modified:
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Administrator Services

Key Function Explanation

PFO1 |Help For each Natural Security screen there is a Help Info which provides an
explanation of the screen and tells you how to proceed. If you press PF1 on|any
Natural Security screen, the appropriate Help Info will be displayed.

PF02 | Previous Menu | This key returns you to the menu screen from which you have invoked the gurrent
processing level.

By default, the modifications you made before leaving a function with PF2 will be
saved; see also the general optiBrit Functions with Confirmatidhabove.

PFO3 | Exit This key causes a given processing level to be terminated and the screen of the
next higher processing level to be displayed.

By default, the modifications you made before leaving a function with PF3 will be
saved; see also the general optirit Functions with Confirmatidhabove.

PF04 | Additional When you are on a security profile screen, you can press this key (instead qf

Options marking the Additional Options field on the screen with "Y") to display the
Additional Options selection window for a security profile.

PFO5 Various, different functions on different screens (as described where appropriate).

PF06 |Flip The PF-key lines at the bottom of the Natural Security display either PF-keyg 1 to
12 or PF-keys 13 to 24. By pressing PF6, you can switch from one display tp the
other.

PFO7 | Previous Page (- This key scrolls a displayed list one page backward.

PFO8 |NextPage (+) |This key scrolls a displayed list one page forward.

PF12 |Cancel This key causes a given processing level to be terminated and the screen of the
next higher processing level to be displayed.

By default, the modifications you made before leaving a function with PF12 will
not be saved; see also the general optiexit"Functions with Confirmatich
above.

PF13 |Refresh This key undoes all modifications you have made on a screen but which haye not
yet been saved. The fields on the screen will be reset to the values they had before
you changed them.

PF14 (reserved for future use)

PF15 |Menu This key invokes the Natural Security Main Menu.

By default, the modifications you made before leaving a function with PF15 ill
be saved; see also the optidxit Functions with Confirmatidhabove.

PF16 to (reserved for future use)

PF18

PF19 |First Page (--) |This key scrolls a displayed list to its beginning.

PF20 to (reserved for future use)

PF24

Note:

CLR has the same function as PF12.

48
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PFO09, PF10, PF11, PA1, PA2

You may assign a function to each of these keys yourself. The function assigned will then be invoked within
Natural Security by pressing the appropriate PF-key (or PA-key).

One of the following functions may be assigned to a PF-key (or PA-key):

® a Natural system command,
® a Natural terminal command,
® a Natural program.

To assign a function to a key, you enter a command or program name in the "Function” column of the Set
PF-Keys screen next to a key number.

PF-Key Names

You may name all PF-keys (including those whose function assignments you cannot change). The names may be
up to 5 characters long and can be entered in the "Name" column of the Set PF-Keys screen.

The assigned names will appear in the PF-key lines which are displayed at the bottom of each Natural Security
screen:

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp Flip - + Canc

If no name is displayed for a PF-key, this indicates that the function assigned to this key is not applicable to the
screen displayed.

The lines display either PF-keys 1 to 12 or PF-keys 13 to 24. By pressing PF6, you can switch from one display
to the other.
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Logon/Countersign Errors

The Logon/Countersign Errors functions serve two purposes:

® The Logon Error Processing functions are used to view unsuccessful attempts to log on to Natural.
® The List/Unlock Locked Users function, which is only used in conjunction with the "Lock User Option", is
used to view (and unlock) users who have been "locked" due to logon or countersign errors.

Logon Errors

On the Set General Options screen, you can specifiMagihum number of logon attemptsee above) by
entering a numbarin the range from 1 to 5 (the default is 5). Every time a user nmed@ssecutive

unsuccessful logon attempts, the user will be "thrown out" dogiom error recordwill be written by Natural
Security. The logon error record contains detailed information on eachmfdhen attempts that led to the

record being written (for example, which user and library IDs were entered by the user). The records may be
viewed by using the Logon Error Processing functions.

Being able to view logon error records serves the following purposes:

® You can ascertain whether unauthorized people have tried to gain access to Natural.

® You can ascertain what users do wrong when they try to log on. Users may then be informed how to log on
correctly.

® You can ascertain whether users have been given the appropriate access rights. A user may, for example, try
to log on to an library he/she is not (but should be) allowed to use. In this case you may then make the
necessary Natural Security maintenance adjustments to the security profiles and relationships concerned.

The recording by Natural Security of logon errors cannot be "switched off".

Locked Users

If the "Lock User Optioh (see General Options above) is active, users may be "locked" due to logon or
countersign errors:

® |ogon errors: Once a user has reached the maximum number of logon attempts without entering the
correct password, the user will be locked.

e Countersign errors: After entering too many invalid passwords on the Countersignature screen, the user
who invoked the function requiring the countersignatures will be locked. (For information on
countersignatures, see the sectimuntersignatureps

With the function "List/Unlock Locked Users" you may see which users have been "locked" due to logon or
countersign errors. You may also unlock them again.

If the "Lock User Option" is not active, countersign errors are not recorded, whereas logon errors are always
recorded (as explained above) regardless of the "Lock User Option".

How to Invoke Logon/Countersign Errors
On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu, you select "Logon/countersign errors". The Logon/Countersign Errors
Menu will be displayed, which provides the following functions:
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List error entries

Delete error entries

Display individual error entries
List/unlock locked users

The individual functions are described below.

When you select one of these functions, you can also specify the following options on the Logon/Countersign
Errors Menu:

Order of T - The logon error records will be in order of terminal IDs, as defined by the Natural sygtem
Records* variable *INIT-ID.

P - The logon error records will be in order of user IDs, as defined by the Natural system
variable *INIT-USER.

Start Value |If you do not wish to get all, but only a certain range of logon error records or locked usefrs
respectively, you may specify a start value as described in the seetiting Your Way In
Natural Security

* This option has no impact on the List/Unlock Locked Users function.

List Error Entries
This function displays a list of logon error records.
The list can be scrolled as described in the seélioding Your Way In Natural Security

To select one error entry from the list to have a closer look at it, you type in the corresponding sequential number
(first column of the list) in the "Enter no. to be processed" field. A screen displaying the "Error History" of the
selected error will be invoked (this display is the same as for the Display Individual Error Entries function).
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Delete Error Entries

This function displays a list of logon error records, similar to that displayed by the List Error Entries function
(see above).

The list can be scrolled as described in the seéiioding Your Way In Natural Security

e If you wish to delete all error entries displayed, press ENTER.

e If you do not wish to delete all error entries displayed, press PF3 to return to the Logon/Countersign Errors
Menu.
If you wish to delete individual error entries, use the Display Individual Error Entries function.

It is recommended that logon error records be deleted periodically so as to save space on the FSEC system file.

See also the direct command ERRDEL below.

Display Individual Error Entries

This function displays the "Error History" of logon error entries one by one.

List/Unlock Locked Users

This function is only applicable if th&dck User Optioh (which is described under General Options above) is
active. It will display a list of those users whose security profiles have been "locked" due to logon or countersign
errors. The list will be in alphabetical order of user IDs. On the list you may then unlock individual users.

When you invoke the List/Unlock Locked Users function, the List Locked Users screen will be displayed.
The list can be scrolled as described in the seélioding Your Way In Natural Security

The column "T" of the List Locked Users screen indicates the type of error which caused the user to be locked:

C | Countersign errg

=

L |Logon error

In the case of a countersign error, the ID of the owner whose password was entered incorrectly and the ID of the
object the locked user attempted to modify will be displayed next to the type.

In the case of a logon error, the error numbers will be displayed next to the type.

To select one entry from the list, you enter the corresponding sequential number (first column of the list) in the
"Enter no. to be processed" field. A window will be displayed.

e If you wish to unlock the user, enter a "Y" in the window.
e If you do not wish to unlock the user, leave the "N" already entered in the window unchanged.

Note:
You may also unlock a locked user by modifying his/her security profile (as described in theldeetion
Maintenancg

Deleting All Error Entries - Direct Command ERRDEL

With theDelete Error Entriefunction (described above), you can delete logon/countersign error entries page by
page.
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However, if you wish to delet@l logon/countersign error entries at once, you enter the direct command
ERRDEL in the command line.
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Logon Records

Logon records allow you to see which users have been using which libraries.

You may specify the option "Logon recorded" in the security profile of each library and each user (see the
sectiond_ibrary MaintenancandUser Maintenanceespectively).

A logon record will be written by Natural Security:

® every time a user logs on to a library in whose security profile the "Logon recorded" option is set to "Y";
® every time a user in whose security profile the "Logon recorded" option is set to "Y" logs on to any library.

If the general optiorTransition Period Logdh(see above) is set to "Y", a logon record will also be written every
time an undefined user logs on (regardless of the setting of the option "Logon recorded"), and every time a user
logs on to an undefined library.

You may view these logon records by using the "Logon records" functions.

How to Invoke Logon Records
On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu, you select "Logon records”. The Logon Records Menu will be displayed,
which provides the following functions.

Functions for Logon Records

Each of these functions displays a list of logon records.

Function Explanation

List Logon With this function, you may view a list of logon records - and have the option to delete
Records individual logon record entries.

Delete Logon With this function, you may view a list of logon records - and have the option to delefe
Records whole pages of logon record entries.

Delete Logon With this function, you may view a list of logon records - and have the option to delefe
Records But whole pages of logon record entries except the latest entry for each user ID (that is, the
Last latest entry for each user ID will not be deleted).

When you select one of the above functions, you can specify the following selection options on the Logon
Records Menu:
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Order of U The logon records will be listed in alphabetical order of user IDs.
Records
L The logon records will be listed in alphabetical order of library IDs.
UX  Same as "U", but listing only logon records of undefined users.

LX Same as "L", but listing only logon records to undefined libraries.

Start If you do not wish to view a list of all logon records, but would like only certain logon recofds to

Value be listed, you may specify a start value as described in the sEttiing Your Way In Natural
Security

Date If you wish to view only records of logon that occurred in a specific period of time, you mdy

from/to specify a period of time in these fields.

Time

from/to

The Start Value and Date/Time options may be combined.

The Date/Time options only apply to the functions List Logon Records and Delete Logon Records; for the
function Delete Logon Records But Last, they are ignored.

Deleting All Logon Records - Direct Command LOGDEL

With the above Delete functions, you can delete logon records page by page.

However, if you wish to delet@l logon records at once, you enter the direct command LOGDEL in the
command line.
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Maintenance Log Records

This set of functions can only be used if the general optiogging of Maintenance Functichsas been
activated. If this option has been activatied, recordsare written when security profiles and administrator
services settings are modified. The writing of log records allows you to ascertain who has modified which
security profiles and administrator services settings.

To view the log records, you use the "Maintenance log records" functions.
On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu, you select "Maintenance log records". A menu will be displayed, from
which you can select the following functions:

Display Status of Logging Function

List Administrator Services Maintenance Logs
List Security Profile Maintenance Logs

Log File Maintenance

List Last Logon Records

Display Status of Logging Function
This function displays the following information:

e for which types of objects log records are written,
e the number of log records that have been written for each type of object,
® whether the option "Logging even if no actual modification" is set or not.

Note:
For this function, the fields "Object Type", "Start Value" and "Date from/to" on the menu have no effect.

List Administrator Services Maintenance Logs

This function displays a list of the log records that have been written for modifications to administrator services
settings.

The log records are listed in chronological order.

On the list, the following information is displayed for each log record: the Administrator Services function
performed, the ID of the user who made the modification, and the date and time of the modification.

On the list, you can mark a log record with any character: the screen on which the modification was made will
then be displayed; on that screen, fields whose values were changed are displayed intensified.

By default, the "Date from/to" fields on the menu both contain the current date; that is, only the log records
written today are listed. To list older log records, you change the date values on the menu as desired before you
invoke this function.

Note:
For this function, the fields "Object Type" and "Start Value" on the menu have no effect.
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List Security Profile Maintenance Logs
This function displays the log records that have been written for modifications to security profiles.

In the "Object type" field, you specify the type of object (USer, Library, etc.) whose modified security profiles
you wish to be listed. If you leave the field blank or enter a question mark (?), a window will be displayed in
which you can select the desired object type. If you enter an asterisk (*), all log records for all security profiles
will be listed.

In the "Start value" field, you can enter an object ID as start value for the list to be displayed.

By default, the "Date from/to" fields on the menu both contain the current date; that is, only the log records
written today are listed. To list older log records, you change the date values on the menu as desired before you
invoke this function.

The log records are listed in chronological order.

On the list, the following information is displayed for each log record: the function performed on the security
profile, the ID of the security profile, the ID of the user who made the modification, and the date and time of the
modification.

On the list, you can mark a log record with any character: the security profile in which the modification was
made will then be displayed. If you press PF2 on the security profile screen, the fields whose values were
changed will be displayed intensified (and, if applicable, a message will indicate whether an actual modification
was made or not).

Log File Maintenance
On mainframes, this function can only be used in batch mode.
This function allows you to write/read the contents of the log file to/from a work file.

Log records have to be written to a work file when the log file becomes full. Thus, the work file serves as an
"archive" for the log records.

The work files to be used are Work File 1 and Work File 5. On UNIX and Windows, Work File 5 must be a file
with the extension ".sag".

The output reports will be written to the print fles CMPRTO1 and CMPRTO2.

When you invoke this function, you will be prompted to specify the database ID and file number of the log file.
If you later wish to specify another log file, you press PF5 on the Log File Maintenance menu.

When you invoke this function, the Log File Maintenance menu is displayed, from which you can select the
following functions:
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Code| Function

Explanation

LI List Log
Records

This function is used to list the contents of the log file. The output contains the
information as displayed by the function List Security Profile Maintenance Log
list of all modified profiles/settings, as well as every profile concerned (indicatir
profile components which were modified). The output consists of two reports:

o the "List of History Log Entries" report will be written to print file CMPRTO]

e the "Detail History Log Entries" report will be written to print file CMPRTO0Z.

same
b: a
g the

WR | Write Log

This function is used to write log records from the log file to Work File 5 (withoit

Records to deleting them from the log file).
Work File
WD | Write Log This function is used to write log records from the log file to Work File 5, and d
Records to them from the log file.
Work File and
Delete

Plete

RA |Read Log
Records from
Work File

This function is used to read log records from Work File 5 onto the log file.

SA | Scan Work File

This function is used to scan the contents of Work File 5.

The Log File Maintenance function can also be invoked with the direct command LOGFILE.

Possible object types to be entered on the Log File Maintenance menu are:

* all

AD administration functions

AA all (base and compound) applicatipns
AB base applications

AC compound applications

DD or Fl | DDMs/files

LI libraries
MA mailboxes
us users

For object-type codes of external objects, Bgaes of External Objects

Other parameters that can be specified on the Log File Maintenance menu are:

Start value |You can specify a start for the objects to be written/read.

Date from/to | If you wish to process only log records that were created in a specific period of time, you
specify a range of dates in these fields.

may

Work File 1 | The name of Work File 1.

Work File 5 | The name of Work File 5.
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Example:

To write log records from the log file to Work File 5, the CMSYNIN batch input file would contain the
following commands:

LOGFILE
FIN

The CMOBJIN batch input file might contain the following specifications:
SYSSEC,DBA,PASSWORD
22,241
WR,US,,2001-07-01,2001-07-25

The first line must contain the library ID "SYSSEC" and the user ID and password of the respective Natural
Security ADMINISTRATOR.

The second line must contain the database ID and file number of the log file from which the records are read.

The third line must contain the function code and object type (possible values are the same as on the Log File
Maintenance menu) - optionally followed by various parameters (whose sequence and possible values
correspond to those of the corresponding fields on the Log File Maintenance menu).

When you scan or read the work file, you have to specify the following parameter in the JCL:
WORK=((5),OPEN=ACC)

Sample Batch Job 1 for Mainframes - Writing Log Records to Work File:

/IDBA JOB DBA,CLASS=K,MSGCLASS=X

/ k%

I** WRITE LOGGING OF MAINTENANCE DATA TO WORK FILE 5
/** DELETE RECORDS FROM LOG FILE

/**

/INSC nnBAT EXEC PGM=NATBAMN,REGION=2400K,

/Il PARM=(IM=D,FNAT=(22,210),INTENS=1,FSEC=(22,240),’,

I 'MT=0,MAXCL=0,MADIO=0,AUTO=0FF,WORK=((5),OPEN=ACC)’)
/ISTEPLIB DD DSN=PRODNAT.LOAD,DISP=SHR

/IDDCARD DD DISP=SHR,DSN=PRD.NAT nn.JOBS(ADADB22)
/ICMPRINT DD SYSOUT=X

/ICMWKF05 DD DSN=NSC.LOG.WKFO05,

/I DISP=(NEW,CATLG),DCB=(RECFM=VB,LRECL=4624,BLKSIZE=4628),
/I SPACE=(TRK,(5,2))

/ICMSYNIN DD *

SYSSEC,DBA,password

LOGFILE

22,241

WD,US,,2002-07-01,2002-07-25

FIN
/*
I*

In the above example, the log records of all user security profiles modified between 1st and 25th July 2002 are
written to Work File 5, and are then deleted from the log file.

Sample Batch Job 2 for Mainframes - Writing Log Record Reports to Printers:
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//DBA JOB DBA,CLASS=K,MSGCLASS=X

//**

/** LIST LOG RECORDS-WRITE REPORTS OF MAINTENANCE DATA TO PRINTER
//**

/INSC nnBAT EXEC PGM=NATBAMN,REGION=2400K,

/I PARM=(IM=D,FNAT=(22,210),INTENS=1,FSEC=(22,240),’,

1 'MT=0,MAXCL=0,MADIO=0,AUTO=0FF’)

/ISTEPLIB DD DSN=PRODNAT.LOAD,DISP=SHR

//IDDCARD DD DISP=SHR,DSN=PRD.NAT nn.JOBS(ADADB22)

/** CMWKF01 DD DISP=SHR,DSN=NSC.LOG.WKF01

/** CMWKF05 DD DISP=SHR,DSN=NSC.LOG.WKF05

/ICMPRINT DD SYSOUT=X

/ICMPRTO01 DD SYSOUT=X

/ICMPRTO02 DD SYSOUT=X

/ICMSYNIN DD *

LOGFILE

FIN

/*

//[CMOBJIN DD *

SYSSEC,DBA password

22,241

LI,AD,,2002-06-06,2002-06-06

LI,US,MILL*,2002-05-01,2002-05-31

[
I

In the above example, the log records of all administrator services settings modified on 6th June 2002 and of all
user security profiles modified in May 2002 are written to print files CMPRTO1 (list of log records) and
CMPRTO2 (detailed log records information).

Sample Batch Job 3 for Mainframes - Reading Log Records from Work File:

/IDBA JOB DBA,CLASS=K,MSGCLASS=X

/ %%

/I** READ LOGGING OF MAINTENANCE DATA FROM WORK FILE 5
/I** INTO LOG FILE

/ %%

/INSC nnBAT EXEC PGM=NATBAMN,REGION=2400K,

/Il PARM=(IM=D,FNAT=(22,210),INTENS=1,FSEC=(22,240),’,

I 'MT=0,MAXCL=0,MADIO=0,AUTO=0FF,WORK=((5),OPEN=ACC)’)
/ISTEPLIB DD DSN=PRODNAT.LOAD,DISP=SHR

/IDDCARD DD DISP=SHR,DSN=PRD.NAT nn.JOBS(ADADB22)
/ICMPRINT DD SYSOUT=X

/ICMWKF05 DD DSN=NSC.LOG.WKF05,DISP=(SHR)

/ICMSYNIN DD *

SYSSEC,DBA,password

LOGFILE

22,241

RA,US,,2002-07-01,2002-07-25

FIN
/*
I*

In the above example, the log records of all user security profiles modified between 1st and 25th of July 2002 are
read from Work File 5 and thus restored on the log file.

60 Copyright © Software AG 2003



Administrator Services List Last Logon Records

See also the sectidtatural Security In Batch Mode

List Last Logon Records

Note:
This function is independent of the logging of maintenance functions. Internally, however, it uses the same
log file.

This function evaluates the logon records that have been written by Natural Secufiyn(stens for Logon
Recordsabove). It allows you to ascertain:

® when each user logged on last,
e which users have not logged on within the tadtays.

When you invoke the function, a window will be displayed in which you enter a number of days

e If you enter a "0", you will get a list of logon records showing the latest logon record written for each user.

e If you enter any other valug you will get a list of logon records of those users who have not logged on in
the lastn days, showing for each of those users the last logon record written before the specified time
interval.

The logon records are listed in chronological order.

Note:
For this function, the fields "Object Type", "Start Value" and "Date from/to" on the menu have no effect.
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SAF Online Services

SAF Online Services provide several functions for monitoring the SAF server.

SAF Online Services are only available on mainframe computers; they are only available (and visible on the
Administrator Services Menu) if Natural SAF Security is installed.

Before you can use SAF Online Services, you have to define a utility security profile for the utility SYSSAFOS
(which contains the SAF Online Services).

To invoke SAF Online Services, you select "Administrator Services" on the Main Menu. The Administrator
Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu, you select "SAF online services". The Online Services menu will be
displayed, which provides the following functions:

System Parameters
System Statistics
User Statistics

Zap Maintenance
Storage Display
System Tracing
Server Restart

System Parameters

This function displays the parameter settings as defined in the system parameter module. The following
information is displayed:

ltem Explanation

Authorization | Displays the different resource authorization checks performed by the SAF server tha} are
related to Natural on mainframes, EntireX Communicator, Adabas, Entire Net-Work ahd
Adabas SQL Server.

Class/Type Shows the names of the different SAF general resources Classes or Types. These cdntain
either the default or any override values which have been defined in the system parameter
module.

Universal This indicates a particular check is designated universal. If selected, then failure to dgfine a

particular resource profile will result in all users having access to it. Natural Program
execution authorization cannot be designated universal.

Buffered Displays for each type of check the maximum number of positive checks that the SAH server
can buffer on behalf of each user.

Logging This indicates the SMF logging level required when performing security checks. "0" signifies
logging ASIS, that is, in accordance with the default for the security Class/Type; "1"
indicates an override setting of NONE.

Active Designates the particular authorization checks that are active. This applies only to chg¢cks
performed by mainframe Natural as all other checks are activated by the installation grocess.
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Env
(Environment)

Indicates that an environment code, based on the Natural system files, is used to prefix
certain resource profiles. Applies only to authorization checks performed by mainfram
Natural.

1]

Storage (k)

The size of the buffer in kilobytes which can be used for caching positive security chefks in
the address space of the SAF server.

Server DBID

Shows the database ID used by the SAF server.

Encrypt Req.

Indicates whether security requests passed between different SAF server componentp are
communicated encrypted.

T

Encrypt Stg. Indicates whether storage maintained within the Natural environment is kept in an engrypted
state.

Messages SAF server message level: Level "0" gives only error message, "1" reports security viplations
and "3" generates an audit trail of all checks.

Cmd Log Indicates whether command logging is turned on.

Buffer Indicates whether security checks will be cached by the SAF server.

JCL check Indicates whether CA-JCL check processing is available within the Natural environment.

Prefix Prog Indicates whether Natural program names are prefixed with the name of the current
application library when performing authorization chedkst applicable to Natural SAF
Security.

Protect Obj Indicates whether program objects are protected within the Natural environment. Users
require ALTER access to a particular application in order to modify its program objett.
applicable to Natural SAF Security.

Log SYSMAIN | Indicates whether logging of all SYSMAIN operation is requiféot applicable to Natural
SAF Security.

SYSMAIN/Lib |Indicates whether authorization checks for SYSMAIN functions will include access to the
relevant Natural application librarigdot applicable to Natural SAF Security.

Cmd Line Indicates whether the Natural command line is protected. Users require CONTROL agcess in
order to enter commands in the Natural command line.

ETID Indicates whether Natural will generate a unique ETID.

Edit/Lib Indicates whether Natural will prevent editing of objects located in another Natural
application libraryNot applicable to Natural SAF Security.

Clear/Ed Indicates whether Natural will clear the edit area when logging onto another Natural
application libraryNot applicable to Natural SAF Security.

Ext Name Indicates whether Natural will take the user name from SAF. Specifically, the field
*USER-NAME will be taken from RACF or CA-ACF2.

Ext Group Indicates whether Natural will take the group name from SAF. That is, the field *GROUP
will be taken from RACF, CA Top Secret, CA-ACF2.

Log API Indicates whether SMF logging is performed when executing the Natural API.

Env API Indicates whether authorization checks performed by the Natural API will be prefixed py an

environment code based on the Natural system files.
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System Statistics

This function displays statistical information on the SAF server. The following information is displayed:

User Statistics

Item Explanation

Authorization | Displays the different resource authorization checks performed by the SAF server relat¢d to
Natural on mainframes, EntireX Communicator, Adabas, Entire Net-Work and Adabas $QL
Server.

Check (+ve) |Indicates the number of authorization checks performed against the security system forjeach
check type. The count indicates authorizations for which access was permitted and can include
universal checks.

Check (-ve) |Indicates the number of authorization checks performed against the security system forfwhich
access was denied.

Check saved | Shows the number of authorization checks that were optimized by the SAF server becguse the
result was already known.

Overwritten | Number of times positive authorization results were overwritten in the SAF server’s cache
because more recent information took its place in the buffer. Increase the number of items
buffered if this count is excessive for any particular check type.

Lngth Number of bytes reserved to cache resource profiles belonging to each type of authorization
check. This value is generated automatically by the system.

Active Users | Number of users currently active in the SAF server.

High High watermark value for number of users present in the SAF server.

Watermark

Max Users Maximum of users that can be accommodated.

Overwritten | Number of times a user area was reclaimed and allocated to another user. Increase the total
buffer size if this count becomes excessive.

Authenticated | The total number of successful authentication checks performed.

Denied The number of unsuccessful authentication checks.

This function displays statistical information on the currently active users. The function displays a list of users.
When you select a user from the list, statistical information on this user will be displayed. The individual items
correspond to the items of the same names as described above for System Statistics.

Zap Maintenance

This function displays a list ZAPs applied to the SAF server.

Storage Display

This function displays the storage of the SAF server’s address space.
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System Tracing

This function displays a list of the 256 most recent trace events.

Server Restart
This function is used to restart the SAF server. The Restart function ensures that all data held in the SAF server’s

own buffer are flushed. In addition, any data held by the security system itself in the address space of the SAF
server are flushed by this action.

Copyright © Software AG 2003 65



User Default Profiles Administrator Services

User Default Profiles

Before you use default profiles, you should be familiar with the "normal" way of defining users as explained in
the sectiorUser Maintenance

When you add new users, you can either type in every item of every user security profile by hand, or you can use
a pre-defined user default profile as a template for the creation of a user security profile. When you have to
define numerous users whose security profiles are to be very similar to one another, you can define in a default
profile the items which are to be the same for many users, and then use this default profile as the basis for the
individual security profiles. By using default profiles, you can thus reduce the amount of work required to define
users to Natural Security.

You create a default profile as described below, and then use it as a template for a user security profile as
described in the sectidser Maintenance

How to Create a Default Profile
On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu 2, you select "User default profiles". The Default User Profiles selection
list will be displayed.

In the command line of this screen, enter the command "ADD". The Add User Default Profile window will be
displayed.

In this window, enter the following:

e theuser IDof the default profile,
e theuser typeof the default profile.

For information on user IDs and user types, see the séds@nMaintenance
The Add User Default Profile screen will be displayed. On this screen you define a user default profile.

The Add User Default Profile screen corresponds more or less to the Add User screen for the same user type.
The individual items you may define as part of a user profile are describeddordponents of a User Profile

in the section User Maintenance. However, please note that you can define some items only in an individual
security profile, but not in a default profile.

Default profiles are maintained like individual user profiles (as described in the ddstipiMaintenandge

How to Use a Default Profile

When you add a new user, you can specify the ID of a default profile which is to be used as a template for the
user security profile you are creating.

Theuser typeof the default profile must be the same as that of the security profile you use it for.

When you use a default profile to add a new user, the items from the default profile are copied into the user
profile - except the user ID, user name and the owners.

In the user profile, you can overwrite the items copied from the default profile, and specify further items.
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Note:
To define numerous users who are to have identical security profiles, you can also Madtiple 'Add Usef
function (which is described in the section User Maintenance).
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Library Default Profiles

Before you use default library security profiles, you should be familiar with the "normal” way of defining
libraries as explained in the sectioibrary Maintenance

When you add new libraries, you can either type in every item of every library security profile by hand, or you
can use a pre-defined default library profile as a template for the creation of a library security profile. When you
have to define numerous libraries whose security profiles are to be very similar to one another, you can define in
a default profile the items which are to be the same for many libraries, and then use this default profile as the
basis for the individual security profiles. By using default library profiles, you can thus reduce the amount of
work required to define libraries to Natural Security.

You create a default profile as described below, and then use it as a template for a library security profile as
described in the sectidnbrary Maintenance

How to Create a Default Profile
On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu 2, you select "Library default profiles". The Default Library Profiles
selection list will be displayed.

In the command line of this screen, enter the command "ADD". The Add Default Library Profile window will be
displayed.

In this window, enter thibrary ID of the default profile (for information dibrary IDs, see the section Library
Maintenance).

The Add Default Library Profile screen will be displayed. On this screen, you define a default library profile.

The Add Default Library Profile screen corresponds more or less to the Add Library screen. The individual items
you may define as part of a library profile are described uademponents of a Library Profila the section

Library Maintenance. However, please note that you can define some items only in an individual security profile,
but not in a default profile.

Default profiles are maintained like individual library profiles (as described in the skiirany Maintenance

How to Use a Default Profile

When you add a new library, you can specify the ID of a default profile which is to be used as a template for the
library security profile you are creating.

When you use a default profile to add a new library, the items from the default profile are copied into the library
profile - except the library ID, library name and the owners.

In the library profile, you can overwrite the items copied from the default profile, and specify further items.
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User Preset Values

Before you start defining users and libraries to Natural Security, you can use this function to pre-define the
values of several items that are part of a library profile and user profile. When you then create a library security
profile or user security profile, the items in the profile you are creating are already pre-set to these values.

To invoke this function, you select "Administrator Services" on the Main Menu. The Administrator Services
Menu will be displayed.

Note:

Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu 2, you select "Library and user preset values". The Preset Library And User

Values screen will be

displayed, which provides the items listed below.

Library Profile Items

These items also appear in the security profile of every library, where their values will be preset to those you

specify on the Preset

Library And User Values screen. If the general optrena’riting of defaults possibtile

(see above) is set to "Y", you may overwrite these values in the individual library security profiles.

Item

Explanation

Active
cross-reference for
Predict

Determines whether an active cross-reference in Predict is generated for a libraryj.

Logon recorded

Determines whether logons to a library are recorded.

Natural
programming mode

Determines whether the programming mode can be changed with the Natural pan
SM.

Restart

Determines whether an Adabas OPEN command with or without End of Transact
(ETID) is executed during the logon procedure.

pmeter

on ID

Maintenance with
Natural utilities

Determines who may maintain the contents of the library with Natural utilities.

Clear source area b
logon

Determines whether the editor’s source work area is cleared automatically when @ user

logs on from the library to another library.

Execute startup
transaction in batch

Determines whether the startup transaction specified in the library profile is execy
batch mode.

ted in

Steplibs

Allows you to specify the libraries which are to be the steplib libraries for the libra

You can specify the name of the first steplib in the Steplibs field on the Preset Lib
And User Values screen. To specify more than one steplib, enter an asterisk (*) ir
field or press PF4: a window will be displayed, in which you can specify up to 9
steplibs.

Y.

rary
the

User Profile Items

Some of these items also appear in the security profile of every user, where their values will be preset to those
you specify on the Preset Library And User Values screen. If the general apierwtiting of defaults
possiblé (see above) is set to "Y", you may overwrite these values in the individual user security profiles. Other
items do not directly correspond to user profile fields, but are options which apply to user profiles in general.
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Item

Explanation

ETID

You may specify which value is to be used as ID for End of Transaction data

(ETID).
G ETIDs will be generated by Natural Security. For details on how they are
generated, sdeefault ETIDin the section User Maintenance.

U The ID by which a user is defined to Natural Security, i.e. the value of th
Natural system variable *USER, will be used as ETID.

If the Automatic Logonfeature (which is described in the section Logging
On) is used, the value of *USER will be identical to that of *INIT-USER.

| The value of the Natural system variable *INIT-USER will be used as ET
T The value of the Natural system variable *INIT-ID will be used as ETID.

N ETIDs will not be used.

If you do not remember the possible values you may specify, enter a questipn

mark (?) or an asterisk (*) in the field: a window will be displayed; in the win
mark the desired value with a character or with the cursor; the value will the
written into the ETID field.

See the Naturagystem Variabledocumentation for details on the
above-mentioned system variables.

[¢)

D.

How,
N be

Minimum password
length

This is an option which applies to user profiles in general.

A user password must not consist of fewer characters than the number spe
here. Possible values are 1 to 8.

When you set this length, please bear in mind that by default passwords are
identical to user IDs (see the sectidser Maintenange

ified

Private library for
administrator/person

Determines whether the user, if he/she is of type PERSON or
ADMINISTRATOR, may have a personal ("private") library.

Message before passwor
expiration

This is an option which applies to user profiles in general. You can use it to
message displayed to users whose password is about to expire.

The number you specify here - possible values are 1 to 10 - determines how
days before his/her password expiration is due a user is to a receive messa
indicating that his/her password will expire. The message (NAT1691) will be
displayed after the initial logon to Natural.

This only applies to users in whose security profiles a time interval for passy

nave a

many
je,

vord

change is set (option "Change aft@ndays" in auser profile)

Password Rules

This option can only be used if the general optideér Password Histotysee above) is active.

It allows you to define rules to which user passwords must conform. When you press PF5 on the Preset Library
And User Values screen, a window is displayed in which you can define the following:
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Password mask|

You can define a "mask” to which passwords must conform; that is, you can define fo
position in a password whether it has to be an alphabetical character (A) or a number
whether it can be either (*).

For example, "**AAA" means that the first three characters can be either numbers or
letters, while the second three have to be letters.

The length of the mask must correspond to Mmimum Password Lengthi{see above).

each
(N) or

Each character

If this value is set to "Y", passwords must not contain a character twice.

only once
For example, "THIRST" would not be allowed, because it contains two T's.
Disallow If this value is set to "Y", passwords must not contain double characters.
double
characters For example, "LITTLE" would not be allowed, because of the double T.
Check If this value is set to "Y", a password must not be the same as the current value of thg
password for | system variable *USER. Moreover, a new password must not be too similar to the old
pattern new password will be rejected if its last three characters are identical to those of the 0

Natural
one: a
Id

password.

In addition, the window displays the maximum number of stored passwords, that is, the number of passwords
recorded by Natural Security for each user which cannot be used again by the user as new password.
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System-Library Definitions

This function is used as part of the installation procedure for an initial installation of Natural Security. It allows
you to automatically create library security profiles for system libraries (that is, libraries whose names begin with
"SYS") of Natural and its subproducts.

If you use this function, you have to set the Natural profile parameter MADIO to a value of at least "2000".

You should not apply this function to SYS libraries containing Natural utilities, as it is recommended that
utilities be protected as described in the sed®mtecting Utilities

On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (see above).

On the Administrator Services Menu 2, you select "System-library definitions".

A list of the system libraries of Natural and all Natural subproducts installed at your site will be displayed. For
each system library, a library-specific security profile is provided in which all the necessary components are
already defined appropriately.

On the list, you can either mark with "AD" individual libraries to which you wish their pre-defined profiles to be
applied one by one, or you can choose to have the pre-defined profiles applied to all product system libraries
simultaneously by marking the corresponding product with "AD".

For further information, see the Natural Security installation description in your Natural Installation Guide.
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User Maintenance

This section describes how to create and mainisén security profiledt covers the following topics:

e Before You Begin
e Components of a User Profile
® (Creating and Maintaining User Profiles

Before You Begin

Before you begin to define users to Natural Security, it is recommended that you take a few preparatory steps:

® Make a list of all people in your organization who are using Natural.

e Divide them into groups according to the work they do and in view of the Natural libraries they are to use.
The division of your company into departments may be a guideline. People using the same libraries should
be in the same groups. (People may be in more than one group.)

It is recommended that groups be used as much as possible, as this will not only reduce Natural Security
maintenance considerably, but also provide for a more consistent protection setup.

The definition of users to Natural Security and the assignment of users to groups is best done in the following
order:

1. Create a group security profile; that is, define a user of type GROUP.
2. Create individual user security profiles; that is, define users (typically of type MEMBER).
3. Assign MEMBERSs to the GROUP; that is, modify the GROUP security profile.
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Components of a User Profile

This section covers the following topics:

® Overview of Components
® Components on Main User-Profile Screen
® Additional Options

Overview of Components

74

Additional Oplions . .Y

Add/CopyMaodify/Display User

User Maintenance

Additional Options
Mainlenance Informalion
Securily Noles
Cwners
haillboxes
Aclivalion Dales
Funclional Securily
GroupsMMembers
Group Edilor
Privale Library
Sassion Oplichs

I

Maintenance Information

Security Notes

Ownars

Mailboxes

Activation Dates

Functional Security

Groups/Members

Private Library

Session Options
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Components on Main User-Profile Screen

The following type of screen is the "basic" user profile screen, which appears when you invoke one of the
functions Add, Copy, Modify, Display for a user security profile:

15:27:08 *** NATURAL SECURITY *** 2003-01-18
- Modify User -
Modified .. by
User D ...... AD

User Name .... ARTHUR DENT
User Type .... A (A=Administrator, P=Person, M=Member)

Privil. Groups Libraries Password
DOC Default .. SYSSEC__ New Password
Last ..... Change after 666 days
ETID Batch User ID .....
------------------- Language .......... 0
Default.. ARIR G  Private Library ... N
No. groups 3  Last..... Logon recorded .... N

Additional Options ... N

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp PrLib Flip Canc
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The individual items you may define as part of a user security profile are explained below.

The items of a user security profile may vary depending on the user type. For each item explained below, the
user types concerned are indicated in brackets. If no user types are indicated, the item applies to users of every

type.

Field

Explanation

User ID
(display only)

The ID of the user as specified when the user security profile was created.

User Name

The name of the user, which may be up to 32 characters long. This name should be id
to the corresponding entry in Predict (if installed).

User Type

G = Group,

M = Member,

P = Person,

A = Administrator,
T = Terminal,

B = Batch User.

Privileged
Groups
(A, P, M, T,B)

You may enter the IDs of up to five groups to which the user belongs. By this, you may
influence the order in which Natural Security scans for a link to a library:

® For users of type MEMBER the following applies:

When the user tries to log on to a protected library, the privileged groups entered
his/her security profile are checked (in order of entry) for a link to the library before
other groups to which the user belongs are checked (in alphabetical order) for a li
the library.

For users of type ADMINISTRATOR and PERSON the following applies:

When the user tries to log on to a protected library to which he or she is not linked
directly, the privileged groups entered in his/her security profile are checked (in or

entry) for a link to the library before the other groups to which the user belongs ar¢

checked (in alphabetical order) for a link to the library.
For TERMINALS, the following applies:
When a user tries to log on to a protected library by means of the terminal ID (that

entical

n
the

hk to

Her of

SY

without entering a user ID), the privileged groups in the terminal’s security profile are

checked (in order of entry) for a link to the library before the other groups to which
terminal belongs are checked (in alphabetical order) for a link to the library.

You may enter a group in the Privileged Groups column only after the user has been g
the group.

If you delete a group from the user’s Privileged Groups list, the usanatik deleted as a
member of that group.

the

dded to

Members

(G)

You may enter the IDs of the first five users to belong to this group. If the number of ug
belonging to the group exceeds five, use the Edit Group Members functioislitteg
Group Memberdelow).

You can assign users to a group only after they have been defined to Natural Security

ers

No. of Groups
(A,P,M, T, B;
display only)

The total number of groups to which the user belongs (including the Privileged Groups
means of theAdditional Option§ (see below), you can obtain a list of all these groups.

. By
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Field Explanation

No. of The total number of users which belong to the group. By means odiddéidnal Option$
Members (see below), you can obtain a list of all these users.

(G; display

only)

Default In this field, you may enter the ID of a default library.

Library

® For users of type ADMINISTRATOR, PERSON, or MEMBER the following applieq:

The default library specified in a user’s security profile will be invoked automatical
when the user logs on to Natural without entering a library ID.

For TERMINALS, the following applies:

The default library specified in a terminal’s security profile will be invoked
automatically when a user logs on to Natural by means of the terminal without ent
library ID.

For GROUPs, the following applies:

The library specified in a group’s security profile will be invoked automatically whe
user logs on to Natural without entering a library ID if the user has no default libra
specified in his/her own security profile, and if the group is among the privileged g
listed in the user’s security profile.

Yy

ering a

N a

roups

Last Library
(A, P,M, T, B;
display only)

The last RESTARTable library to which the user was logged on.
(The Restart option in a library profile determines whether a library can be RESTARTe

Default ETID
(A,P,M, T, B)

This field displays the ID to identify End of Transaction data.

If the ETID displayed is followed by a "G", this indicates that it has been generated. If i
not been generated and you wish it to be generated, enter a "?" in the ETID field.

On the Preset Library And User Values screen, you may specify whether ETIDs are to
generated by Natural Security or not:

has

be

e |f ETIDs arenotgenerated, the ETID displayed in a user security profile will be idemtical

to the corresponding user ID. This user ID may be either the Natural Security usel
the TP user ID, or the terminal ID (seibrary and User Preset Valugsthe section
Administrator Services).

e |f ETIDs are generated, Natural Security will generate an ETID of 8 bytes in length
during the logon procedure from the following components:

O The 1st byte will be a single character that identifies the environment from wh
Natural is invoked (B=Batch, C=Color, P=PC, T=TTY, V=Video, X=BTX).

O The 2nd to 5th bytes will be a unique string of alphanumeric characters that
identifies the user (this string is generated when a user is defined to Natural
Security). Only these 4 bytes are displayed in the user’s security profile.

O The 6th to 8th byte will be a unique string of alphanumeric characters that ide
the library (this string is generated when a library is defined to Natural Securit

Note:
The ETID specified here may be overridden by the Natural profile paraBE@r(which is
described in the Natural Parameter Reference documentation).

ID,

ich

ntifies
y)-

Last ETID
(A,P,M, T, B;
display only)

The ETID which was last generated/set for the user.
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Field

Explanation

New Password
(A, P, M)

You may enter a password for the user to be used when he or she logs on.

This password may be modified by the user (during the logon procedure) or by an own
the user’s security profile (in the security profile).

If no password is entered here, Natural Security will assume the password to be identi
the user ID.

The minimum length of the password is set in@smeral Optionsection of Administrator
Services.

er of

cal to

Change after
nnndays
(A, P, M)

In this field, you may specify a time interval after which the user will be forced to chang
or her password during the logon procedure.

For example, if you set the time interval to "007", the user will have to enter a new pas
on the logon screen every 7 days. If the user fails to do so, he or she cannot log on.

e his

sword

Batch User ID
(A, P, M, G)

If the Natural system variable *DEVICE is set to "BATCH?", the following applies:

You may enter the ID of a batch user profile. Before you can enter a batch user ID, a S
profile for this batch user ID must have been defined.

In batch mode, a user logs on with his/her "normal" user ID and password. Natural Se
will then use the batch user ID specified in the user’s security profile, and the condition
use defined for that batch user ID will apply.

If no batch user ID is specified in the user’s security profile, the "Privileged Groups" sp
in the user’s security profile will be checked (in order of entry) for a batch user ID. If no
the Privileged Groups has a batch user ID either, the user’'s own user ID will be used.

Note:
This option only applies if the Natural system variable *DEVICE is set to "BATCH";
otherwise, this option has no effect.

ecurity

urity
s of

bcified
ne of

Language
(A, P, M, B)

This corresponds to the Natural system variable *LANGUAGE and controls the usage
Natural error messages.

You may enter a numeric value from 1 to 60. Each value represents one language (for]
example, "1" stands for "English"). If you set the value to "0", the value of the Natural g
parameter ULANG applies.

For further information, see the system varighlBNGUAGE and the profile parameter
ULANG (in the Natural System Variables and Parameter Reference documentation

rofile

respectively).
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Field Explanation

Time This only applies to an environment in which remote nodes are used in a computer nefwork. It
Differential corresponds to the Natural profile paramé&i®r(which is described in the Natural Parameter

(T, G) Reference documentation).

You may enter a value from "-23" to "+23" for hours, and "00" or "30" for minutes. The
values indicate the number of hours/minutes added to/subtracted from computer centrg time to
obtain local time. The default value is "0" (which means that computer centre time will pe

used).

If, for example, your location time is 5 hours ahead of computer centre time, you may get the
value to "+5" if you wish to use actual local time instead of computer centre time.

You can also specify an asterisk "*"; this has the same effect as the profile parameter getting
TD=AUTO (that is, the time differential will be computed automatically be comparison pf
physical and logical machine times).

You can use either Time Differential or Time Zone (described below), but not both.

Time Zone This only applies to an environment in which remote nodes are used in a computer nefwork.
(T, G)
You may enter the name of a time zone. A time zone of this name must be defined in the
NTTZ macro of the Natural configuration module NATCONFG. The definition in the NTTZ
macro determines the number of hours/minutes added to/subtracted from computer cgntre

time to obtain local time.

You can use either Time Zone or Time Differential (described above), but not both.

Private This option determines whether the user may hgwévate library(see below).
Library

(A, P)

Logon All logons by the user to any library will be recorded.

recorded

(Z

(A, P, M, T, B) | SeeLogon Recordsn the section Administrator Services for information on logon record

Additional Options

If you mark the field "Additional Options" on the basic security profile screen with "Y", a window will be
displayed from which you can select the following options:

Maintenance Information
Security Notes

Owners

Mailboxes

Activation Dates
Functional Security
Groups/Members

Group Editor

Private Library

Session Options

The options for which something has already been specified or defined are marked with a plus sign (+).

Some options are only available for certain user types.
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You can select one or more items from the window by marking them with any character. For each item selected,
an additional window/screen will be displayed (in the order of the items in the selection window).

The Private Library screen can also be invoked directly by pressing PF5 on the basic security profile screen.

The individual options are explained below.

Additional Option

Explanation

Maintenance
Information
(display only)

In this window, the following information is displayed:

e the date and time when the security profile was created, the ID of the
ADMINISTRATOR who created it, and (if applicable) the IDs of the co-owners
countersigned for the creation;

e the date and time when the security profile was last modified, the ID of the
ADMINISTRATOR who made the last modification, and (if applicable) the IDs
the co-owners who countersigned for the modification.

who

Security Notes

In this window, you may enter your notes on the security profile.

Owners

In this window, you may enter up to eight IDs of ADMINISTRATORS. Only the
ADMINISTRATORSs specified here will be allowed to maintain this user security prd

If no owner is specified, any user of type ADMINISTRATOR may maintain the secd
profile.

For each owner, the number of co-owners whose countersignatures will be require
maintenance permission may optionally be specified in the field after the ID.

For information on owners and co-owners, see the seCtontersignatures

file.

rity

j for

Mailboxes

In this window, you may enter up to five mailbox IDs.

For information on mailboxes, see the sechtailboxes

Activation Dates
(A, P, M, G)

In this window, you may define dates as of which or until when the security profile
be valid.

The message "This security profile is currently not active." is displayed if the securi
profile is not yet or no longer or temporarily not valid, which means that the

corresponding user ID cannot be used before or after a certain date or within a cert
period of time.

hall

Ly

ain

Functional
Security

In this window, you may define functional security for the user with respect to the
command processors defined in the libraries the user has access to.

This is only relevant if command processors have been created with the Natural ut
SYSNCP. See the sectiéunctional Securityor details.

ty

Groups/Members
(display only)

If you mark this field, a list of all groups to which the user belongs will be displayed

If the user is a GROUP, a list of all users who belong to the GROUP will be display

Group Editor
(G)

If you mark this field, the Edit Group Members function will be invoked. This functio

n is

explained undeEditing Group Memberbelow.
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Private Library
(A, P)

A user may have a "personal” library whose ID is the same as his/her user ID. Such a

library is called grivate library.
Private libraries can be made available in two modes:

® Public mode- In this mode, private libraries are treated like any other libraries,

that

is, their use can be controlled in the same way as that of "normal” libraries. The only
difference is that if a private library is protected (which is the default), the user with
the same ID can access it without having to be linked to it, while other users n¢ed a

link to it (seeProtecting a Private Libraryn the section Protecting Libraries).
® Private mode- In this mode, a private library can only be accessed by the user

who

is directly attached to it, that is, whose user ID is the same as the library ID. N¢t even

a Natural Security administrator has access to it. (The only way for an adminis
to gain access to a private library is by modifying the user’s password in the ug
security profile and then logging on to the private library with the user’s user IQ
the new password.) Thus, such a private library provides a certain degree of

seclusion for the user; and possible misuse of this seclusion is hard to eliminafe.

Therefore it is recommended that this madebe used.

The mode is set with the general opti&ivate libraries in public mod€described in
the section Administrator Services) and applies to all private libraries.

For information orcreating and maintaining a private librasge the section Library
Maintenance.

As far as access to DDMs/files is concerned, there is no difference between privatg
libraries and "normal" libraries.

Note:

Unless explicitly stated otherwise, what is said in the Natural Security documentatipn

about libraries also applies to private libraries.

frator
er's
and

Session Options
(AP, G)

See below.

Session Options
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Option

Explanation

Unlock Objects

This option controls the use of the Natural system comrddNIdOCK, which is used in
conjunction with the Natural Development Server. You can specify one of the followi
values:

N  The user cannot use the UNLOCK command.

The user can use the UNLOCK command, but only for his/her own programnying

Y objects
(that is, objects locked under his/her user ID).

F  The user can use the UNLOCK command for any locked programming objec}.

The default value is "Y".

Environment

This field is only relevant if environment protection is active (that is, if the general op

tion

Protection "Environment Protectidris set to "Y"); it indicates if there are environments which the
(A, P, G; display | user is not allowed to access:
only)
N  The user can access any environment for which a security profile is defined.
Y  Access to at least one defined environment is disallowed for the user.
For details on environment protection, see the setiotecting Environments
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Creating and Maintaining User Profiles

This section describes the functions used to create and maintain user profiles. It covers the following topics:

Invoking User Maintenance

Adding a New User

Adding Multiple New Users

Selecting Existing Users for Processing
Copying a User

Modifying a User

Renaming a User

Deleting a User

Displaying a User

Editing Group Members

Invoking User Maintenance
On the Main Menu, enter code "M" for "Maintenance". A window will be displayed.

In the window, mark the object type "User" with a character or with the cursor. The User Maintenance selection
list will be displayed.

From this selection list, you invoke all user maintenance functions as described below.

Adding a New User
The Add User function is used to define new users to Natural Security, that is, create user security profiles.
When you add a new user, you have to specify:

® auser ID,
® a user type,
e the ID of a default profile (optional).

User ID

The user ID is used by Natural Security to identify the user. It may be 1 to 8 characters long. The ID must be
unigue among all user IDs and library IDs defined to Natural Security. For user IDs, the same naming
conventions apply as fdibrary IDs (see the section Library Maintenance).

e |[f the user is an individual, usually an ID is chosen which is related to the user’'s name.

e If the user is a terminal, the ID must be identical to the terminal ID by which the terminal is defined to the
computer (see your system programmer).
e If the user is a group, choose whatever ID you like.

User Type

When you add a user, you specify the code for one of the following user types:
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Code| User Type

Group

Member

Person

Administrator

Terminal

W4 |>» |02 O

Batch User (seBatch User Security Profiles the section Natural Security In Batch Mofle)

If the user to be defined is a group, the user type must be "G". If the user to be defined is a terminal, the user type
must be "T". If the user to be defined is an individual, the user type should be "M" (except individuals who are
Natural Security administrators and have to be user type "A").
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The access rights of different types of users to libraries are summarized in the following diagram:

may not use directly
MEMBERS
may use
PERSOMS >
' may use
ADMINISTRATORS >
may not use directly
TERMIMALS
LIBRARIES
GROUP
MEMBERS
PERSONS may use >
ADMINISTRATORS
TERMINALS

If you have doubts about the correct user type specification, please rdéarsin the section The Structure
And Terminology Of Natural Security..

Once an individual has been defined, you may at a later stage change his/her user type classification (as
explained undetpgrading and Downgrading Usdyslow.

Default Profile

When you add a new user, you can either type in every item within the user security profile by hand; or you can
use a pre-defined user default profile as a template for the security profile you are creating.

Before you use default profiles, you should be familiar with the "normal” way of defining users (that is, without
default profile).

Default profiles are created and maintained in the Administrator Services subsystem.

Theuser typeof the default profile you specify must be the same as that of the user security profile you are
creating.

If you specify the ID of a default profile in the Add User window, the items from the default profile will be
copied into the user profile - except the user ID, user name and the owners.
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On the Add User screen, you can then overwrite the items copied into the user profile and specify further items.
For further information, sedser Default Profileén the section Administrator Services.

Note:
To define numerous users who are to have identical security profiles, you can also use the "Multiple Add User"
function (seAdding Multiple New Userdelow).

How to Add a New User

In the command line of the User Maintenance selection list, you enter the command:
ADD

A window will be displayed. In this window, you enter the following:

® auser D,
® a user type,
e the ID of a default profile (optional).

The Add User screen for the specified user type will be displayed. On this screen, you define a security profile
for the user.

The Add User screen and the subsequent screens/windows that are part of a user security profile as well as the
individual items you may define are described ur@iamponents of a User Profiédove.

When you add a new user, the owners specified in your own user security profile will automatically be copied
into the user security profile you are creating.
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Adding Multiple New Users

Before you use the Multiple Add User function you should be familiar with the "normal” way of defining users
(as described undédding a New Useabove).

The Multiple Add User function allows you to define large numbers of users to Natural Security in a fast and
easy way. You may use this function if you wish to define numerous users who are to have identical security
profiles.

In the command line of the User Maintenance selection list, you enter the command:
ADDM

A window will be displayed. In this window, enteuser IDand auser typespecification (and, optionally, the
ID of adefault profilg.

The Multiple Add User screen for the specified user type will be displayed. On this screen you may define a
security profile for the user.

The Multiple Add User screen and the subsequent screens/windows that are part of a user security profile as well

as the individual items you may define are described uddemponents of a User Profidédove.

When you add a new user, the owners specified in your own user security profile will automatically be copied
into the user security profile you are creating.

¥ To create multiple user security profiles

1. On the first screen (and any additional screens/windows), you define a security profile for one user.

2. Once you have finished typing in the items to be defined and are back on the Multiple Add User screen
without any additional screens/windows being active, press ENTER.
The first user is now defined.

3. Then press PF5 - the same security profile will be displayed again omitting the user ID and user name
entries.
Type in a user ID and the name of the next user and press ENTER.
The second user is now defined.

4. Then press PF5 - the same security profile will be displayed again omitting the user ID and user name
entries.
In this manner, you may continue to define more users all with identical security profiles.

5. To leave the Multiple Add User function, press PF3.
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Selecting Existing Users for Processing

When you invoke User Maintenance, a list of all users that have been defined to Natural Security will be

displayed.

If you do not wish to get a list of all existing users but would like only certain users to be listed, you may use the
Start Value and Type/Status options as described in the sEatiding Your Way In Natural Security

On the Main Menu, enter code "M" for "Maintenance". A window will be displayed. In the window, mark the
object type "User" with a character or with the cursor (and, if desired, enter a start value and/or user type). The

User Maintenance selection list will be displayed:

11:11:11 *** NATURAL SECURITY *** 2003-04-13
- User Maintenance -

Co User ID User Name Type Message

__AAZ ABDUL ALHAZRED A

__AD ARTHUR DENT A

___AH ALICE HARGREAVES M

__AP ABNER PERRY M

__BD BUCK DHARMA M

__Cbw CHARLES DEXTER WARD A

__ Dl DAVID INNES A

__EwW ESMERALDA WEATHERWAX M

__HC HAGBARD CELINE A

___HW HENRY WILT A

1w IRENE WILDE M

__RC RANDOLPH CARTER P

__RFB RICHARD FRANCIS BURTON M

__TD THOMAS DUNSON P

A VINCENT VEGA M

Command ===>

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - + Canc

For each user, the user ID, user name and user type are displayed.

The list can be scrolled as described in the seélioding Your Way In Natural Security
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The following user maintenance functions are available (possible code abbreviations are underlined):

Code| Function

CO |Copy user
MO | Modify user

RE | Rename user

DE |Delete user

DI Display user

EG | Edit group members

LA | Link user to applications

LL Link user to libraries

LO |Link user to external objects

EP | Protect environments for user

MD | Modify DDM restrictions in user’s private libraghis function is not available on mainframes)

To invoke a specific function for a user, mark the user with the appropriate function code in column "Co".

You can select various users for various functions at the same time; that is, you can mark several users on the
screen with a function code. For each user marked, the appropriate processing screen will be displayed. You can
then perform for one user after another the selected functions.
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Copying a User

The Copy User function is used to define a new user to Natural Security by creating a security profile which is
identical to an already existing user security profile.

What is Copied?
All components of the existing security profile will be copied into the new security prefieept

the user name,

the password,

the ETID (which identifies End of Transaction data),

the owners (these will be copied from your own user security profile into the new user security profile you
are creating).

Whether the groups entered in the "Privileged Groups" column and any links to libraries are copied depends on
whether you copy with or without links (see below).

How to Copy

On the User Maintenance selection list, mark the user whose security profile you wish to duplicate with function
code "CO".

A window will be displayed. In this window, specify the following:

® To user: Enter the ID of the "new" user.
e With links: If you wish linksnotto be copied, leave the "N" in this field untouched; if you wish any links
existing for the existing user also to apply to the new user, type in a "Y" (see below for details).

The Copy User screen will be displayed showing the new security profile.

The Copy User screen and the subsequent screens/windows that are part of a user security profile as well as the
individual items you may define are described ur@@i@mponents of a User Profisbove.

Copying Without Links
If you leave the "N" in the "with links" field of the Copy User window:

® the groups entered in the "Privileged Groups” column of the existing user will not be copied into the new
user security profile;

® any links defined for the existing user will not apply to the new user;

® any user-specific and user-library-specific utility profiles for the existing user will not apply to the new
user.

Copying With Links
If you enter a "Y" in the "with links" field of the Copy User window,

e any links that existed for the existing user are copied for the new user, and you have the option to cancel the
links you wish not to apply for the new user;

e the new user will be added to all groups in which the existing user is contained (and all access right of the
groups to libraries then also apply for the new user), and you have the option to delete the new user from
any of these groups;

® any user-specific and user-library specific utility profiles that existed for the existing user are copied for the
new user.
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The procedure is as follows:

® Once you have made any changes to the copied security profile and then leave the Copy User screen by
pressing PF3, a list of libraries is displayed: the list contains all libraries to which the existing user is linked
directly.

® On the list, you may mark individual libraries with "CL" to cancel any links you nigto apply for the
new user; to all libraries you do not mark, the new user will automatically be linked in the same manner -
normal or special link - as the existing user.

® Once you have established all direct links and then leave the list of libraries by pressing PF3, a list of
groups is displayed: the list contains all groups in which the existing user is contained.

® On the list you may mark with "CL" the groups to which you wish the newnaséo be added; the new
user will automatically be added to all groups you do not mark. If any of the groups to which the new user
is added is entered as "Privileged Group" in the security profile of the existing user, they will automatically
also be entered as "Privileged Groups" in the new user security profile.
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Modifying a User
The Modify User function is used to change an existing user security profile.

On the User Maintenance selection list, mark the user whose security profile you wish to change with function
code "MO". The Modify User screen will be displayed.

The Modify User screen and the subsequent screens/windows that are part of a user security profile as well as the
individual items you may define or modify are described u@aenponents of a User Profisbove.

Upgrading and Downgrading Users
If need be, you may change the user type classification of an individual.

If you wish to change the user type, first type in the new user type and press ENTER to obtain the appropriate
Modify User screen before you further modify the security profile, because the Modify User screens for the
different user types are not identical to one another.

Upgrading a User

You may "promote" a MEMBER to become a PERSON or an ADMINISTRATOR; and you may "promote" a
PERSON to become an ADMINISTRATOR.

Downgrading a User

You may downgrade an ADMINISTRATOR to become a PERSON or a MEMBER; and you may downgrade a
PERSON to become a MEMBER.

e Before you can downgrade a user from ADMINISTRATOR to PERSON, you have to remove him/her as
owner from every security profile in which he/she is specified as owner. As long as an ADMINISTRATOR
is still owner of any security profile, he/she cannot be downgraded.

® Before you can downgrade a user from ADMINISTRATOR to MEMBER, you have to perform the
following:

O You have to remove him/her as owner from every security profile in which he/she is specified as
owner. As long as an ADMINISTRATOR is still owner of any security profile, he/she cannot be
downgraded.

O You have to cancel all direct links from the user to libraries/external objects. As long as the user is
linked to any library or external object, he/she cannot become a MEMBER.

O You have to delete the ADMINISTRATOR's private library (if defined). As long as the user has a
private library, he/she cannot become a MEMBER.

e Before you can downgrade a user from PERSON to MEMBER, you have to cancel all direct links from the
user to libraries/external objects. As long as the user is linked to any library or external object, he/she
cannot become a MEMBER.

In addition, you have to delete the PERSON's private library (if defined). As long as the user has a private
library, he/she cannot become a MEMBER.
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User Locked?

When the Lock User Optioh (described in the section Administrator Services) is active, it may occur that the
user security profile has been locked.

If the security profile is locked, this will be indicated on the Modify User screen by the message "This user is
currently locked due to logon/countersign error!" If you enter a "Y" in the "Unlock? (Y/N)" field, a window will
be displayed which provides detailed information on how and when the locking occurred. In that window you
may also unlock the security profile.

Note:
You may also view and unlock locked users by means olis#Unlock Locked Usersfunction (which is
described in the section Administrator Services).

Renaming a User
The Rename User function allows you to change the user ID of an existing user security profile.

On the User Maintenance selection list, you mark the user whose ID you wish to change with function code
"RE". A window will be displayed in which you can enter a new ID for the user (and, optionally, change the
user’'s name).

An ADMINISTRATOR who is an owner of one or more security profiles cannot be renamed. A user who is
specified as DDM modifier in one or more DDM/file security profiles, cannot be deleted either.
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Deleting a User
The Delete User function is used to delete an existing user security profile.

On the User Maintenance selection list, you mark the user you wish to delete with function code "DE". A
window will be displayed.

e If you have invoked the Delete User function and should then decide against deleting the given user security
profile, leave the Delete User window by pressing ENTER without having typed in anything.

e |If you wish to delete the given user security profile, enter the user’s ID in the window to confirm the
deletion.

An ADMINISTRATOR who is an owner of one or more security profiles cannot be deleted. A user who is
specified as DDM modifier in one or more DDM/file security profiles, cannot be deleted either.

If you mark more than one user with "DE", a window will appear in which you are asked whether you wish to
confirm the deletion of each user security profile by entering the user’s ID, or whether all users selected for
deletion are to be deleted without this individual confirmation. Be careful not to delete a user accidentally.

Note:
If you delete a GROUP security profile, this witht delete the individual security profiles of the users assigned
to this GROUP.

Displaying a User
The Display User function is used to display an existing user security profile.

On the User Maintenance selection list, mark the user whose security profile you wish to view with function
code "DI". The Display User screen will be displayed.

The items displayed on the Display User screen and any additional windows that are part of a user security
profile are explained und€omponents of a User Profisbove.

User Locked?

When the Lock User Optioh (described in the section Administrator Services) is active, it may occur that the
user security profile has been locked.

If the security profile is locked, this will be indicated on the Display User screen by the message "This user is
currently locked due to logon/countersign error!" If you enter a "Y" in the "Lock Info (Y/N)" field, a window
will be displayed which provides detailed information on how and when the locking occurred.
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Editing Group Members
The Edit Group Members function is used to assign users to or delete users from a group.

As long as the number of users assigned to a group does not exceed 5, the group members may be maintained in
the "Members" column of the group’s security profile by using the Modify User function. For larger groups,
membership maintenance has to be done with the Edit Group Members function.

You can invoke the Edit Group Members function either from the User Maintenance selection list or from within
a group’s security profile:

® On the User Maintenance selection list, mark the group you wish to edit with function code "EG".
® In a group’s security profile, mark the option "Group Editor" in the Additional Options window with any
character.

The Edit Group Members screen will be displayed:

> >+ Gr ELGRUPO Size5 Linel
ALL User ID User Name Type Status
AD ARTHUR DENT A
HW HENRY WILT A
Iw IRENE WILDE M
JD JOHN DAKER M
T2112 WEINRIB'S TERMINAL T

The Edit Group Members screen is a modified Natural program editor. When you invoke it, the users already
contained in the given group are read into the source area. The list of group members will be in alphabetical
order of user IDs. For each user, the user ID, user name and user type are displayed.

To add a user to the group, add the user ID to the list. To delete a user from the group, delete the user ID from
the list.

Remember that users have to be defined to Natural Security before they can be added to a group.

It does not matter in which order you add new user IDs: when you catalog the list of group members (see
command "CAT" below), they will automatically be sorted alphabetically.

To edit the list, you can use the Natural program editor scrolling commands, line commands and editor
commands (as described in your Natural Editors documentation).

To addall users contained in one group to the group you are editing, enter the command "INGtdupHD"

in the command line of the Edit Group Members screen. All users contained in the group whose ID you specify
with the INCLUDE command will then be added to the list. They will be included before the user who is
displayed in the top line of the screen.

Remember that a user of type "group” must not be contained within another group.

Modifications are only processed in the source area until you enter the command "CAT" in the command line (or
press PF3). This command first invokes a procedure which checks for duplicate IDs. If the IDs are unique, the
edited list of members will be entered in the group’s security profile.

With the command "CHECK" you invoke the checking procedure only.

To leave the Edit Group Members screen, enter a period (.) in the command line.
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Library Maintenance

A library is defined to Natural Security by creatintjpmary security profile The library security profile
determines the conditions under which the library may be used. This section covers the following topics:

® Components of a Library Profile
e Creating and Maintaining Library Profiles

Components of a Library Profile

This section covers the following topics:

® Overview of Components
® Components on Main Library-Profile Screen
O General Options
O Library File
O Transactions
e Additional Options
O Restrictions:
® Security Options
® Security Limits
® Session Parameters
® Command Restrictions
e Editing Restrictions
e Statement Restrictions
e Allow/Disallow modules
® Set Status of DDMs

Overview of Components
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Add/ Copy! Modify; Display Librany

Restrictions ......... Y -
Additional Optionz .. ¥ Security Options
Security Limits
Seszzion Parameters
Command Regridions
Editing Restzridions

Restricions

Additional Options Statement Restridions
| Maintenance Information Al Dizallove Modules
Security Maotes ™| Set Status of DOMs
CIRIEr s
M ailboxes
Time Yindows
Steplibe
R egrictions
Eg?éugtal Security Securtty Optons
Securty Limits

Session Parameters

Command Restrictions

Editing Restrictions

Statement Restricions

Allowe ! Disallow Modules
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Components on Main Library-Profile Screen

The following type of screen is the "basic" library security profile screen, which appears when you invoke one of
the functions Add, Copy, Modify, Display for a library security profile:

14:00:00 *** NATURAL SECURITY *** 2003-04-13
- Modify Library -

Modified .. 2002-06-20 by SAG
Library ID ..... TESTLIB
Library Name ...

General Options Library File Transactions
People-protected .... Y DBID ........ Startup ..........
Terminal-protected .. N FNR ......... Batch execution .. Y
Restrictions ........ Y Password .... Restart ..........
Logon recorded ...... Y Ciphercode .. Error ............
Utilities ........... (0]

Programming mode .... R User exit ........
Cross-reference ..... N
Restart ............. Y

Additional Options ... N

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF 7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp Restr Flip Canc

The individual items you may define as parts of a library security profile are explained below.

Field Explanation
Library ID The ID of the library as specified when the library security profile was crgated.
(display only)

Library Name |You may enter a name for the library, which may be up to 32 characters|long.
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General Options

Field

Explanation

People-protected/
Terminal-protected

You may specify whether the library is to jpeople-protectednd/or
terminal-protectedn order to restrict the use of the library. The possible
combinations of protection are described urif@tected Libraries the section
Protecting Libraries.

Restrictions

Special restrictions may be defined for the library, as described Add@onal
Optionsbelow.

e If no restrictions are defined, the system profile defined in the Natural parameter

module applies.
e |[f restrictions are defined, the value of this field is automatically set to "Y". If
you set it to "N" again, any specification you have made in the restrictions yill
automatically be deleted!

Logon recorded

This option determines whether logons to the library are to be recorded or not.

Every time a user logs on to the library, a logon record will be written by
Natural Security. You may review the activities of users by viewing these
logon records (seleogon Recordsén the section Administrator Services for
further information).

N  Logons to the library will not be recorded.
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Utilities

For consistent control of Natural utility usagélity profiles should be used; they
are described in the sectiBnotecting Utilities

The Natural utilities NATLOAD, NATUNLD, SYSERR, SYSMAIN, and
SYSTRANS are used to process the contents of a library. This option determin
may process the contents of the library using a Natural utility for which no utility
profiles are defined. This option only applies if the utility usetbiscontrolled by
utility profiles; otherwise it is ignored. Possible values for this option are:

N

If the Natural system command SCAN is allowed for the library CGsamand
Restrictionsbelow), the Utilities option also applies to tREAN command

No protection - The library’s contents may be processed by any user.

Permission for Owners- The library’s contents may be processed only b

theownersof the library security profile. If no owner is specified, any usef

of type ADMINISTRATOR may do so. In the case of a private library, in
addition to the owners, the user with the same ID as the library ID may &
process the library’s contents.

In batch mode, please note that an owner who requires a countersignat
from a co-owner cannot process the contents of the library (as
countersignatures are not allowed in batch mode).

Permission under Protection rules The library’s contents may be
processed underotection rulesthat is, only by users who are allowed to
log on to the library.

For private libraries in private mode, the following applies: The user with
the same ID as the library ID may process the library’s contents; anyong
else may process it only after entering that user’s password (on a
countersignature screen provided for that purpose).

In batch mode, please note that a user cannot process the contents of g
user’s private library in private mode (as no password can be entered in
batch mode).

ps who

nother

Programming mode

Natural programming mode:

(= Structured mode) - The programming mode to be used cannot be ch§
with the Natural parameter SM, and structured mode will invariably be in
effect.

(= Reporting mode) - The setting of the Natural profile/session parametg
SM (described in the Natural Parameter Reference documentation)
determines the mode to be used.

nged

=

100
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Cross-reference This option determines whether an active cross-reference in Predict (if installed

be generated for the library.

Y  Yes - An active cross-reference will be generated.

N  No - An active cross-reference will not be generated.

F Force - An active cross-reference will be forced.

Doc - Objects to be cataloged must be documented in Predict. However

active cross-reference will be generated.

See the Predict documentation for details on active cross-references.

will

no

Restart

The library may be re-invoked by entering "RESTART" as the library ID
Y  the logon screen; an Adabas OPEN command with End of Transaction |
(ETID) will be executed during the logon procedure.

The library cannot be "RESTARTed". The ETID specified in Natural
Security will not be used for the Adabas OPEN command.

D

Version control

This field only applies on mainframe computers and if the library is under contrgl of

(display only) Predict Application Control.
This field indicates the version control status of the library.
If the library is controlled by Predict Application Control, the database ID (DBID
and file number (FNR) of the FDIC system file in which the library’s Predict data are
stored are also displayed.
Library File

The items under Library File concern the database file where the source programs and object modules contained
in the library are to be stored.

Field Explanation

DBID/FNR | The database ID and file number of the file.

If no DBID/FNR are specified here, the DBID/FNR of the FUSER parameter as defined ir} the
Natural parameter module/file apply (see FBuSERparameter in the Natural Parameter
Reference documentation).

Password | This field only applies on mainframe computers, it has no effect under UNIX and Windows.
If the library file is password-protected, the Adabas password (for VSAM files, the VSAM
DDname) must be entered in this field to enable Natural to access the file.

Cipher code| This field only applies on mainframe computers, it has no effect under UNIX and Windowjs.
If the library file is ciphered, the Adabas cipher code (for VSAM files, the VSAM password)
must be entered in this field to enable Natural to access the file.

Read-only |If you wish the library file to be read-only, mark this field with an "X" (this corresponds to the
RO option of the FUSER profile parameter).

ETID This field contains the library-specific component of the ID for End of Transaction data (for

(display details on ETIDs, se€omponents of a User Profille the section User Maintenance).

only)
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Note:

For the Natural system libraries - that is, all libraries whose IDs begin with "SYS" (except the library SYSTEM)
- you cannot enter a DBID, FNR, password, or cipher code. For these libraries the DBID, FNR, password, and
cipher code of the Natural profile paramdt&fAT (described in the Natural Parameter Reference
documentation) as defined in the Natural parameter module/file invariably apply.
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Transactions
Field Explanation
Startup You may enter the name of a startup transaction; this transaction will always be invoked

immediately after a successful logon to the library. See also the Natural system variable
*STARTUP.

The name of the startup transaction will be placed in the Natural system variable *STARTUP. If it
is also executed in batch mode, its name will be only be placed into *STARTUP if "Batch
execution” (see below) is set to "S".
Batch This field only applies if the Natural system variable *DEVICE is set to "BATCH" (otherwisq its
execution |value has no effect). It determines whether the startup transaction specified in the library pfofile
(see above) is also executed in batch mode.
You can specify one of the following values:
Y  The startup transaction will also be executed (once) in batch mode.
S The startup transaction will also be executed in batch mode; in addition, its name wi|ll be
placed in the Natural system variable *STARTUP.
If the NEXT/MORE line is allowed for the library (see Security Options below), the
N startup transaction wiliot be executed in batch mode.
If the NEXT/MORE line isnot allowed, the startup transaction will also be executed
(once) in batch mode.
See also the sectidtatural Security In Batch Mode
Restart You may enter the name of a restart transaction; this transaction will always be invoked when the

library is reinvoked by entering "RESTART" as the library ID on the logon screen.
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Field Explanation
Error You may enter the name of an error transaction; this transaction will be invoked after the
occurrence of an execution time error (if the program does not contain an ON ERROR statement,
or if it does contain an ON ERROR block which is not exited with a FETCH, STOP,
TERMINATE or RETRY statement); if the Natural profile parameter SYNERR is "ON", the grror
transaction may also handle syntax errors.
The following parameters will be passed from the program in error to the error transaction:
- error number (N4 if SG=0OFF; N5 if SG=0ON),
- line number (N4),
- status (Al),
- program name (A8),
- level (N2).
The error transaction must be able to read these parameters.
For example:
INPUT (SG=OFF) #ERROR (N4)
#LINE (N4)
#STATUS(AL)
#PGM (A8)
#LEVEL (N2)
The field #ERROR contains the error number.
The field #LINE contains the number of the line in which the error occurred. (If the #STATUS is
either "C" or "L", the line number will be "0".)
The field #STATUS contains one of the following values:
C = Command processing error.
L = Logon error.
R = error on Remote server (in conjunction with Natural RPC).
O = Object time error.
S  =non-correctable Syntax error.
The field #PGM contains the name of the program in which the error occurred.
The field #LEVEL corresponds with the Natural system variable *LEVEL. The #LEVEL
parameter is only passed on if the Natural profile parameter SYNERR is set to "ON".
Note:
If no error transaction is specified, the program specified with the Natural profile par&Tater
(described in the Natural Parameter Reference documentation) will receive control when a error
occurs.
If an error occurs during an initial logon, the program specified with the ETA parameter willfalso
receive control (for other logon errors, the error transaction specified in theflibramyhich you
log onto another library applies).
A sample error transaction program "ERROR" is provided in source form in the library SYSSEC.
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User Exit
With each library profile and special link profile, you can store 250 bytes of additional data of your choice.

These additional data can be stored/read by means of a user exit subprogram which must contain a CALLNAT
statement (with five parameters as described below) which in turn invokes one of the following subprograms:

® SNAASEXT - to store additional library data,
® SNAAREXT - to read additional library data,
o SNAUSEXT - to store additional special link data,
e SNAUREXT - to read additional special link data.

These four subprograms are contained in the Natural Security library SYSSEC.

In the User Exit field of the library profile or special link profile, you enter the name of the user exit that invokes
one of the above subprograms.

To invoke the user exit, you mark "User Exit" with "Y" in thdditional Optionswindow (see below).

If you wish to handle the additional data from within a library, you can also invoke the above subprograms by
means of a user exit from a library itself. In this case you must copy the subprograms into that library (by using
the SYSMAIN utility).

When invoked from a library, each subprogram will check and ensure that only data concerning that library or
the specified link are read/stored.

In the security profiles of the Natural system libraries, that is, all libraries whose IDs begin with "SYS" (except
the library SYSTEM), you cannot specify a user exit.

SNAASEXT is used to store additional library data. It must be invoked with the following five parameters:

Parameter| Format/Length | Contents passed to SNAASEX Contents returned from SNAASEXT
1st A8 none Library ID

2nd A32 none Library name

3rd D none Date of latest modification

4th A250 Data to be stored same as passed

5th B2 none Return code
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SNAAREXT is used to read addtional library data. It must be invoked with the following five parameters:

Parameter| Format/Length | Contents passed to SNAAREXT Contents returned from SNAAREXT
1st A8 none Library ID

2nd A32 none Library name

3rd D none Date of latest modification

4th A250 none Data read

5th B2 none Return code

When you invoke SNAAREXT or SNAASEXT from a library profile in SYSSEC, the data will refer to the
library you are currently maintaining.

When you invoke SNAAREXT or SNAASEXT from outside SYSSEC, the data will refer to the library from
which you invoke the subprogram.

SNAUSEXT is used to store additional special link data. It must be invoked with the following five parameters:

Parameter| Format/Length | Contents passed to SNAUSEXT Contents returned from
SNAUSEXT

1st A8 none Library ID

2nd A8 User ID (must only be filled if SNAUSEXT is | User ID

invoked from outside SYSSEC)

3rd D none Date of latest modification

4th A250 Data to be stored same as passed

5th B2 none Return code
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SNAUREXT is used to read additional special link data. It must be invoked with the following five parameters:

Parameter Format/Length Contents passed to Contents returned from
SNAUREXT SNAUREXT

1st A8 none Library ID

2nd A8 User ID (must only be | User ID

filled if SNAUREXT is
invoked from outside

SYSSEC)
3rd D none Date of latest modificatiop
4th A250 none Data read
5th A2/B2 * Return code

* When you invoke SNAUREXT from outside SYSSEC, you may read several special links to the library by
using the 2nd parameter as start value and specifying one of the following operators in the 5th parameter (A2):
"EQ", "=", "GT", ">", "LT", "< ", "GE", ">=", "LE", "<=". These operators determine the read condition as
compared against the 2nd parameter.

Return code (B2) "0" indicates that the specified special link has been found; any other value indicates that no
such link has been found.

When you invoke SNAUREXT or SNAUSEXT from a special link profile in SYSSEC, the data will refer to the
link you are currently maintaining.

When you invoke SNAUREXT or SNAUSEXT from outside SYSSEC, the data will refer to the link between
the specified user ID and the library from which you invoke the subprogram.
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Additional Options

If you mark the field "Additional Options" on the basic security profile screen with "Y", a window will be
displayed from which you can select the following options:

® Maintenance Information
® Security Notes
® Owners

® Mailboxes

e Time Windows
e Steplibs

® Restrictions

® Functional Security
® User Exit

The options for which something has already been specified or defined are marked with a plus sign (+).

You can select one or more items from the window by marking them with any character. For each item selected,
an additional window/screen will be displayed (in the order of the items in the selection window).

The Restrictions window can also be invoked directly by pressing PF5 on the basic security profile screen.

The individual options are explained below.

Additional Explanation
Option

Maintenance | In this window, the following information is displayed:

Information
(display only) e the date and time when the security profile was created, the ID of the

ADMINISTRATOR who created it, and (if applicable) the IDs of the co-owners who
countersigned for the creation;

e the date and time when the security profile was last modified, the ID of the
ADMINISTRATOR who made the last modification, and (if applicable) the IDs of the
co-owners who countersigned for the modification.

Security Notes | In this window, you may enter your notes on the security profile.

Owners In this window, you may enter up to eight IDs of ADMINISTRATORS. Only the
ADMINISTRATORSs specified here will be allowed to maintain this security profile. If n
owner is specified, any user of type ADMINISTRATOR may maintain the library.

=}

For each owner, the number of co-owners whose countersignatures will be required fer
maintenance permission may optionally be specified in the field after the ID.

For an explanation of owners and co-owners, see the s@uianersignatures

Mailboxes In this window, you may enter up to five mailbox IDs. For information on mailboxes, s¢e the
sectionMailboxes

Time In this window, up to five time windows may be specified, outside of which the library

Windows cannot be used.

For example, if a time window is set to "0815 - 1300", a user may log on to the library jonly
between 08:15 h and 13:00 h; if a user is still logged on to the library at 13:00 h, the
application contained in the library will automatically be terminated.
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(concatenated libraries) for the library.

Additional Explanation
Option
Steplibs In this window, you can enter the names of the libraries which are to be the steplib libfaries

Multiple steplibs allow you to make different modules available to different libraries and also

restrict the general availability of modules without having to have multiple copies of thp

same module in multiple libraries; that is, each module has to exist only once, but youl can

nonetheless make it available to several libraries, but not to others.

For example, the modules that are to be available to all libraries can be contained in g

general

steplib which is specified in all library profiles, while modules that are to be available gnly to

some libraries can be contained in another steplib which is specified only in some libra
profiles.

Moreover, by specifying different special links to a library (sie&ing Users to Librariein

ry

the section Protecting Libraries), you can allow different users of the same library the pse of

different steplibs.

You can specify up to 8 steplibs, plus a value for the Natural system variable *STEPL|B:
When a programming object is requested in the library but not found in it, the 8 steplilgs are

searched - in the order in which they are specified in the library profile - for that object
requested object cannot be found in any of the 8 steplibs, the *STEPLIB library will be
searched for it. If it cannot be found in that library either, the library SYSTEM will be

searched for it (without SYSTEM having to be specified as a steplib in a library profile).

no value is specified in any of the 8 steplib fields in the library profile, the 8 steplibs
specified with the Natural profile parameter LSTEP will be used instead.

If no value is assigned to *STEPLIB in the library profile, the *STEPLIB value of the
Natural profile parameter LSTEP will be used instead.

Notes:
Owner logic applies to the specification of a steplib; that is, if owners are specified ip
library profile (see above), only these owners will be allowed to enter the library as
steplib in the profile of another library.

For Natural system libraries (that is, libraries whose IDs begin with "SYS") - except
library SYSTEM - you cannot specify a *STEPLIB library. For these libraries, an
internal system steplib is used as *STEPLIB library.

If the

If you use the library SYSTEM as steplib only, SYSTEM itself need not be defined gs a

library to Natural Security.

Next to each steplib name, you can enter a database ID (DBID), file number (FNR),
password and cipher code in the steplib window of a library window.
If you assign "99999" as DBID value for a steplib in the steplib window of a library pro

e!

the DBID value specified in the library profile of the steplib will be used. The same applies

to FNR, password and cipher code values.

If you assign no DBID value (or "0") for a steplib in the steplib window of a library profile,
the DBID value of that library will be used. The same applies to FNR, password and cjpher

code values.

By marking a steplib name with the cursor and pressing PF5 in the steplib window of &

library profile, you can copy the actual values of DBID, FNR, password and cipher code

from the steplib profile into the steplib window.

For the *STEPLIB library specified in a library profile, the DBID, FNR, password and dipher

code values of that library profile apply.
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Additional Explanation
Option

Restrictions As part of the restrictions, you may define:

Security Options
Security Limits

Session Parameters
Command Restrictions
Editing Restrictions
Statement Restrictions
Allow/Disallow modules
Set Status of DDMs

These items are described below.

Functional In this window, you may define functional security for the command processors of the
security library.This is only relevant if command processors have been created with the Natural utility
SYSNCP. See the sectiéunctional Securityor details.

User exit If a user exit is specified in the Transactions column of the main library security profile
screen, you can activate that user exit by marking this field.
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If you mark "Security Options" in the Restrictions selection window with any character, the Security Options
window will be displayed. In this window, you can set the following options:

Option Explanation

Allow Y - Allows the use of the Natural main menu.

NEXT/MORE

line N - Suppresses the Natural main menu; when a user logs on to the library, the sta

transaction specified for the library will be invoked instead (if no startup transactior
specified, the logon procedure will be invoked; see also the Natural system variabl
*STARTUP).

tup
S

o .

Allow system
commands

Y - Allows the use of Natural system commands in the library. To disallow individu

commands, you use ti@mmand Restrictionsection of the library profile (see below).

N - Disallows the use of all system commands in the library. (This does not affect the

system commands FIN, LAST, LASTMSG, LOGOFF, LOGON, MAINMENU,
RENUMBER, RETURN, SETUP and TECH; they can always be used.)

Execution of
update programs

Y - Programs that update the database can be executed in the library.

N - Programs that update the database cannot be executed in the library.

Device

If this field is left blank, use of the library will not be restricted to any operation mog
device.

If you enter a value, use of the library will be restricted to one specific device or

operation mode. Possible values are: ASYNCH, BATCH, BTX, COLOR, PC, TTY,
VIDEO and WS-CON (according to the current values of the Natural system variak
*DEVICE).

e or

le

Clear source area
by logon

N - The editor source work area wilbt be cleared when a user logs on from the librg
to another.

Y -The work area of the editor will be cleared automatically when a user logs on fr
library to another.

ry

bm the

PC download/
PC upload

Y - Modules contained in the library can be downloaded from the mainframe to a
personal computer and uploaded from a personal computer to the mainframe resp

N - Download and upload of modules will not be possible.

This field only applies to mainframe computers; it has no effect under UNIX and
Windows.

ectively.

Close databases by
logon

Y -All databases that have been accessed during the current Natural session will &
closed automatically when a user logs on from the library to another.

N - No databases will be closed when a user logs on from the library to another.

e
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If you mark "Security Limits" in the Restrictions selection window with any character, the Security Limits
window will be displayed. In this window, you can set the following limits:

Limit

Explanation

Non-activity logoff
limit

The maximum time (in seconds) which may elapse after the last terminal
communication. If this time is exceeded, a new logon procedure will be invoked 3
as the next input is received from the terminal.

Possible values are 0 - 99999.

If you wish no limit to be in effect, set this field to "0".

S soon

Maximum
transaction duration

The maximum time (in seconds) permitted for a single Adabas transaction. Thisgl‘eature

can be used to prevent the blockage of resources for an excessive time. If the ti
exceeded, the current transaction will be backed out.

Possible values are 0 - 99999.
If you wish no limit to be in effect, set this field to "0".

The Natural system variable *TIME-OUT contains the time remaining before a
time-out will occur. (The Adabas TT parameter (Adabas transaction time limit) wi
checked separately).

eis

| be

Maximum number
of source lines

The maximum number of source-code lines permitted for a user-written Natural
program. If the line limit is exceeded, the Natural syntax checker will issue an
appropriate error message.

Possible values are 0 - 9999.

Maximum amount
of CPU time (MT)

The maximum amount of CPU time (in seconds) to be used (as in the Natural pr
parameteMT, described in the Natural Parameter Reference documentation).

If you set this field to "0", the limit is determined by the value of the Natural profil
parameter MT.

If you wish the highest possible limit to be in effect, set this field to the maximum
(9999999).

If you wish no limit to be in effect, set this field to "9999999999".

This field only applies to mainframe computers; it has no effect under UNIX and
Windows.

pfile

D

value

Maximum number
of Adabas calls
(MADIO)

The maximum number of Adabas calls permitted between two screen 1/O operati
in the Natural profile paramet®tADIO, described in the Natural Parameter Refere)
documentation). If the number specified is exceeded, the Natural program will be
interrupted and an appropriate error message displayed.

If you set this field to "0", the limit is determined by the value of the Natural profilg
parameter MADIO.

If you wish the highest possible limit to be in effect, set this field to the maximum
(32767).

pns (as
hce

value

If you wish no limit to be in effect, set this field to "99999".
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Maximum number
of program calls
(MAXCL)

The maximum number of program calls permitted between two screen I/O opera‘ions

(as in the Natural profile parametdAXCL , described in the Natural Parameter
Reference documentation). If the number specified is exceeded, the Natural prog
will be interrupted and an appropriate error message displayed.

If you set this field to "0", the limit is determined by the value of the Natural profilg
parameter MAXCL.

If you wish the highest possible limit to be in effect, set this field to the maximum
(32767).

If you wish no limit to be in effect, set this field to "99999".

ram

value

Processing loop
limit (LT)

The maximum number of records which may be read in any given processing log
the library (as in the Natural profile paramdt@r, described in the Natural Paramete
Reference documentation).

If you set this field to "0", the limit is determined by the value of the Natural profil¢

parameter LT.

If you wish the highest possible limit to be in effect, set this field to the maximum
(2147483647).

If you wish no limit to be in effect, set this field to "9999999999".

p of
r

value

Session Parameters

If you mark "Session Parameters" in the Restrictions selection window with any character, the Session
Parameters screen will be displayed.

On this screen, you may specify values for Natural session parameters, which will override the default parameter
values set during Natural installation.

The parameters in the top left-hand block of the screen may take the following values. If a parameter is left
blank, the corresponding default character will be valid.

Parameter| Possible Values

DC Any character.

CF Any special character, or "F" (for OFF).
CLEAR Any character.

IA Any special character.

IM "F" (Forms mode) or "D" (Delimiter modg).
ID Any special character.

The parameters in the top right-hand block of the screen may take the following values. If a parameter is left
blank, the corresponding default value will be valid.
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Parameter| Possible Values

SA "T" (true) or "F" (false).

DU For mainframe computers: "O" (on), "N" (off) or "F" (forcp).

For all other platforms: "O" (on) or "N" (off).

EJ "T" (true) or "F" (false).

FS "T" (true) or "F" (false).

WH "T" (true) or "F" (false).

ZD "T" (true) or "F" (false).

The parameters in the bottom right-hand block of the screen may take numeric values. If a parameter is left blank
or specified as "0", the corresponding default value will be valid.

Parameter| Possible Values
LS Numeric value.
PS Numeric value.
SL Numeric value.
SF Numeric value.

For information on the individual session/profile parameters, see the Natural Parameter Reference
documentation.

Moreover the screen provides the following fields:

Field Explanation

Adabas The contents of the record buffer used with the Adabas OPEN command may be entered. If so, a
open restricted OPEN will be executed, which means that only files included in the record buff¢r may
(OPRB) be referenced. If no record buffer contents are specified, all accessible files may be refergnced

(see also the Adabas Command Reference documentation).
If this field is set to "NOOPEN", no Adabas OPEN command will be executed.

If this field is left blank, an OPRB parameter specified dynamically when invoking Natural
applies for this library (see the Natural Parameter Reference documentation for details of the
profile paramete©OPRB).

Spool The name of the spool profile may be entered (only applicable if Natural Advanced Facilifies is

profile installed; see the Natural Advanced Facilities documentation for details).

Adabas The Adabas password used for access to the Adabas data files (not system files) referenced by

password |the library. This is only relevant if the corresponding files are password-protected under Adabas
Security.

The password specified in the security profile applies to all database access statements for which
neither an individual password is specified nor a PASSW statement applies. It applies within the
library in whose security profile it is specified, and also remains in effect in other libraries|you
subsequently log on to and in whose security profiles no password is specified. See also|the
PASSW statement in the Natural Statements documentation.
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Natural RPC Restrictions

When you press PF8 on the Session Parameters screen, another screen will be displayed in which you can set
various restrictions that apply when subprograms contained in the library are executed by means of Natural RPC
in a client/server environment.

These restrictions are only relevant for library security profiles defined on the client.

Field

Explanation

Expiration Criteria

The following criteria determine how often / how long subprograms in the library
be executed by means of Natural RPC.

Can

When one of the criteria is reached, the criteria can either be reset by means of the user

exit USR1071 or by the user newly logging on to the library.

Use Count

Determines how many times remote subprograms can be executed.

A value of "0" means that no such limit is in effect.

Number of Days

Determines for how many days remote subprograms can be executed.
The days are counted beginning with the logon to the library.

A value of "0" means that no such limit is in effect.

Number of
Hours/Minutes

Determines for how many hours/minutes remote subprograms can be executed.
The time is counted beginning with the logon to the library.

A value of "0" means that no such limit is in effect.

Allow Overwriting
by User Exit
USR1071

Y - The above expiration criteria in the library security profile, as well as the user
and password from the client logon procedure, can be overwritten by criteria spe
with user exit USR1071.

N - No data can be set/overwritten by user exit USR1071.

ID
cified

Close All Databases

This option allows you to control the logon-/logoff-dependent closing of database
affects all databases which have been opened by remote subprograms containe
library:

N - The databases amnet closed when a logon/logoff to/from the library is performg
Y -The databases are closed whéoganto the library is performed.

F - The databases are closed whéoganto the library is performed, and when a
logofffrom the library is performed.

This option is only relevant if the option LOGONRQ=ON is set in the Natural proff

parameter RPC or NTRPC macro. If you wish to have one user-queue element g
client session for each database accessed by the RPC server, it is recommende

s. It
J in the

e
er
| that you

set LOGONRQ=ON and "Close All Databases" to "Y" or "F".
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Logon Option This option determines which logon data are evaluated when the library is accesged by
the RPC server:

N - Library ID, user ID and password are evaluated.

E- Library ID, user ID and password are evaluated; in addition, it is checked if th¢ user
ID used for the access to the RPC server (for example, via the user exit USR1071) is
identical to the user ID supplied via the user exit USR2071.

A - Only library ID and user ID are evaluated (similar to the Natural profile parameter
AUTO=0N, but for this library only).

S- Only library ID and user ID are evaluated (similar to the Natural profile paramgter
AUTO=0N, but for this library only); in addition, it is checked if the user ID used for

the access to the RPC server (for example, via the user exit USR1071) is identicpl to the
user ID supplied via the user exit USR2071.

User exits USR1071 and USR2071 are contained in library SYSEXT. For further information on Natural RPC
with Natural Security, see the sectidsing Natural RPC With Natural SecurdaypdlLogon To A Server
Library in the Natural Remote Procedure Call documentation.

Command Restrictions

If you mark "Command Restrictions" in the Restrictions selection window with any character, the Command
Restrictions screen will be displayed. On this screen, you may allow or disallow the use of individual Natural
system commands.

By default, all commands shown on the Command Restrictions screen are marked with "Y", which means that all
commands are allowed.

® Mark with "Y" each command you wish to be available for use in the library.
® Mark with "N" each command you wistot to be used in the library.

For information on the individual commands, see your Natural System Command Reference documentation.

Those commands which are displayed intensified on the Command Restrictions screen use the Natural syntax
checker and consequently Natural statements (which may also be allowed/disallowed individuathteseent
Restrictionsbelow).

Restricting the Use of the SCAN Command

You can either disallow the system command SCAN altogether for a library via the Command Restrictions (as
described above), or you can control its use via the Utilities option:

e |f SCAN is marked with "N" on the Command Restrictions screen, the SCAN command cannot be used in
the library (regardless of the Utilities option).

e |f SCAN is marked with "Y" on the Command Restrictions screenJthiéies option (in the General
Options part of the library profile) determines who may use the SCAN command in the library. The Utilities
option may take one of the following values:
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N | No protection- The SCAN command may be used in the library by any user.

Permission for Owners- Only the owners of the library may use the SCAN command,; if no owner ig
specified, any user of type ADMINISTRATOR may use it.
In a private library in private mode, in addition to the owners, the user with the same ID as the librgdry ID
may use the SCAN command.
In batch mode, please note that an owner who requires a countersignature from a co-owner canngjt use the
SCAN command (as countersignatures are not allowed in batch mode).

[

P | Permission under Protection rules The People/Terminal protection of the library applies: Only usef
who may use the library - and only under the conditions under which they may use it - may use thg SCAN
command.
For a private library in private mode, the following applies: The user with the same ID as the library| ID
may use the SCAN command; anyone else may use it only after entering that user’s password (on|a
countersignature screen provided for that purpose).
In batch mode, please note that a user cannot use the SCAN command in another user’s private liprary in
private mode (as no password can be entered in batch mode).
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Editing Restrictions

If you mark "Editing Restrictions" in the Restrictions selection window with any character, the Editing
Restrictions window will be displayed. In this window, you may allow or disallow the editing of Natural objects
of certain object types.

By default, all object types shown in the Editing Restrictions window are marked with "Y", which means that
objects of all types may be edited.

® Mark with "Y" each type of object whose editing you wish to be allowed in the library.
e Mark with "N" each type of object whose editing you wigtt to be allowed in the library.

For information on Natural object types, see the Natural Programming Guide; for information on the Natural
editors, see your Natural Editors documentation.

To disallow editing altogether, you may disallow the use of the EDIT comman@d¢semand Restrictions
above). When you disallow the EDIT command, all object types in the Editing Restrictions window are
automatically marked with "N". When you allow the EDIT command again, all object types in the Editing
Restrictions window are automatically marked with "Y" again.

Statement Restrictions

If you mark "Statement Restrictions" in the Restrictions selection window with any character, the Statement
Restrictions screen will be displayed. On this and the next screen, you may allow or disallow the use of
individual Natural statements. To get from this screen to the next and back again, you press PF7 and PF8
respectively.

By default, all statements shown on the Statement Restrictions screen are marked with "Y", which means that all
statements are allowed.

o Mark with "Y" the Natural statements you wish to be allowed for use in the library.
o Mark with "N" the Natural statements you dot wish to be used in the library.

For the FIND statement and other database access statements, you may also allow/disallow individual clauses.

Any Natural statement which is not listed on the Statements Restrictions screen is always allowed (for example,
the statement END).
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Disallow/Allow Modules

In the Restrictions selection window, besides the field you mark to select "Disallow/Allow Modules", there is a
second field, in which you can enter one of the following:

This causes all modules to be allowed; individual modules cannot be disallowed (the Disallow/Alloyw

X Modules screen will not be invoked). If you enter an "X", do not at the same time mark the selectiop field.

All modules are initially allowed, and you may disallow individual modules.

A | All modules are initially disallowed, and you may allow individual modules.

Note:
For the Display function, you can only mark the selection field; regardless of the setting of the second field, the

Disallow/Allow Modules screen will be displayed showing the list of allowed/disallowed modules.

If you mark "Disallow/Allow Modules" in the Restrictions selection window with any character and enter a "D"
or "A" in the second field, the Disallow Modules screen or Allow Modules screen respectively will be displayed:

11:13:46 *** Natural Security *** 2003-04-13
- Disallow Modules -

Library TESTLIB 0 Module names not held in user buffer
Module T Status Mark Module T Status Mark
#ABANDON P ALLOWED _ #UAFLAG1 P ALLOWED
#ATRAIL P ALLOWED _ #UAFLAG2 P ALLOWED _
#BOC P ALLOWED _ #UAFLX P ALLOWED _
#DAWG P ALLOWED _ #UB P ALLOWED _
#KEY1 P ALLOWED _ #UBFLAG P ALLOWED _
#KEY2 P ALLOWED _ #UBFLAGB P ALLOWED _
#MEDUSA P ALLOWED _ AMAIL P ALLOWED _
#NEMESIS P ALLOWED _ APROFILE P ALLOWED _
#PWINDOW P ALLOWED _ CALDANDO N ALLOWED
#TFECHO1 P ALLOWED _ HOTTA M ALLOWED _

kkkkkkkkkkkkkkkkkkkkk Module Names held |n User Buﬁer kkkkkkkkkkkkkkkkkkkkkk

Reposition to .. Display module names not held in UB .. _

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp Restr Flip - + Free Stepl Canc
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Column "T" on the Disallow/Allow Modules screen indicates the object types of the modules:

Program

Subprogram

Subroutine

Helproutine

Global data area

Local data area

Parameter data arpa

Map

Copycode

Dialog

Al IOIZ|PIP|OIT|0Z2]T

Class

On the Disallow/Allow Modules screen, mark with a "D" the modules contained in the library you wish to be
disallowed; mark with an "A" the modules contained in the library you wish to be allowed. The first ten module
names marked will be held in the user buffer.

In addition, the following subfunctions are available:
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Module Names Held in
User Buffer

If you wish modules to be disallowed/allowed and their names to be held in
user buffer, type in their names into the ten fields provided on the Disallow//
Modules screen.

If you type in a value followed by an asterisk (*), all module names beginnin
with that value will be disallowed/allowed and held in the user buffer.

Those disallowed/allowed module names not held in the user buffer may be
displayed by marking the "Display module names not held in User Buffer" fig

with any character. Unmark it to return to the Disallow/Allow Modules screen.

If possible, the number of allowed/disallowed modules should not exceed 1(

he
llow

h

d

; that

is, all allowed/disallowed module names should be held in the user buffer; module

names not held in the user buffer will cause a reduction in performance, as
Natural Security data file will have to be additionally accessed to check whe
module whose name is not held in the user buffer is allowed or not.

he
ther a

Allowing/Disallowing
"Non-Existent” Modules
(PF9)

The Disallow/Allow Modules screen of a library profile displays a list of all
modules contained in the corresponding library. However, there may be mo
which currently are not physically available (for example, because the

Hules

corresponding database is not active, or the modules have not yet been wriften),

and which would therefore not appear in the list of modules. Or in a
heterogeneous production environment using a central mainframe FUSER s
file, the library may exist not on the mainframe FUSER system file but in the
system on another platform. If you were to define a library profile for such a
library, Natural Security on the mainframe computer would not know of that
library, and the list of modules would therefore be empty.

To enable you to disallow/allow such "non-existent" modules, the Allow/Dis3
Modules function provides the subfunction "Free List of Modules". With this
subfunction, you can predefine modules which are not physically present on
current FUSER system file.

To invoke the subfunction, you press PF9 on the Disallow/Allow Modules sG
The "Free List of Modules" window will be displayed. In this window, you
manually enter the names of modules and allow/disallow them.

ystem
file

llow

the

reen.

Steplibs (PF10)

This function does not apply on mainframe computers.
With this subfunction, you can disallow/allow modules in the library’s steplib

To invoke the subfunction, you press PF10 on the Disallow/Allow Modules
screen. A list of all the library’s steplibs will be displayed. On the list, you se
the library whose modules you wish to disallow/allow. Then, the list of modu
contained in the selected steplib will be displayed, which you can then
disallow/allow individually.

When you disallow/allow modules in a steplib in this way, this does not meal
actually disallow/allow these modules in the library profile of the steplib. The
steplib modules are only disallowed/allowed with respect to usage by the lib
whose profile you are currently maintaining (that is, the library from within w

UvJ

ect
es

h you

Fary
hose

library profile you have invoked the subfunction).
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Set Status of DDMs

This option only applies if the general optiofrdnsition Period Logdn(see the section Administrator Services)
is set to "N". It only affects DDMs for which no security profiles have been defined.

With this option, you can set the status of all new DDMs to PUBLIC. On mainframes, this applies to the file
status; on UNIX and Windows, this applies to both the internal and the external status of DDMs.

In the Restrictions window, you can specify one of the following values for this option:

UNDF | The status of all DDMs without security profiles is undefined.

PUBL | The status of all DDMs without security profiles is PUBLIC.

By default, this option is set to "UNDF", which means that DDMs for which no security profiles have been
defined cannot be used.

If you set this option to "PUBL", the status of all DDMs for which no security profiles have been defined is
assumed to be PUBLIC, which means that these DDMs can be used. This allows you to use these DDMs without
having to define security profiles for them.

For further information, see the sectidgh®tecting DDMs On MainframemndProtecting DDMs On UNIX and
Windows
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Creating and Maintaining Library Profiles
This section describes the functions used to create and maintain library profiles. It covers the following topics:

Invoking Library Maintenance

Adding a New Library

Selecting Existing Libraries for Processing
Copying a Library

Modifying a Library

Renaming a Library

Deleting a Library

Displaying a Library

Creating and Maintaining a Private Library

Invoking Library Maintenance
On the Main Menu, enter code "M" for "Maintenance". A window will be displayed.

In the window, mark object type "Library" with a character or with the cursor. The Library Maintenance
selection list will be displayed.

From this selection list, you invoke all library maintenance functions as described below.
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Adding a New Library

The Add Library function is used to define new libraries to Natural Security, that is, create library security
profiles.

Note:

To create library security profiles feystem librariegthat is, libraries whose names begin with "SYS")
more easily, you can use the Administrator Services funcBgatém-library definitiors which provides
predefined security profiles for most system libraries.

To add a new library security profile, enter the command ADD in the command line of the Library Maintenance
selection list.

A window will appear. In this window, you entefilrary ID (and, optionally, the ID of default profilg.
The Add Library screen will be displayed. On this screen, you may define a security profile for the library.

The Add Library screen and the subsequent screens/windows that may be part of a library security profile as well
as the individual items you may define are described uddemponents of a Library Profilgbove.

When you add a new library, the owners specified in your own user security profile will automatically be copied
into the library security profile you are creating.

Library ID
Library IDs are used by Natural Security to identify libraries and their security profiles.

A library ID may be 1 to 8 characters long, it must start with an upper-case alphabetical character, and it must be
unique. A library ID must not contain blanks. It may consist of the following characters: upper-case alphabetical
characters, numeric characters, hyphen (-) and underscore ( _).

Before you start defining libraries, it may be advisable to conceive a logical system of creating library IDs that
are related to the library names, as this will help you to identify libraries more easily when maintaining Natural
Security.

Default Profile

When you add a new library, you can either type in every item within the library security profile by hand; or you
can use a pre-defined default library profile as the basis for the security profile you are creating.

Before you use default library profiles, you should be familiar with the "normal" way of defining libraries (that
is, without default profile).

Default profiles are created and maintained in the Administrator Services subsystem.

If you specify the ID of a default profile in the Add Library window, the items from the default profile will be
copied into the library profile

On the Add Library screen, you can overwrite the items copied from the default profile, and specify further
items.

For further information on default library profiles, dabrary Default Profilesn the section Administrator
Services.
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Selecting Existing Libraries for Processing

When you invoke Library Maintenance, a list of all libraries that have been defined to Natural Security will be
displayed.

If you do not wish to get a list of all existing libraries but would like only certain libraries to be listed, you may
use the Start Value and Type/Status options as described in the Béudiog Your Way In Natural Security

On the Main Menu, enter code "M" for "Maintenance". A window will be displayed. In the window, mark object
type "Library" with a character or with the cursor (and, if desired, type in a start value and/or protection status).

The Library Maintenance selection list will be displayed:

12:47:45 *** NATURAL SECURITY *** 2003-04-13
- Library Maintenance -
Co Library ID Library Name Prot. Message
__KETEST YN
___KEX TEST APPL-KE YN
__KE1 KETEST NN
__KJH NN
__ KK-APPL NN
__ KKAPP NN
__KKAPPC NN
__ KKAPP1 NN
___KKAPP2 NN
___KKAPP3 NN
__ KKAPP4 YN
__ KKAPP7 NN
___KKITEST NN
___KKPAC NN
___KKPROD NN
Command ===>
Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - + Canc

For each library, the ID, name and protection status are displayed.

The list can be scrolled as described in the seélioding Your Way In Natural Security
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The following library maintenance functions are available (possible code abbreviations are underlined):

Code| Function

CO |Copy library

MO | Modify library

RE | Rename library

DE |Delete library

DI Display library

LU | Link users to library

LF | Link library to files(this function is only available on mainframe computers)

MD | Modify DDM restrictions in library(this function is only available on UNIX and Windows)
EP | Protect environments

To invoke a function for a library, mark the library with the appropriate function code in column "Co".

You may select various libraries for various functions at the same time; that is, you can mark several libraries on
the screen with a function code. For each library marked, the appropriate processing screen will be displayed.
You may then perform for one library after another the selected functions.
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Copying a Library

The Copy Library function is used to define a new library to Natural Security by creating a security profile
which is identical to an existing library security profile.

What is Copied?

All components of the existing security profile will be copied into the new security prefileepthe owners
(these will be copied from your own user security profile into the new library security profile you are creating).

In addition to duplicating a library profile, you can choose to also copy its links and utility profiles, as well as the
actual library itself; this depends on the options described below.

How to Copy

On the Library Maintenance selection list, mark the library whose security profile you wish to duplicate with
function code "CQO".

A window will be displayed. In this window, specify the following:

To library Enter the ID of the "new" library.

With links | Enter "Y" or "N". With this option, you can, in addition to the library profile, also copy its links
and utility profiles; see below for details.

With Enter "Y" or "N". With this option, you can duplicate the actual library itself. This means that a
Natural new library will be created on the FUSER system file, and all Natural programming objec}s
objects contained in the existing library will be copied into this new library.

(Internally this option uses the MAINUSER application interface of the Natural utility
SYSMAIN.)

The Copy Library screen will be displayed, showing the new library security profile.

The individual components of the security profile you may define or modify are describedConggonents of
a Library Profileabove.

With Links
If you leave the "N" in the "with links" field of the Copy Library window:

® any links defined for the existing library will not apply to the new library;
® any library-specific and user-library-specific utility profiles for the existing library will not apply to the new
library.

If you enter a "Y" in the "with links" field of the Copy Library window,

® any links that exist for the existing library are copied for the new library, and you have the option to cancel
the links you wish not to apply to the new library;

e any library-specific and user-library specific utility profiles that exist for the existing library are copied for
the new library.

The procedure is as follows:

® Once you have made any changes to the copied security profile and then leave the Copy Library screen by
pressing PF3, a list of users is displayed: the list contains all users which are linked to the existing library.
® On the list, you may mark individual users with "CL" to cancel any links you magsto apply to the new
library; all users you do not mark will automatically be linked to the new library in the same manner -
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normal or special link - as the existing library.
® Once you have established all user links and leave the list of users by pressing PF3, a list of files is
displayed: the list contains all files/DDMs to which the existing library is linked.

® On the list, you may mark individual files/DDMs with "CL" to cancel any links you watho apply to the
new library; to all files/DDMs you do not mark the new library will automatically be linked in the same manner -
read or update link - as the existing library.

Modifying a Library
The Modify Library function is used to change an existing library security profile.

On the Library Maintenance selection list, you mark the library whose security profile you wish to change with
function code "MQO". The security profile of the selected library will be displayed.

The individual components of the security profile you may define or modify are describedCongdeonents of
a Library Profileabove.

Renaming a Library
The Rename Library function allows you to change the library ID of an existing library security profile.

On the Library Maintenance selection list, you mark the library whose ID you wish to change with function code
"RE".

A window will be displayed in which you can enter a new ID for the library (and, optionally, change its name).

Depending on the setting of the general option "Deletion of non-empty libraries allowed" (as explained in the
section "Administrator Services"), it may not be possible to rename a library security profile if the library
contains any sources or object modules.

With Natural Objects

When you rename a library profile, this option allows you to also change the name of the actual library. This
means that the library will be renamed on the FUSER system file, and all Natural programming objects
contained in the library will be stored under the new library name. (Internally this option uses the MAINUSER
application interface of the Natural utility SYSMAIN.)

Deleting a Library
The Delete Library function is used to delete an existing library security profile.

On the Library Maintenance selection list, you mark the library you wish to delete with function code "DE". A
window will be displayed.

e If you have invoked the Delete Library function and should then decide against deleting the given library
security profile, you may leave the Delete Library window by pressing ENTER without having typed in
anything.

e [f you wish to delete the given library security profile, enter the library’s ID in the window to confirm the
deletion.

When you delete a library, all existing links to the library will also be deleted.

Depending on the setting of the general optidalétion of Non-empty Libraries Allowéddescribed in the
section Administrator Services), it may not be possible to delete a library security profile if the library still
contains any sources or object modules.
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If you mark more than one library with "DE", a window will appear in which you are asked whether you wish to
confirm the deletion of each library security profile by entering the library’s ID, or whether all libraries selected
for deletion are to be deleted without this individual confirmation. Be careful not to delete a library accidentally.

With Natural Objects

When you delete a library profile, this option allows you to also delete the actual library itself. This means that
the library - and all Natural programming objects it contains - will be deleted from the FUSER system file.
(Internally this option uses the MAINUSER application interface of the Natural utility SYSMAIN.)

Displaying a Library
The Display Library function is used to display an existing library security profile.

On the Library Maintenance selection list, you mark the library whose security profile you wish to view with
function code "DI". The security profile of the selected library will be displayed.

The individual components of the security profile are described @ataponents of a Library Profikbove.

Creating and Maintaining a Private Library

Defining a Private Library

To define a private library to Natural Security, first mark the "Private Library" field in the user’s security profile
with "Y" (on the Add User, Copy User or Modify User screen) (marking this field does not cause any default
private library profile to be created).

In the Additional Options window, you then select "Private Library"; or you press PF5 on the main user profile
screen.

A Private Library screen will be displayed; the screen is identical to a "normal” library security profile screen
(except when private libraries are used in private mode, in which case the screen does not contain the fields
"People-protected” and "Terminal-protected”). On this screen and the subsequent screens/windows you define
the security profile for the private library.

The library ID by which a private library is defined to Natural Security is identical to the respective user ID.

Maintaining a Private Library
In private mode, maintenance of existing private library profiles is performedseiaMaintenance

In public mode, private libraries also appear on the Library Maintenance selection list along with the other
libraries, that is, they can be maintained like "normal” libraries with the library maintenance functions described
above.

Deleting a Private Library

If private libraries are used in public mode, you delete a private library like any other libraBe(strg a
Library above).

If private libraries are used in private mode, you delete a private library by marking the "Private Library" field in
the user’s security profile with "N". A window will be invoked in which you confirm the deletion by typing in
the library ID.

Depending on the setting of the general optidalétion of Non-empty Libraries Allowéddescribed in the
section Administrator Services), it may not be possible to delete a private library if it still contains any source or
object modules.

Copyright © Software AG 2003 129



Protecting Libraries Protecting Libraries

Protecting Libraries

This section describes how to control the access of users to protected libraries. It covers the following topics:

® Protected Libraries
® Linking Users to Libraries
® Which Conditions of Use are in Effect?

Protected Libraries

A library may be protected by specifying the values of "People-protected" and "Terminal-protected" in the
General Optionsolumn of the library’s security profile.

Protection Combinations

The possible combinations of "People-protected" and "Terminal-protected" are listed below:
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Changing a Protection Combination

Protection

Explanation

PeopleN
Terminal:N

The library is not protected. It may be used by any person from any terminal. The termina
not be defined to Natural Security. The user must be defined to Natural Security. The use
must be entered on the logon screen in order to be able to log on to the library.

PeopleL
Terminal:N

This is identical to the above combination - with the following addition: Although the library
not protected, it is possible to link a group to the library. Only one group can be linked to t
library, and the link must be a special link. This special link only applies to users of type "4
contained in the group. This feature is only intended to allow administrators different acce
unprotected library for maintenance purposes. (The special link to such a library can only
established via the function "Link users to library" which is invoked from the Library
Maintenance selection list.)

need
ID

S
he
5S to an
be

Peopley
Terminal:N

The library may be used only by persons who are linked to the library or are in a group thé

linked to the library. It may be used from any terminal. The terminal need not be defined tg

Natural Security. The user (and the group if need be) must be defined to Natural Security,
user ID must be entered on the logon screen in order to be able to log on to the library.

it is

The

PeopleN
Terminal:Y

The library may be used by any person, but it may only be used from a terminal which is g
to Natural Security and is contained in a group which is linked to the library. No user ID is
required on the logon screen to log on to the library.

efined

Peopley
Terminal:Y

The library may be used either by people linked to the library or from a terminal which is
contained in a group which is linked to the library. In other words, by entering his or her ug
on the logon screen, a linked person may use the library from any terminal; people who a
linked to the library may only use the library from a linked terminal.

er ID
e not

Peopley
Terminal:A

The library may be used only by people from linked terminals: The person must be define
Natural Security and must be in a group which is linked to the library (or may be linked dir
if user type "A" or "P"); the terminal must also be defined to Natural Security, and it must &
contained in a group which is linked to the library. The user ID and library ID must be entg
the logon screen in order to be able to log on to the library.

] to
pCtly,
e

red on

PeopleP
Terminal:N

This combination only applies fwrivate librariesn public mode. The user with the same ID al
the library ID may use the library without requiring a link to it. Otherwise, this combination
identical to "People: Y, Terminal: N" (see above).

L)

is

PeopleP
Terminal:Y

This combination only applies fwivate librariesn public mode. The user with the same ID al
the library ID may use the library without requiring a link to it. Otherwise, this combination
identical to "People: Y, Terminal: Y" (see above).

L)

is

PeopleP
Terminal:A

This combination only applies frivate librariesn public mode. The user with the same ID al
the library ID may use the library without requiring a link to it. Otherwise, this combination
identical to "People: Y, Terminal: A" (see above).

)

is

PeopleN
Terminal:A

This combination is not possible!

PeopleL
Terminal:Y

This combination is not possible!

PeopleL
Terminal:A

This combination is not possible!

Changing a Protection Combination

Please take care when you alter an existing combination of "People-protected" and "Terminal-protected". If the
alteration results in a "lower" protection level, certain links will automatically be cancelled by Natural Security
according to the following rules:
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Protecting Libraries

Change from

to Effect on Links

any protection
combination

People: N All existing links to the library will be cancelled.

Terminal: N

any protection

People: N All direct links of ADMINISTRATORs and PERSONSs will be cancelled

combination Terminal: Y|links of GROUPs to the library will remain.

any protection People: Y No links will be cancelled.

combination Terminal: N

any protection People: Y No links will be cancelled.

combination Terminal: Y

People: N People: Y No links will be cancelled. However, all people contained in GROUPs
Terminal: Y Terminal: Y| which are linked to the library may now also log on the library!

Protecting a Private Library

The user with the same user ID as the library ID always has access topmis#terlibrary

In public mode, other users’ access to someone’s private library is determined by the settings of the fields

"People-protected" and "Terminal-protected" in the security profile of the private library. Possible values for the

field "People-protected" are "P" (which is the default value, and which corresponds to "Y" in other library
profiles) and "N" (which is the same as in other library profiles). Possible values for the field

"Terminal-protected" are the same as for other libraries (Y, N or A). The possible protection combinations are
described above.

In private mode, no other user has access to someone else’s private library.
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Linking Users to Libraries

To allow a user access to a protected libratinkahas to be established between the user and the library.

may use > UNPROTECTED
LIBRARIES
USERS
LIMNK m-ﬂ! Uuse I
FROTECTED
may not use I LIBERARIES
1

Only users of types ADMINISTRATOR, PERSON, and GROUP can be linked to a library.
Users of types ADMINISTRATOR and PERSON can be linked to a library either directly or via a GROUP.

Users of types MEMBER and TERMINAL can be linked to a library only via a GROUP; that is, they must be
assigned to a GROUP, and the GROUP be linked to the library.

Two functions are available to establish and maintain links between users and libraries:

® To link one usetto various libraries you use the functiorLink user to libraries(which is invoked from
the User Maintenance selection list).

® To link various usergo one library, you use the functiorLink users to library (which is invoked from the
Library Maintenance selection list).

Both functions are described below.
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Linking a Single User to Libraries
The function "Link user to libraries" is used to link one user to one or more libraries.
On the User Maintenance selection list, you mark the user you wish to link with function code "LL".

A window will be displayed. Here you can enter a Start Value (as described in the Baxding Your Way in

Natural Securityfor the list of libraries to be displayed. If you wish to maintain only existing links, you can
select the option "Select only defined links" - in which case the list of libraries to be displayed will only include
those libraries to which the user is already linked (normal and special links, including temporarily locked ones).

Then, the Link User To Libraries selection list will be displayed, showing the list of libraries.

The list includes all protected libraries; that is, if you link a user of type PERSON or ADMINISTRATOR, the
list includes all libraries with "People-protected"” set to "Y"; if you link a user of type GROUP, the list includes
all libraries with at least one of the two protection values set to "Y".

The list can be scrolled as described in the seélioding Your Way in Natural Security
On the list, you mark the libraries to which you wish to link the given user.

In the "Co" column, you may mark each library with one of the following function codes (possible code
abbreviations are underlined):

Code| Function

LK | Link - The user may use the library with the security profile of the library being in effect.

SL | Special Link - The user may use the library with a special security profile to be defined for the liffk; the
link profile will take precedence over the library profile. For details on special link§psmgal Links
below.

CL |Cancel- An existing link or special link will be cancelled.

TL | Temporarily locked - An existing link or special link will be suspended until it is re-established. A
suspended link or special link can be re-established by marking the library concerned with "LK" pr "SL"
again. When a special link is re-established, the original link security profile will be re-establishef, too.

DL |Display special link- The security profile of an existing special link between the user and the library
will be displayed.

DI Display library - The security profile of the library will be displayed.

LD |Modify DDM restrictions in special link profile
(This function is not available on mainframe computers. It corresponds to function "MD" as desgribed
underCreating And Maintaining DDM Profileim the section Protecting DDMs On UNIX and
Windows").

You can mark one or more libraries on the screen with a function code. For each library marked, the selected
functions will then be executed one after another. When processing is completed, a message will be displayed
stating the link situation now in effect for each library.
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Linking Multiple Users to a Library
The function "Link user to libraries" is used to link one or more users to one library.
On the Library Maintenance selection list, you mark the library to which you wish to link users with code "LU".

A window will be displayed. Here you can enter a Start Value (as described in the Baxding Your Way in
Natural Security for the list of users to be displayed. If you wish to maintain only existing links, you can select
the option "Select only defined links" - in which case the list of users to be displayed will only include those
users which are already linked to the library (normal and special links, including temporarily locked ones).

Then, the Link Users To Library selection list will be displayed, showing the list of users.
The list includes all users of types GROUP, ADMINISTRATOR, and PERSON.

The list can be scrolled as described in the seélioding Your Way in Natural Security

On the list, you mark the users you wish to be linked to the given library.

In the "Co" column, you may mark each user with one of the following function codes (possible code
abbreviations are underlined):

Code| Function

LK |Link - The user may use the library with the security profile defined for the library being in effect

SL | Special Link - The user may use the library with a special security profile to be defined for the lirfk; the
link profile will take precedence over the library profile. For details on special link§psmgal Links
below.

CL |Cancel- An existing link or special link will be cancelled.

TL | Temporarily locked - An existing link or special link will be suspended until it is re-established. A
suspended link or special link can be re-established by marking the user concerned with "LK" orf "SL"
again. When a special link is re-established, the original link security profile will be re-establishef, too.

DL |Display special link- The security profile of an existing special link between the user and the library
will be displayed.

DI Display user- The security profile of the user will be displayed.

LD |Modify DDM restrictions in special link profile
(This function is not available on mainframe computers. It corresponds to function "MD" as desgribed
underCreating And Maintaining DDM Profileis the section Protecting DDMs On UNIX And
Windows).

You can mark one or more users on the screen with a function code. For each user marked, the selected functions
will then be executed one after another. When processing is completed, a message will be displayed stating the
link situation now in effect for each user.
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Special Links

If a library security profile determines the conditions under which the library may be used generally, the special
link security profile determines the conditions under which the user (or group of users) thus linked may use the
library. This means that by using special links you may define for different users different conditions of use of
the same library.

USER USER USER USER
SPECIAL
LINK LINK
use under no use under use under
library aCCess library special link
security securily security
profile profile profile
UNPROTECTED PROTECTED
LIERARY LIERARY

Creating a Special Link

If you mark a user/library with "SL", you may define the security profile for this Special Link on the screens
which will be displayed. The default settings which will appear on the Special Link security profile screens are
taken from the security profile of the library.

The items you may define as part of a Special Link security profile correspond with the items you may define as
part of a library security profile (s€gomponents of a Library Profila the section Library Maintenance).

Modifying a Special Link

To modify an existing Special Link security profile, mark the respective user/library with "SL" again on the Link
Users To Library or Link User To Libraries screen: the Special Link security profile screen will then be invoked
for modification.

Displaying a Special Link

To view the security profile of a Special Link, mark the respective user/library with "DL" on the Link Users To
Library or Link User To Libraries screen: the Special Link security profile screen will then be displayed.
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Which Conditions of Use are in Effect?

When a user logs on to a protected library, Natural Security will execute a number of checks to determine under

which conditions the user may use the library. If none of the checks are positive, the logon will be rejected.

The following checks will be executed in the following order:

Library Checks Performed
Protection
1. 1) Check whether the user is linked directly to the library; if the user is linked with a
special link, the conditions defined in the special link security profile will be in effect; if
People: Y |the user is linked with an ordinary link, the conditions defined in the library security
profile will be in effect.
Terminal:
2) Check whether the user is in a group which is linked to the library; if the user is
contained in more than one group, these groups will be checked in the following orgler:
first the "privileged groups” in the user’s security profile will be checked in order of entry,
then the other groups will be checked in alphabetical order; the first linked group found
will be selected,; if the group is linked with a special link, the conditions defined in the
special link security profile will be in effect; if the group is linked with an ordinary link,
the conditions defined in the library security profile will be in effect.
2. Check whether the terminal is in a group which is linked to the library; if the terminal is
contained in more than one group, these groups will be checked in the following orgler:
People: first the "privileged groups" in the terminal’s security profile will be checked in order of
_ entry, then the other groups will be checked in alphabetical order; the first linked grpup
Terminal: Y | found will be selected: if that group is linked with a special link, the conditions defined in
the special link security profile will be in effect; if that group is linked with an ordinafy
link, the conditions defined in the library security profiles will be in effect.
3. If the user logs owith a user ID the same checks as undewill be executed.
People: vy | Ifthe user logs owithout specifying a user IDhe same checks as undewill be
executed.
Terminal:
4, The same checks as undewill be executed.
People:
Terminal: A
Note:

The terminal must be in a group which is linked to the library, but the conditions of use are determined by the

user’s link.
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PROFILE Command

When a user is logged on to a library, he/she may enter the Natural system command PROFILE to ascertain
which conditions of use are currently in effect.

When you enter the PROFILE command, the Security Profile screen is displayed, providing the following
information:

User

ID The user’s ID.

Name |The user's name.

Type | The user type.

Link ID | The current value of the Natural system variable *GROUP.

An asterisk (*) next to the ID indicates that the group’s/user’s link to the current library is a Spgcial
Link.

ETID |The current value of the Natural system variable *ETID.

Library

ID The ID of the current library.

Name | The name of the current library.

Steplibg The steplibs of the current library.

Transactions

Startup | The current value of the Natural system variable *STARTUP.

Restart | The name of the restart transaction.

Error | The current value of the Natural system variable *ERROR-TA.

Additional Options

If you mark the field "Additional Options" on Security Profile screen with "Y" or press PF4, a window will be
displayed from which you can select the following items of information:

Security options
Security limits
Session parameters
Command restrictions
Editing restrictions
Statement restrictions
Time windows
System files

Natural version

The options where something is defined for the current user are marked with a plus sign (+).

You can select one or more items from the window by marking them with any character. For each item selected,
an additional window/screen will be displayed (in the order of the items in the selection window).
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Utility Access Rights

If you press PF5, the NSC Utility Access Rights window will be displayed, providing an overview of the utility
functions which you are allowed to use in each library.

e [f you have issued the PROFILE command from within a utility, the window lists the functions available in
that utility.

e [f you have issued the PROFILE command elsewhere, the window lists all utilities along with information
on whether some or all functions of a utility are allowed/disallowed for a specific library. (The notation
<others> in the Library field of the window indicates all libraries for which nothing specific has been
defined.)

To obtain more detailed information on the utility functions allowed for a particular library, you can select
one or more libraries from the window by marking them with any character.
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Protecting Environments

This section covers following topics:

Concept of Environment Protection

Activation of Environment Protection

Defining Environment Profiles

Components of an Environment Profile
Disallowing/Allowing Access to Libraries in Environments
Disallowing/Allowing Users Access to Environments

Concept of Environment Protection

Natural Security allows you to make users’ access to a library environment-specific. A Bawin@ments
determined by the combination of the system files FNAT, FUSER, FSEC and FDIC. You define a security
profile for each environment (that is, for each system-file combination) you wish to protect, and control users’
access to it. You can also make a library accessible in some environments, but not in others.

A logon to another environment occurs when a users logs onto a library located on another FUSER system file
(as specified by the tbrary File' DBID/FNR in the library profile).

Whenever a user logs on to a library in another environment, Natural Security will check whether:

® access to the library is allowed in that environment, and
® the user is authorized to access that environment.

Such a check is performed not only when a user explicitly logs on to a library, but also when the user invokes a
function which implicitly accesses another library or processes the contents of another library.

Activation of Environment Protection

Environment protection is activated by setting the general opionifonment Protectidrto "Y".
If environment protection is active, the following applies:

Access to undefined environments is not possible.

For every environment to be accessed, an environment security profile has to be defined.
By default, access to a library is allowed in any defined environment.

By default, access to a defined environment is allowed for all users.

For individual defined environments, you can disallow access to a library.

For individual users, you can disallow access to a defined environment.

To deactivate environment protection, you set the general option "Environment Protection" option to "N".

Defining Environment Profiles

The Administrator Services function "Environment Profiles" is used to define environment profiles, that is,
security profiles for the individual system-file combinations.

To invoke this function, you select "Administrator Services" on the Main Menu. The Administrator Services
Menu will be displayed.
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Note:
Access to Administrator Servicesay be restricted (as explained in the section Administrator Services).

On the Administrator Services Menu 2, you select "Environment profiles". The Environment Maintenance
selection list will be invoked.

Environment Maintenance Selection List
The Environment Maintenance selection list displays a list of all environment profiles which have been defined.
The list can be scrolled as described in the seélinding Your Way In Natural Security

For each environment profile, either its system-file combination (database IDs and file numbers of system files
FUSER, FDIC, FSEC and FNAT) or its ID is displayed; with PF4 you can switch between the two displays. In
addition, each environment profile’s alias (AL) and protection status (P) are displayed.

Protection Status

The protection status can be:

| | The environment profile is inactive (both NSC Protection = N and NSF Protection = N in the envirorment
profile).

N | Access to the environment is evaluated by Natural Security (NSC Protection =Y in the environmen
profile).

S | Access to the environment is evaluated by the SAF server (NSF Protection =Y in the environment profile).

Available Functions

The following functions are available:

Code| Function

AD | Add a new environment profile.
(You can also invoke this function by entering "AD" in the Command ljne.)

MO | Modify environment profile.

DE | Delete environment profile.

DI Display environment profile.

EP | Protect environment.

To invoke a function for an environment, you mark the environment with the appropriate function code in
column "Co".

You may select various environments for various functions at the same time; that is, you can mark several
environments on the screen with a function code. For each environment marked, the selected functions will then
be executed one after another.

Components of an Environment Profile

When you add a new environment or modify an existing one, the Define Environment Profile screen will be
displayed. The items you can define as part of an environment profile on this screen and any subsequent
screens/windows are:
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Field

Explanation

Environment
ID

You specify a descriptive name for the environment profile.

Alias

You can specify a one-character alias for the environment profile. An alias can be sharg
multiple environment profiles. By specifying the same alias in several environment prof
you can form groups of environments.

For example, you can use aliases like: D - for all development environments, T - for all
environments, P - for all production environments.

This will make the maintenance of environment profiles easier, because you can use th

ed by
es,

est

e alias

as selection criterion on the Environment Maintenance selection list to list all profiles wiich

have the same alias.

For Natural SAF Security the following applies: The alias is used in the external security
system to define the resources related to the system-file combination of this environme

Nt. The

rules defined for an alias in the external security system apply to all system-file combingtions

in whose environment profiles this alias is specified.

General
Options

You specify by which system the environment is to be protected:

NSC Protection- If set to "Y", this activates the environment for validation by Natural
Security, as described in this documentation.

NSF Protection- If set to "Y", this activates the environment for validation by the SAF s¢

as described in the Natural SAF Security documentation. This validation requires that the

option "Protect Environment" in the General NSF Options is set to "Y" (see Natural SAH
Security documentation).

If both are set to "N", the environment profile is not active, that is, it is treated as if it we
defined.

rver,

e not

System Files

You define the environment by specifying the database IDs and file number of each sy
(FUSER, FDIC, FSEC, FNAT). This combination of system files identifies the environm
and must be unique.

tem file
BNt,

Once entered, the values of these fields cannot be changed.

Additional Options

If you either mark the field "Additional Options" with "Y" or press PF4, a window will be displayed from which
you can select the following options:

® Maintenance Information
® Security Notes

® Owners

The options for which something has already been specified or defined are marked with a plus sign (+).

You can select one or more items from the window by marking them with any character. For each item selected,
an additional window will be displayed:
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Additional Explanation

Option

Maintenance In this window, the following information is displayed:

Information

(display only) e the date and time when the security profile was created, the ID of the

ADMINISTRATOR who created it, and (if applicable) the IDs of the co-owners who
countersigned for the creation;

e the date and time when the security profile was last modified, the ID of the
ADMINISTRATOR who made the last modification, and (if applicable) the IDs of the
co-owners who countersigned for the modification.

Security Notes | In this window, you may enter your notes on the security profile.

Owners In this window, you may enter up to eight IDs of ADMINISTRATORS. Only the
ADMINISTRATORS specified here will be allowed to maintain this environment securjty
profile or allow/disallow users’ access to it. If no owner is specified, any user of type
ADMINISTRATOR may do so.

For each owner, the number of co-owners whose countersignatures will be required for
maintenance/link permission may optionally be specified in the field after the ID.

For an explanation of owners and co-owners, see the s€iomersignatures

Disallowing/Allowing Access to Libraries in Environments

By default, when environment protection is active, access to a library is allowed in any environment. For
individual environments, you can disallow access to a library.

When access to a library is disallowed in at least one environment, the fact that the library is
"environment-protected" will be indicated in the library’s security profile.

Two functions are available to disallow/allow environment-specific access to libraries:

® To disallow/allow access to various libraries for one environment, you use the fuitiodect
environment (which is invoked from the Environment Maintenance selection list).

® To disallow/allow access to one library for various environments, you use the furRitidect
environments (which is invoked from the Library Maintenance selection list).

Both functions are described below.

Protecting a Single Environment for Multiple Libraries
On the Environment Maintenance selection list, you mark the environment you wish to protect with "EP".

A window will be displayed. Here you enter an "L" in the field "Protect for users/libraries". You can also enter a
Start Value (as described in the sectamding Your Way in Natural Securityor the list of libraries to be

displayed. In addition, you can select the option "Select only disallowed ones" - in which case the list of libraries
to be displayed will only include those libraries for which access in the environment is currently disallowed.

Then, the Disallow/Allow Libraries screen will be displayed, showing the list of libraries. The list can be scrolled
as described in the sectieimding Your Way In Natural Security

On the list, you mark the libraries for which you wish to disallow/allow access in the environment.
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In the "Co" column, you may mark each library with one of the following function codes:

Code| Function

ED |Disallow - The library cannot be accessed in that environment.

EA | Allow - The library can be accessed in that environment.

You can mark one or more libraries on the screen with a function code. For each library marked, the selected
functions will then be executed one after another. When processing is completed, a message will indicate the
access situation now in effect for each library.

Protecting Multiple Environments for a Single Library
On the Library Maintenance selection list, you mark the library for which you wish to with function code "EP".

A window will be displayed, in which you have the following options:

Option Explanation

Disallow/allow D - Access to the library is initially allowed for all environments, and you can
disallow it for individual ones.

=]

A - Access to the library is initially disallowed for all environments, and you ca
allow it for individual ones.

When you later invoke this function and change the value of this option, the
"allowed/disallowed" status of all environments will be changed for this library

Sorted by environment | By marking one of these two fields with a character, you can choose to have the list
ID / Sorted by alias of environments to be displayed sorted by environment IDs or by aliases. Thellatter
allows you to simultaneously allow/disallow access for all environments which|have
the same alias (see below).

Start value In one of these two fields, you can enter a start value (as described in the section
Finding Your Way in Natural Securjtyor the list of environments to be displayegl.
Depending on how the list is to be sorted, you can specify either the database]ID /
file number of the environments’ FNAT system file or a one-character alias as|start

value.
Select only If you select this option, the list of environments to be displayed will only inclugle -
disallowed/allowed depending on the above option "Disallow/allow" - either those for which accesg is
ones allowed or those for which it is disallowed.

Then, the Disallow/Allow Environments screen will be displayed, showing the list of environments. For each
environment, either its system-file combination (database IDs and file numbers of system files FUSER, FDIC,
FSEC and FNAT) or its ID is displayed; with PF4 you can switch between the two displays. It addition, each
environment profile’s alias (AL) and protection status (P) are displayed. The list can be scrolled as described in
the sectiorFFinding Your Way In Natural Security

On the list, you mark the environments for which you wish disallow/allow access to the library.

In the "Co" column, you may mark each environment with one of the following function codes:

Code| Function

ED |Disallow - The library cannot be accessed in that environment.

EA | Allow - The library can be accessed in that environment.
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You can mark one or more environments with a function code. For each environment marked, the selected
functions will then be executed one after another. When processing is completed, a message will indicate the
access situation now in effect for each environment.

If the list is sorted by alias, you do not mark individual environments. Instead, you mark an alias, and the
selected function will be applied to all environments which have that alias.

Disallowing/Allowing Users Access to Environments

By default, when environment protection is active, access to an environment is allowed for all users. For
individual users you can disallow access to an environment.

Access to an environment can only be allowed/disallowed for users of types GROUP, ADMINISTRATOR and
PERSON. For users of types ADMINISTRATOR and PERSON it can be allowed/disallowed either directly or
via a GROUP. For users of types MEMBER and TERMINAL, it can only be allowed/disallowed for the GROUP
to which they are assigned.

When access to at least one environment is disallowed for a user, the sessiorEoptionrhent Protectidnn
the user’s security profile is automatically to "Y".

Two functions are available to disallow/allow users’ access to environments:

® To disallow/allow access of various users to one environment, you use the fuRctitect environmeht
(which is invoked from the Environment Maintenance selection list).

® To disallow/allow access of one user to various environments, you use the fuRctitett environments
(which is invoked from the User Maintenance selection list).

Both functions are described below.

Protecting a Single Environment for Multiple Users
On the Environment Maintenance selection list, you mark the environment you wish to protect with "EP".

A window will be displayed. Here you enter a "U" in the field "Protect for users/libraries". You can also enter a
Start Value (as described in the sectamding Your Way in Natural Securijtyor the list of users to be

displayed. In addition, you can select the option "Select only disallowed ones" - in which case the list of users to
be displayed will only include those users for whom access to the environment is currently disallowed.

Then, the Disallow/Allow Users screen will be displayed, showing the list of users. By default, the list contains
only users of type GROUP. To switch between a list of GROUPs and a list of all three user types, you press PF5.
The list can be scrolled as described in the seélioding Your Way In Natural Security

On the list, you mark the users for whom you wish to disallow/allow access to the environment.

In the "Co" column, you may mark each user with one of the following function codes:

Code| Function

ED |Disallow - The user cannot access the environnpent.

EA | Allow - The user may access the environment

You can mark one or more users on the screen with a function code. For each user marked, the selected functions
will then be executed one after another. When processing is completed, a message will indicate the access
situation now in effect for each user.
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Protecting Multiple Environments for a Single User

On the User Maintenance selection list, you mark the user for whom you wish to protect environments with
function code "EP".

A window will be displayed. Here you can enter a Start Value (as described in the Beatiog Your Way in
Natural Securityfor the list of environments to be displayed; as start value, you use the database ID / file
number of the environments’ FNAT system file. You can also select the option "Select only disallowed
environments" - in which case the list of environments to be displayed will only include those environments to
which access is currently disallowed for the user.

Then, the Disallow/Allow Environments screen will be displayed, showing the list of environments. For each
environment, either its system-file combination (database IDs and file numbers of system files FUSER, FDIC,
FSEC and FNAT) or its ID is displayed; with PF4 you can switch between the two displays. It addition, each
environment profile’s alias (AL) and protection status (P) are displayed. The list can be scrolled as described in
the sectiorFinding Your Way In Natural Security

On the list, you mark the environments the access to which you wish to disallow/allow for the user.

In the "Co" column, you may mark each environment with one of the following function codes:

Code| Function

ED |Disallow - The user cannot access the environnment.

EA | Allow - The user may access the environment.

You can mark one or more environments on the screen with a function code. For each environment marked, the
selected functions will then be executed one after another. When processing is completed, a message will
indicate the access situation now in effect for each environment.
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Protecting DDMs On Mainframes

As explained in the sectidwatural Security On Different Platformthe protection of DDMs with Natural

Security is different on mainframe computers from that on other platforms. This section describes how to control
the use of DDMs (files) omainframe computerg he control of DDMs on other platforms is described in the
sectionProtecting DDMs On UNIX And Windows

This section covers the following topics:

® Before You Begin
e Components of a File Profile
e Creating and Maintaining File Profiles

In Natural Security on mainframe computers, DDMs are called "files". To define DDMs to Natural Security, you
use the File Maintenance functions of Natural Security.

Before You Begin

A DDM must have been generated (in Predict, or with the Natural utility SYSDDM), before it can be defined as
a file to Natural Security.
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Components of a File Profile

Add / Copy/ Modify Display Fil
opy/ModifyDisplay File Additional Options

Maintenance Information
Additional O ptions .. ¥ B Security Motes

Cnaers
Mainterance Information

Security Hotes

Owners
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The following type of screen is the "basic" file security profile screen, which appears when you invoke one of
the functions Add, Copy, Modify, Display for a file security profile:

10:25:36 *** Natural Security *** 2003-10-01
- Modify File -
File ID .. EMPLOYEES Modified .. 2003-04-13 by SAG
DBID ..... 10
FNR ...... 16

Status ... PUBL (PUBL, ACCE, PRIV)

-- DDM Modifiers --

Additional Options ... N

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp Flip Canc

The individual items you may define as part of a file security profile are explained below.
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Field Explanation
File ID The ID by which the file is defined to Natural Security and for which a DDM exists in the Natural
(display system file.
only)
The file ID by which a file is defined to Natural Security must be identical to that of the DDM. A
file ID may be up to 32 characters long and must be unique among all file IDs defined to Natural
Security.
DBID / The database ID and file number of the database file referenced by the DDM. These valugs are
FNR taken from the DDM and written into the security profile.
(display
only)
Status You may set the file status to one of the following:
PUBL Public (not protected)
ACCE  Access (update-protected)
PRIV Private (read- and update-protected)
When you create a file security profile, the file status will, by default, be set to "PUBLFil8eg
Statusbelow for details.
DDM You may enter up to eight IDs of users; only these users will then be allowed to maintain the
Modifiers | DDM in Predict (or with Natural’'s SYSDDM utility). If you do not specify any DDM modifief,
the owners of the security profile (s&dditional Optionsbelow) may maintain the DDM. If
neither DDM modifiers nor owners are specified, maintenance of the DDM is not restricteq.
Next to the ID of each DDM modifier, you may optionally specify a number from 1 to 3; this
number determines how many of the other DDM maodifiers specified must countersign for
maintenance permission (the countersignature logic which applies to DDM maintenance
permission is analogous to that of owners and co-owners as described in the section
Countersignaturg@s
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File Status

The file status of a file may be one of the following:

PUBL |PUBLIC: The file isnot protected. It may be read and updated by any library.

ACCE | ACCESS: The file is protected as far as update is concerned. It may be read by any library. Hpwever,
it may be updated only by libraries that have been linked to the file.

—

PRIV |PRIVATE: The file is protected. It may be accessed only by libraries that are linked to it. A linkito a

PRIVATE file may be specified as "read" (that is, read only) or "update" (which implies read).

The check whether a program may use a file is done when the programpied

The following diagram illustrates the possible relationships between libraries and files in dependence of the file
type:

may read and update - PUBLIC
FILES

may read and update
LINK = ACCESS
LIBRARIES may read FILES
.
e may read only or
read and update * PRIVATE
| FILES
|

may not access

* depending on link specification

To allow a library access to a file with status PRIVATE or ACCES#Bkaas to be established between the
library and the file. For information on how to link libraries to files, Ise&ing Libraries to Filedelow.
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Additional Options

If you mark the field "Additional Options" on the basic security profile screen with "Y", a window will be
displayed from which you can select the following options:

® Maintenance Information
® Security Notes
® Owners

The options for which something has already been specified or defined are marked with a plus sign (+).

You can select one or more items from the window by marking them with any character. For each item selected,
an additional window will be displayed:

Additional Explanation

Option

Maintenance In this window, the following information is displayed:

Information

(display only) e the date and time when the security profile was created, the ID of the

ADMINISTRATOR who created it, and (if applicable) the IDs of the co-owners who
countersigned for the creation;

e the date and time when the security profile was last modified, the ID of the
ADMINISTRATOR who made the last modification, and (if applicable) the IDs of the
co-owners who countersigned for the modification.

Security Notes | In this window, you may enter your notes on the security profile.

Owners In this window, you may enter up to eight IDs of ADMINISTRATORSs. Only the
ADMINISTRATORS specified here will be allowed to maintain this file security profile jor
link libraries to it. If no owner is specified, any user of type ADMINISTRATOR may
maintain and link the security profile.

For each owner, the number of co-owners whose countersignatures will be required fpr
maintenance/link permission may optionally be specified in the field after the ID.

For an explanation of owners and co-owners, see the s@€iamnersignatures
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Creating and Maintaining File Profiles
This section describes the functions used to create and maintain file profiles. It covers the following topics:

Invoking File Maintenance

Selecting a File or DDM for Processing
Add File

Copy File

Modify File

Delete File

Display File

Linking Libraries to Files

Invoking File Maintenance
On the Main Menu, enter code "M" for "Maintenance". A window will be displayed.

In the window, mark the object type "File" with a character or with the cursor. The File Maintenance selection
list will be displayed.

From this selection list, you invoke all file maintenance functions as described below.

Selecting a File or DDM for Processing

When you invoke File Maintenance, a list of all files that have been defined to Natural Security will be
displayed.

If you do not wish to get a list of all existing files but would like only certain files to be listed, you may use the
Start Value and Type/Status options as described in the sEatding Your Way In Natural Security

On the Main Menu, enter the code "M" for "Maintenance". A window will be displayed. In the window, mark
the object type "File" with a character or with the cursor (and, if desired, type in a start value and/or file status).
The File Maintenance selection list will be displayed:
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12:50:20 *** Natural Security ***
- File Maintenance -
Co File ID Status Message
__ARTICLE PUBL
__AUTOMOBILES PUBL
__ CUSTOMER PUBL
__EMPLOYEES PUBL
__ FAHRZEUGE PRIV
__FINANCE PUBL
___FINANCE-VS PUBL
__INVOICE PUBL
__INVOICE-LINE PUBL
__ MITARBEITER PUBL
__NEWDIC-DESC PUBL
___NEWDIC-EL PUBL
___NEWDIC-FI PUBL
__NEWDIC-PR PUBL
__NEWSEC PUBL
Command ===>
Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - +

For each file, the file ID and file status are displayed.

The list can be scrolled as described in the seéiioding Your Way In Natural Security
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Status as Selection Criterion

If you wish to list only DDMs of a specific status, you can specify one of the following selection criteria in the
Status field above the list:

PUBL | All DDMs of status PUBLIC.

ACCE | All DDMs of status ACCESS.

PRIV | All DDMs of status PRIVATE.

DEFI | Defined; that is, all DDMs of status PRIV, ACCE, and PUB]. (

UNDF | Undefined; that is, all DDMs whose status is not PRIV, ACCE or PURY (

DDM | All defined and undefined DDM$).

NDDM | DDM security profiles for which no corresponding DDMs exfgt (

* This is not an actual DDM status, but for selection purposes only.

The default status for selection is "DDM"; thataf, DDMs wiill be listed.
Selecting a Function

The following file maintenance functions are available (possible code abbreviations are underlined):

Code| Function
AD | Add file
CO |Copy file
MO | Modify file
DE |Delete file

DI Display file

LL Link libraries to file|

To invoke a specific function for a file, mark the file with the appropriate function code in column "Co".
You may select various files for various functions at the same time; that is, you can mark several files on the

screen with a function code. For each file marked, the appropriate processing screen will be displayed. You may
then perform for one file after another the selected functions.
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Add File

This function is used to define DDMs to Natural Security, that is, create new file security profiles.

On the Main Menu, enter "M" for "Maintenance". A window will be displayed. In the window, mark object type
"File" with a character and enter "UNDF" in the Type/Status field (and, if desired, enter a start value).

The File Maintenance selection list will be displayed, listing all files with file status "UNDEFINED" (that is, all
DDMs that have been generated but not yet been defined to Natural Security).

The list can be scrolled as described in the seélinding Your Way In Natural Security

On the File Maintenance selection list, mark the DDM for which you wish to create a file security profile with
function code "AD". The Add File screen will be displayed.

The individual items you may define on this screen and any additional windows that may be part of a file
security profile are described und@omponents of a File Profilbove.

When you add a file, the owners specified in your own user security profile will automatically be copied into the
file security profile you are creating.

Copy File

This function is used to define a new file to Natural Security by creating a security profile which is identical to
an already existing file security profile.

What is Copied?

All components of the existing security profile will be copied into the new file security profile - except the file
number and database ID (these are taken from the DDM), and the owners (these will be copied from your own
user security profile into the new file security profile you are creating).

Any links existing to the existing file withotbe copied.

How to Copy

On the File Maintenance selection list, mark the file whose security profile you wish to duplicate with function
code "CO".

A window will be displayed. In this window, enter the ID of the new file.
The new security profile will be displayed.

The individual components of the security profile you may define or modify are describedConggonents of
a File Profileabove.
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Modify File
This function is used to change an existing file security profile.

On the File Maintenance selection list, mark the file whose security profile you wish to change with function
code "MO". The security profile of the selected file will be displayed.

The individual components of the security profile you may define or modify are describedContgonents of
a File Profileabove.

Delete File
This function is used to delete an existing file security profile.

On the File Maintenance selection list, mark the file you wish to delete with function code "DE". A window will
be displayed.

e If you have invoked the Delete File function and should then decide against deleting the given file security
profile, you may leave the Delete File window by pressing ENTER without having typed in anything.
e If you wish to delete the given file security profile, enter the file’s ID in the window to confirm the deletion.

When you delete a file, all existing links to the file will also be deleted.

When you delete a file security profile, the DDM itself will not be deleted. The file ID will remain in the File
Maintenance selection list with File Status set to "UNDEFINED".

If a DDM is uncataloged in SYSDDM, deleted with SYSMAIN, or scratched in SYSDIC (Predict), the
corresponding Natural Security file profile will automatically be deleted.

If you mark more than one file with "DE", a window will appear in which you are asked whether you wish to
confirm the deletion of each file security profile by entering the file’s ID, or whether all files selected for
deletion are to be deleted without this individual confirmation. Be careful not to delete a file accidentally.

Display File
This function is used to display an existing file security profile.

On the File Maintenance selection list, mark the file whose security profile you wish to view with function code
"DI". The security profile of the selected file will be displayed.

The individual components of the security profile are described @alaponents of a File Profilbove.

Copyright © Software AG 2003 157



Linking Libraries To Files Protecting DDMs On Mainframes

Linking Libraries To Files
To allow a library access to a fileJiak has to be established between the library and the file.
Two functions are available to establish and maintain these links:

® To link one libraryto various files you use the function "Link library to files" (which is invoked from the
Library Maintenance selection list).

® To link multiple librariesto one filg you use the function "Link libraries to file" (which is invoked from the
File Maintenance selection list).

Both functions are described below. Possible link types are summarized at the end of this section.
Linking a Single Library to a File

When you invoke the function "Link Library to Files" from the Library Maintenance selection list, a list of all
files with file status ACCESS and PRIVATE will be displayed. On the list you may mark the files to which you
wish to link the given library.

On the Library Maintenance selection, mark the library you wish to link with function code "LF".

A window will be displayed in which you may specify a start value for the list of files. If you wish to maintain
only existing links, you can select the option "Select only defined links" - in which case the list of files to be
displayed will only include those files to which the library is already linked.

Then, the Link Library To Files selection list will be displayed, showing the list of files.
The list can be scrolled as described in the seélinding Your Way In Natural Security

In the "Co" column you may mark each file with one of the following function codes (possible code
abbreviations are underlined):

Code| Function

RE |Read-link - The library thus linked may only read the file, not updafe it.

UP | Update-link - The library thus linked may read and update the file.

CL | Cancel- An existing link will be cancelled.

DI Display file - The file security profile will be displayed.

You can mark one or more files on the screen with a function code. For each file marked, the selected functions
will then be executed one after another. When processing is completed, a message will be displayed stating the
link situation now in effect between the library and each file.

Linking Multiple Libraries to a File

When you invoke the function "Link Libraries to File" from the Library Maintenance selection list, a list of all
libraries that have been defined to Natural Security will be displayed. On the list you may mark the libraries you
wish to be linked to the given file.

On the File Maintenance selection list, mark the file to which you wish to link libraries with function code "LL".

A window will be displayed in which you may specify a start value for the list of libraries. In addition, the field
“Libraries/Private Libraries" allows you to list only private libraries: if you specify "L", the list will include

either all libraries including private ones (if private libraries are used in public mode) or all libraries except
private ones (if private libraries are used in private mode); if you specify "U", the list will include only users’
private libraries. If you wish to maintain only existing links, you can select the option "Select only defined links"
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- in which case the list of libraries to be displayed will only include those libraries which are already linked to
the file.

Then, the Link Libraries To File selection list will be displayed, showing the list of libraries.
The list can be scrolled as described in the seéiioding Your Way In Natural Security

In the "Co" column you may mark each library with one of the following function codes (possible code
abbreviations are underlined):

Code| Function

RE |Read-link - The library thus linked may only read the file, not updafe it.

UP | Update-link - The library thus linked may read and update the file.

CL | Cancel- An existing link will be cancelled.

DI Display library - The library security profile will be displayed.

You can mark one or more libraries on the screen with a function code. For each library marked, the selected
functions will then be executed one after another. When processing is completed, a message will be displayed
stating the link situation now in effect between the file and each library.

Possible Link Types

A link can only be established to a PRIVATE or ACCESS file, since there is no link required to read or update a
PUBLIC file.

Alink to a PRIVATE file can be specified as read-link (RE) or update-link (UP).

A link to an ACCESS file can only be specified as update-link (UP), since no link is required to read an
ACCESS file.

The following figure shows all possible link types:
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LIBRARIES

UPDATELINK | —— % ACCESS
PRIVATE

READ LINK > I
PRIVATE

UPDATE LINK > XIVA
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Protecting DDMs On UNIX And Windows

As explained in the sectidwatural Security On Different Platformthe protection of DDMs with Natural

Security is different on mainframe computers from that on other platforms. This section describes how to control
the use of DDMs undd@dNIX andWindows The control of DDMs on mainframe computers is described in the
sectionProtecting DDMs On Mainframes

This section covers the following topics:

e Status of a DDM

® DDM Security Profiles

® Creating and Maintaining DDM Security Profiles

e Add DDM Profile

e Copy DDM Profile

e Modify DDM Profile

® Delete DDM Profile

® Display DDM Profile

® Copy Link to All Special Links

® Linking a Library to a Protected DDM

Note:

If the Natural profile parameter FDDM is set, DDM security profiles can only be created and maintained for
DDMs contained in the library SYSTEM,; existing security profiles/settings/links for DDMs contained in other
libraries are not lost, but they will not be visible within Natural Security and will have no effect.

Status of a DDM

Before a DDM can be used under Natural Securitgtégismust be defined in Natural Security. This status
determines if the DDM can be used, that is, referenced in a database access statement (for example, READ,
FIND, HISTOGRAM, STORE, UPDATE, DELETE) within a program.

Note:
Program in this context means any type of Natural programming object that can contain database access
statements; that is, programs, subprograms, subroutines etc.

A DDM whose status is not defined, cannot be referenced.
For every DDM that is to be used, two status classifications have to be made in Natural Security:

® aninternal statusand
® anexternal status

Internal Status
The internal status controls the use of the Dithin the library in which it is contained.

The internal status of a DDM may be one of the following:

PUBLIC | The DDM can be read and updated by all programs within the library.

ACCESS | The DDM can be read, but not updated, by all programs within the library.

PRIVATE |The DDM cannot be used by any program within the library.
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The internal status only applies within the library in which the DDM is contained.
The check whether a program may use a DDM is made when the programmpited

The following diagram shows how the internal status affects the use of a DDM within a library:

Library X%Z2

Frograms

DEFIME DATA LOCAL
1 VIEW1 VIEW OF DDM1 ...
EEDM.1 END-DEFINE

Internal Status: not possible
UNDEFINED I

P READ VIEW4 ...

DEFINE DATA LOCGAL
1 VIEWZ VIEW OF DDM2Z ...
DDM2 EMD-DEFINE

Internal Status: allowed
PUBLIC | READ VIEWZ ...
UFDATE ...

DEFIME DATA LOCAL
1 VIEW3 VIEW OF DDM3 ...

DOM3 "I.ENEI-DEFIP\E

Internal Status:
t all d
ACCESS T A Tae »| READ VIEW3 ...

UPDATE

allowed

B READ VIEW3 ...

DEFINE DATA LOCAL
1 VIEW4 VIEW OF DDM4& ...
LAY _ END-DEFINE

Internal Status: | not allowed
PRIVATE I > Rm VIEWS ..
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External Status
The external status controls the use of the Di3Mther libraries

This requires that the library containing the DDM is used as a steplib by these other libraries. Libraries for which
the library containing the DDM is not a steplib, cannot use the DDM anyhow.

The external status of a DDM may be one of the following:

PUBLIC | The DDM isnotprotected. It can be used - that is, read and updated - by any library.

ACCESS |The DDM is protected as far as update is concerned. It can be read by any library. It may,
however, be updated only by libraries which have tie&edto it.

PRIVATE |The DDM is protected. It can be used only by libraries which havelipded to it. Thislink may
be defined as "read" (that is, read only) or "update” (which implies read).

The external status of a DDM is only relevant if the library that contains the DDM is used as steplib by other
libraries.

To allow a library to use a protected DDM in one of the library’s steplibs, you have to difikdetween the
library and the DDM.

A link to a DDM whose external status is PRIVATE can be defined as "read link" or "update link". A link to a
DDM whose external status is ACCESS can only be an "update link".

The possible relationships between libraries and DDMs in a steplib are shown in the following diagram:
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Libraries DDMs in Steplib
cannot usa | External Status:
| UNDEFINED
may read and update & External Status:
PUBLIC
may read only - External Status:
ACCESS
PROGRAMS . may read and update External Status:
Jpdate Link . ACCESS
cannot use | External Status:
I PRIVATE
Read Link may read only External Status:
o > | T PRIVATE
: may read and update External Status:
Ipdate Link i PRIVATE

Note:
A link can only be established to a DDM whose external status is ACCESS or PRIVATE, because no link is
required to read or update a DDM whose external status is PUBLIC.

The check whether a program may use a DDM in a steplib is made when the progpammiled

For information on how to link a library to a DDM, deieking a Library to a Protected DDdelow.

The Initial Status of a DDM

The initial internal and external status of a newly generated DDM depends on the SptiGtdtus of DDMs
which is set in the Restrictions window of the library profile (see Components of a Library Profile in the section
Library Maintenance).

This option affects all DDMs in the library for which no security profiles have been defined.

By default, this option is set to "UNDF"; that is, both the internal and the external status of a new DDM are
undefined to start with. Before a new DDM can be used by any program, you have to create a security profile for
it and define its internal and external status in the profile.

If you set the option to "PUBL", both the internal and external status of all newly generated DDMs are
automatically set to PUBLIC. This means that new DDMs can be used by any program within the same library
and in libraries that use the library as steplib.

If you do not wish to restrict the use of these DDMSs, you need not create security profiles for them or make any
further security specifications.

If you wish to restrict the use of one of these DDMs, you have to define a security profile for it, and in the
profile, change the internal and external status as desired.
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If you reset the option "Set status of DDMs" from "PUBL" to "UNDF", the internal and external status of all
PUBLIC DDMs without security profiles will be reset to being undefined.
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DDM Security Profiles

Unless thanitial statusof a DDM is automatically set to PUBLIC (see above), you have to define a security
profile for every DDM that is to be used.

Apart from the internal and external status of a DDM, you can also specify some other options in a DDM
security profile:

® You can restrict maintenance of the DDM itself to specific users (DDM modifiers).
® You can restrict maintenance of the DDM security profile to specific users (owners).
® You can enter notes on the security profile.

These options are explained below.

Components of a DDM Security Profile

AddiCopyMaodify/Display DDM

Additional Options

Intarnal Status
External Slatus
OO0 Modifiers
Maintenance Information
Additional Oplions . .Y 3 Securily Moles

Owmers

l Maintenance Information

’ Security Motes

Owners
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t, be

Field Explanation
DDM Name | The name under which the DDM was generated.
(display only)
DBID/ FNR | The database ID and file number of the database file referenced by the DDM.
(display only)
Internal SeeStatus of a DDMabove for an explanation. Possible values are:
Status /
External PUBL PUBLIC
Status
ACCE ACCESS
PRIV PRIVATE.
When you create a DDM security profile, the internal and external status will, by defau
set to "PUBL".
DDM You may enter up to eight IDs of users; only these users will then be allowed to maintdin the
Modifiers DDM in Predict (or with Natural’s DDM Services).

If you do not specify any DDM modifier, the owners of the security profile Asleigional
Optionsbelow) may maintain the DDM.

If neither DDM modifiers nor owners are specified, maintenance of the DDM is not resfricted.

Next to the ID of each DDM maodifier, you may optionally specify a number from 1 to 3;
number determines how many of the other DDM modifiers specified must countersign
maintenance permission (the countersignature logic which applies to DDM maintenang

this
or
e

permission is analogous to that of owners and co-owners; see the Sextitarsignaturgs
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Additional Options

If you mark the field "Additional Options" on the basic security profile screen with "Y", a window will be
displayed from which you can select the following options:

® Maintenance Information
® Security Notes
® Owners

The options for which something has already been specified or defined are marked with a plus sign (+). You can
select one or more items from the window by marking them with any character. For each item selected, an
additional window will be displayed:

Additional Explanation

Option

Maintenance In this window, the following information is displayed:

Information

(display only) e the date and time when the security profile was created, the ID of the

ADMINISTRATOR who created it, and (if applicable) the IDs of the co-owners who
countersigned for the creation;

e the date and time when the security profile was last modified, the ID of the
ADMINISTRATOR who made the last modification, and (if applicable) the IDs of the
co-owners who countersigned for the modification.

Security Notes | In this window, you may enter your notes on the security profile.

Owners In this window, you may enter up to eight IDs of ADMINISTRATORS. Only the
ADMINISTRATORS specified here will be allowed to maintain this DDM security profile
or link libraries to it.

If no owner is specified, any user of type ADMINISTRATOR may maintain and link the
security profile.

For each owner, the number of co-owners whose countersignatures will be required|for
maintenance/link permission may optionally be specified in the field after the ID.

For an explanation of owner and co-owners, see the sé&xiontersignatures
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Creating and Maintaining DDM Security Profiles

Note:
If the Natural profile parameter FDDM is set, DDM security profiles can only be created and maintained for
DDMs contained in the library SYSTEM.

On the Library Maintenance selection list, you mark a library with the code "MD" (or, in the case of a private
library - if private libraries are used in private mode - you mark the user with the same ID on the User
Maintenance selection list with the code "MD").

A window will be displayed, in which you can enter a start value for the list of DDMs (as described in the
sectionFinding Your Way In Natural Security

Then a list of the DDMs contained in the library will be displayed.

For each DDM, the DDM name, the library ID, and the internal and external status are displayed. If a security
profile exists for a DDM, this will be indicated in Column "P".

The list can be scrolled as described in the seéliioding Your Way In Natural Security

External Status as Selection Criterion

If you wish to list only DDMs of a specific status, you can specify one of the following selection criteria in the
External Status field above the list:

PUBL |All DDMs of status PUBLIC.

ACCE |All DDMs of status ACCESS.

PRIV | All DDMs of status PRIVATE.

DEFI |Defined; that is, all DDMs of status PRIV, ACCE, and PUB). (
UNDF |Undefined; that is, all DDMs whose status is not PRIV, ACCE or PUBRL (
DDM | All defined and undefined DDMg ).

NDDM | DDM security profiles for which no corresponding DDMs exit3t (

* This is not an actual DDM status, but for selection purposes only.

The default status for selection is "DDM"; thata#f, DDMs will be listed.
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Selecting a Function

From the DDM list, you invoke all functions for creating and maintaining DDM security profiles. The following
functions are available (possible code abbreviations are underlined):

Code| Function

AD | Add DDM Profile
CO | Copy DDM Profile
MO | Modify DDM Profile
DE |Delete DDM Profile
DI Display DDM Profile

CU | Copy Link to All Special Links

To invoke a specific function for a DDM, mark the DDM with the appropriate function code in column "Co".

You may select various DDMs for various functions at the same time; that is, you can mark several DDMs on
the screen with a function code. For each DDM marked, the appropriate processing screen will be displayed, and
you can perform for one DDM after another the selected functions.

Add DDM Profile

With this function, you define a DDM to Natural Security, that is, create a new DDM security profile.
On the DDM selection list, enter "UNDF" in the field "Ext. Status".

Only those DDMs in the library which have not yet been defined to Natural Security will be listed. (The list can
be scrolled as described in the sect#amding Your Way In Natural Security

On the list, mark the DDM for which you wish to create a security profile with function code "AD". The Add
DDM screen will be displayed.

The individual items you may define on this screen and any additional windows that may be part of a DDM
security profile are described undgomponents of a DDM Security Profidoove.

When you add a DDM, the owners specified in the security profile of the library in which the DDM is contained
will automatically be copied into the DDM security profile you are creating.
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Copy DDM Profile

With this function, you can define a DDM to Natural Security by creating a security profile which is identical to
an already existing DDM security profile in the same library.

What is Copied?

All components of the existing DDM security profile will be copied into the new DDM security profile - except
the file number and database ID, and the owners (the owners will be copied from your own user security profile
into the new DDM security profile you are creating).

Any links existing to the "old" DDM wilhot be copied.

How to Copy

On the DDM selection list, mark the DDM whose security profile you wish to duplicate with function code
"CO".

A window will be displayed. In this window, enter the name of the "new" DDM.

The new DDM security profile will be displayed. The individual items you may define or modify in the profile
are described und€omponents of a DDM Security Profidove.

Modify DDM Profile

With this function, you can change an existing DDM security profile.

On the DDM selection list, mark the DDM whose security profile you wish to change with function code "MO".
The DDM security profile will then be displayed. The individual items you may define or modify are described
underComponents of a DDM Security Profiddoove.

Delete DDM Profile

With this function, you can delete an existing DDM security profile.

On the DDM Maintenance selection list, mark the DDM you wish to delete with function code "DE". A window
will be displayed.

e If you have invoked the Delete DDM function and should then decide against deleting the given DDM
security profile, you may leave the window by pressing ENTER without having typed in anything.

e If you wish to delete the given DDM security profile, enter the DDM name in the window to confirm the
deletion.

When you delete a DDM security profile, all existing links to it will also be deleted.

When you delete a DDM security profile, the DDM itself will not be deleted. The DDM name will remain in the
DDM selection list with the internal status set to either "UNDF" (undefined) or "PUBL" (public), depending on
the option Set Status of DDMsin the library profile (this option is described in the section Library
Maintenance).

Note:

When a DDM itself is deleted (in Predict, or with Natural’s DDM Services or SYSMAIN utility), the
corresponding DDM security profile will not be deleted. To list the DDM profiles without DDMs in a
library, you enter "NDDM" as selection criterion for the list of DDM profiles.
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If you mark more than one DDM with "DE", a window will appear in which you are asked whether you wish to
confirm the deletion of each DDM security profile by entering the DDM name, or whether all DDM profiles
selected for deletion are to be deleted without this individual confirmation. Be careful not to delete a DDM
profile accidentally.

Display DDM Profile

With this function, you can display an existing DDM security profile.

On the DDM selection list, mark the DDM whose security profile you wish to view with function code "DI". The
DDM security profile will then be displayed. The individual items that are part of the profile are described under
Components of a DDM Security Profigdove.

Copy Link to All Special Links

With this function, you can copy an existing link between a DDM and a people-protected library, so that the
same kind of link (read-link or update-link) is simultaneously established between the DDM and all users who
have a special link to that library.

On the DDM selection list, mark the DDM whose link you wish to copy with function code "CU". A message
will then be displayed stating that the link has been copied.
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Linking a Library to a Protected DDM
If the Natural profile parameter FDDM is not set, you link a library to protected DDMs in a steplib as follows:

1. Invoke the DDM selection list of that library (as described uGdeating and Maintaining DDM Security

Profilesabove).
2. In the Library field above the list, enter an asterisk (*). A window will be displayed listing all steplibs

defined for the library.

3. Mark the steplib which contains the DDM(s) to which you wish to link the library. A list of all DDMs in the
selected steplib with external status ACCESS and PRIVATE will be displayed. The list can be scrolled as
described in the sectidfinding Your Way In Natural Security

4. In the "Co" column of the list, you mark one or more DDMs with one of the following function codes listed

below.

If the Natural profile parameter FDDM is set, a library can only be linked to protected DDMs contained in the
steplib SYSTEM. This is done as follows:

1. Invoke the DDM selection list of that library (as described uGdeating and Maintaining DDM Security
Profilesabove).

2. Alist of all DDMs in the steplib SYSTEM with external status ACCESS and PRIVATE will be displayed.
The list can be scrolled as described in the seélioding Your Way In Natural Security

3. In the "Co" column of the list, you mark one or more DDMs with one of the following function codes:

Code| Function
RE |Read-link - The library thus linked may only read the DDM, but not update it.

UP | Update-link - The library thus linked may read and update the DDM.

CL | Cancel- An existing link will be cancelled.

CU | Copy - An existing link between a DDM and a people-protected library will be copied, so that thg same
kind of link (read-link or update-link) is simultaneously established between the DDM and all usgrs who

have a special link to that library.

A link to a PRIVATE DDM can be specified as read-link (RE) or update-link (UP). A link to an ACCESS
DDMs can only be specified as update-link (UP), because no link is required to read an ACCESS DDM.
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Protecting Utilities

This section describes how you can control with Natural Security the use of various Natural utilities. It covers
the following topics:

General Utility Protection Considerations
Which Utilities Can Be Protected?

Utility Profiles

Defining Default Profiles

Defining Individual Profiles - Utility Maintenance
Components of Utility Profiles

General Utility Protection Considerations

The utility protection provided by Natural Security, as described in this section, is function-oriented, which
means that it is based on the concept that you can allow or disallow individual functions of a utility. You control
the use of a utility by definingtility profilesfor it, in which you allow/disallow its functions. The utilities that

can be protected in this manner are listed below.

To invoke a Natural utility, you usually enter the utility name as a system command (for example, to invoke the
SYSERR utility, you enter the system command SYSERR). If a utility is invoked in this way, one of the utility
profiles defined for this utility applies and controls the use of the utility - thus providing consistent protection of
the utility.

Invoking a utility does not change the library you are currently in; that is, when you exit the utility, you are still
in the same library from which you invoked the utility. See also the sddgtility Activation in the Natural
Utilities documentation.

To control the use of a utility, you need not define a library profile for the library which contains the utility. A
library profile for a utility is only relevant if the utility requires access to programs in other libraries (for
example, user exits contained in steplibs).

If a library profile is defined for a library containing a utility, and you log on to a utility library, the same logon
rules apply as for a logon to any other library (as described in the skotjgimg Or). From within the utility
library, the utility may be invoked either by entering the utility name as system command (as from any other
library) or by the startup transaction "MENU" (if defined in the utility’s library profile) being executed. In the
latter case, however, a LOGOFF command will be performed when you exit the utility.

The utilities NATLOAD, NATUNLD, SYSERR, SYSMAIN and SYSTRANS process the contents of libraries;
if the use of these utilities is not controlled by utility profiles, thidities option in the library profile of the
library processed applies.

Which Utilities Can Be Protected?

The use of the following Natural utilities can be controlled with utility profiles:

NATLOAD
NATUNLD
SYSBPM
SYSDDM
SYSERR
SYSMAIN
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SYSOBJH
SYSPARM
SYSRPC
SYSTRANS

Utility Profiles

This section covers the following topics:

Types of Utility Profiles

Default Utility Profile

User-Specific Utility Profiles
Library-Specific Profiles
User-Library-Specific Profiles

Which Utility Profile Applies?

When Does a Utility Profile Take Effect?
Available System Commands

Where to Define Profiles?

Types of Utility Profiles

Basically, a utility profile consists of a list of the utility’s functions, each of which can be allowed or disallowed
by marking it with "A" or "D" respectively.

For each utility listed undaf/hich Utilities Can Be Protected8ee above), you can define:

a default profile,
user-specific profiles,
library-specific profiles,
user-library-specific profiles.

Each utility is treated individually; that is, any utility profiles only apply to the utility they are defined for, and
not to any other utilities.

Note:
If the use of a utility is protected by a utility profile, the Natural profile parameter settings MADIO=0 and
MAXCL=0 apply automatically.

Default Utility Profile

Thedefault profileof a utility applies for all users (except those for which user-specific profiles are defined). It
determines which of the utility’s functions the users may use and which not.

Copyright © Software AG 2003 175



User-Specific Utility Profiles Protecting Utilities

User-Specific Utility Profiles

If an individual user is to use (or not to use) other functions than the other users, you canusefirepacific
utility profile.

Such a profile only applies to this user, it overrides the default profile, and determines which of the utility’s
functions this particular user may use and which not.

Example:

Dafaull Profile for SYSEPM LTy

Funclions

D Delste Object from Buller Pool  Disallowed

Usar-Specific Prafila of User X for SYSBEPM LY

Funclions

A Delate Object from Bulfer Pool  Allowed

In this example, the SYSBPM function "Delete Object from Buffer Pool" is disallowed for all users - except for
the user UX, for whom it is allowed.

This means that UX is the only user who may delete objects from the buffer pool.

User-specific utility profiles can be defined for users of types GROUP, ADMINISTRATOR and PERSON.

A user-specific utility profile can only be defined if a default profile (or a template) has been defined for that
utility. (Templates are described undi@fining Default Profiledelow.)
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Library-Specific Utility Profiles

Several utilities affect individual Natural libraries (for example, SYSERR can be used to maintain error
messages that belong to a specific library). Generally, the utility’s default profile applies to all affected libraries.

However, if some of the utility’s functions are only to be allowed/disallowed for a particular library, you can
define aibrary-specific utility profile

Such a profile only applies to this library, it overrides the default profile as well as any user-specific profiles for
that utility, and determines which of the utility’s functions may be applied to this library and which not.

Example 1:

Crafaull Profile for 8% SERR LHility

Funclions for Wser Messages

A Delsle Massages Allowed

Library-Spacific Profile of Library MYLIB for SY'SERR Utility

Fuhctions for User Messages

D Delate Massages Disallowed

In this example, the SYSERR function "Delete messages" is allowed for all libraries - except for the library
MYLIB, for which it is disallowed.

This means that all users can delete user error messages from any library, except from library MYLIB. No-one
can delete messages from MYLIB.

(If any user-specific profiles were defined for SYSERR, they would apply to all other libraries, but not to library
MYLIB.)
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Example 2:

Dafaull Profile for SYSERR LHility

Funclions for User Messages

D Del=le Messages Disallowed

Usear-Specific Profile of User X for SYSERR Ltility
Functions for Usar Messages

A Delele Messages Allowed

Library-Spacific Profile of Library PLAYLIE for SYSERR LNility
Fuhctions for User Messages

A Delate Massages Allowed

In this example, the SYSERR function "Delete messages" is disallowed for all libraries - except for the library
PLAYLIB, for which it is allowed. For the user UX, the function "Delete messages" is allowed for all libraries.

This means that all users can delete error messages from library PLAYLIB. However, no user - except user UX -
can delete messages from any other library. User UX is the only user who may delete messages from any library
(including PLAYLIB).

Please note that user UX's permission to delete messages from PLAYLIB depends on the library-specific profile,
not the user-specific profile.

Library-specific utility profiles can be defined for the following utilities: NATLOAD, NATUNLD, SYSBPM,
SYSDDM, SYSERR, SYSMAIN, SYSOBJH, SYSTRANS.

A library-specific utility profile can only be defined if a default profile has been defined for that utility.
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User-Library-Specific Utility Profiles

As described above, several utilities affect individual Natural libraries. Two kinds of situations may occur in
which auser-library-specific utility profilemay have to be defined:

® A user-specifiatility profile determines which of a utility’s functions a particular user may use, regardless
of the libraries which are affected by the functions (provided thébrasy-specificprofiles are defined for
this utility). However, if this user is to have different function usage permissions for a particular library
affected by the utility’s functions, you can define theseusex-library-specifiautility profile.

o A library-specificutility profile determines which of a utility’s functions may be used when applied to a
particular library; for this library, it applies for all users (regardless ofuary-specifigrofiles). However,
if a particular user is to have different function usage permissions for this library, you can define these in a
user-library-specifiautility profile.

A user-library-specifigorofile only applies for one user and one library, it overrides the library-specific utility
profile of that library as well as the user-specific profile of that user, and it determines which of the utility’s
functions the user may use for this library.

Example 1:

Dafzaull Profile for SYSERR LHility

Eunciions for User Messagas
D Aaodify Messages Disallowed
D Delsle Messages Disallowed

Usar-Specific Profile of User X for SYSERR Ltility

Euncliong for Ligar Megsagas
A Maodify Messages Allowed
D Delste Messages Disallowed

Usar-Library-Specilic Profile of User UX
for Library MYLIE for S SERR LHility

Eunclions for User Messagas
A Maodify Messages Allowed
D Delsle Messages Allowed

In this example, the SYSERR function "Delete messages" is disallowed for all users (due to the default profile).
The SYSERR function "Modify messages" is also disallowed for all users (due to the default profile) - except for
user UX, for whom it is allowed (due to his/her user-specific profile). Also, for the user UX both functions are
allowed for the library MYLIB (due to the user-library-specific profile).

This means that no user can modify or delete any error messages from any library. The only exception is user
UX: User UX may modify messages from any library; moreover, user UX may delete messages from library
MYLIB (but not from any other library).

Please note that user UX's permission to modify messages from MYLIB depends on the user-library-specific
profile, not the user-specific profile.
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Example 2:

Ciafaull Profile for % SERR LHility

A Modify Messages Allowed

D Delete Messages Disallowed

Usar-Specific Prafila of User X for SYSERR LTility

A Maodify Messages Allowed

A Delate Massages Allowed

Euncligns for User Megsagas
D MAaodify Messages Disallowed

D Delste Messages Disallowed

User-Library-Specific Profils of User UX
Tor Library BYLIE for SYSERR LHility

Library-Spacific Profile of Library MYLIB for SYSERR Uility

A Modify Messages Allowed
D Delete Messages Disallowed

This example results in the following setup:

Error messages of library MYLIB may only be modified by user UX.

Error messages of any other library may be modified by any user.

Error messages of library MYLIB cannot be deleted by any user.

Error messages of any other library may only be deleted by user UX, but not by any other user.

Protecting Utilities

User-library-specific utility profiles can be defined for the following utilities: NATLOAD, NATUNLD,

SYSBPM, SYSDDM, SYSERR, SYSMAIN, SYSOBJH, SYSTRANS.

A user-library-specific utility profile can only be defined for a user for which a user-specific utility profile has
been defined.
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Which Utility Profile Applies?

When a user tries to use a utility function, Natural Security looks for the appropriate utility profile to determine
whether the user is allowed to perform the function.

Natural Security looks for the following utility profiles in the following order:

theuser-library-specific profile of theuser for the library affected (only if the user is of type A or P);
theuser-library-specific profile of thegroup in which the user is contained for the library affected,;
thelibrary-specific profile of the library affected,;

theuser-specificprofile of theuser (only if the user is of type A or P);

theuser-specificprofile of thegroup in which the user is contained;

the utility’sdefault profile.

oukrwnE

The first profile encountered in this search determines whether the user is allowed to perform the function.

For this search, Natural Security uses the user ID and group ID as determined by the current values of the
Natural system variables *USER and *GROUP respectively.

If none of the above profiles exists and the utility function affects the contents of a librddyiithess option in
the library profile applies.

A user may obtain information about the utility profile which currently applies by using the Natural system
command PROFILE (see also tAROFILE Commandh the section Protecting Libraries).

The following diagram shows the hierarchy of the utility profiles.

Hierarchy of Utility Profiles

User-Library-Specific Profile

Library-Specific Profile

User-Specific Profile

Default Profile
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Example:

Assume the following situation; User UX (user type A), who is contained in group GX, wants to copy
programming objects with the SYSMAIN utility from library LIB1 to library LIB2.

First, Natural Security checks if the user may copy programming objects with SY SivaiNibrary LIB1 ;
that is, if the Copy function for Programming Objects is allowed:

=

It checks thaiser-library-specifigrofile of user UX and library LIB1 for SYSMAIN.
If no such profile exists,
it checks theuser-library-specifiqrofile of user GX and library LIB1 for SYSMAIN.
3. If no such profile exists,
it checks thdibrary-specificprofile of library LIB1 for SYSMAIN.
4. If no such profile exists,
it checks thauser-specifigrofile of user UX for SYSMAIN.
5. If no such profile exists,
it checks thauser-specifigrofile of user GX for SYSMAIN.
6. If no such profile exists,
it checks thalefaultprofile of SYSMAIN.

N

Then, Natural Security checks if the user may copy programming objects with SYSktAlNbrary LIB2 ;
that is, if the Copy function for Programming Objects is allowed:

[

. It checks thaser-library-specifigorofile of user UX and library LIB2 for SYSMAIN.
If no such profile exists,
it checks theuser-library-specifigrofile of user GX and library LIB2 for SYSMAIN.
3. If no such profile exists,
it checks thdibrary-specificprofile of library LIB2 for SYSMAIN.
4. If no such profile exists,
it checks thauser-specifigrofile of user UX for SYSMAIN.
5. If no such profile exists,
it checks thauser-specifigrofile of user GX for SYSMAIN.
6. If no such profile exists,
it checks thelefaultprofile of SYSMAIN.

n

When Does a Utility Profile Take Effect?

As the various Natural utilities and their functions differ greatly from one another, the time when Natural
Security checks whether a user may use a requested utility function differs from utility to utility, and from
function to function.

Available System Commands

When a user uses a utility under the control of a utility profile, the only Natural system commands available to
the user within the utility are: FIN, LOGON, MAIL and PROFILE; all other system commands cannot be used.
The reason for this is to preclude any "loopholes" in the protection established by the utility profiles.

Where to Define Profiles?

To definedefault profiles you use the Administrator Services section of Natural Security (as described under
Defining Default Profilebelow).

To defineall other utility profiles you use the Utility Maintenance section of Natural Security (as described
underDefining Individual Profiles - Utility Maintenandeelow).
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Defining Default Profiles

On the Main Menu, you select "Administrator Services". The Administrator Services Menu will be displayed.

Note:
Access to Administrator Servicesay be restricted (as explained in the section Administrator Services).

On the Administrator Services Menu 2, you select "Utility defaults/templates”. The Define Utility
Defaults/Templates screen will be displayed, listing all the utilities for which profiles can be defined.

The status of a utility (as indicated in the Message field) can be one of the following:

Status Meaning
Nothing No profile is defined for the utility.
defined

If a utility function affects the contents of a library, its use is controlled byftitises option
in the library security profile.

Default A default profile has been defined for the utility. This default profile applies for all users for
defined which no individual user-specific profile is defined.

The Utilities option in library security profiles is ignored for this utility.

Template A profile has been defined for the utility. However, this profile can only be used as a tenplate
defined to define individual user-specific utility profiles.

If a utility function affects the contents of a library, its use is controlled bytitiges option
in the library security profile - except for those users for which a user-specific utility profile is
defined.

Whether a default profile is a "real" profile or only a template is determined by theAjghti€'s as Default
Profile" (see below) within the profile.

A To avoid the applicability of utility profiles and the Utilities option in library
profiles getting mixed up, you should always define a default profile (not only
a template) for a utility if you intend to define user-specific profiles for that
utility.

On the Define Utility Defaults/Templates screen, you can mark a utility with one of the following function
codes:

Code| Function

AD | Define a default profile or template for the utility.

D

MO | Modify the utility’s existing default profile or templat|

11

DE | Delete the utility’s existing default profile or templat

DI Display the utility’s existing default profile or templafe.

When you mark a utility with code "DE", a window will be displayed in which you confirm the deletion by
entering the utility name. When you delete a utility’s default profile or template, all other profiles for that utility -
that is, user-specific, library-specific and user-library-specific utility profiles - will also be deleted.
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When you mark a utility with code "AD", "MO" or "DI", its default profile or template will be displayed.

The default profile/template for each utility provides several options, which correspond to functions of the utility
concerned. The options for each utility are described uddemponents of Utility Profilebelow.

You canallow or disalloweach option by marking it with "A" or "D" respectively. Initially, all options are
disallowed.

Note:
Natural Security performs consistency checks on the combinations of allowed and disallowed options -
impossible combinations of "A" and "D" will automatically be rejected.

Moreover, each profile provides the following field, which determines whether the profile is a "real" default
profile or only a template:

Applies as Default Profile

Default Profile - The profile applies for all users for which no individual utility profile is defined.

N | Template - The profile does not apply for any user. It can only be used as a template for the definition of
individual user-specific utility profiles.

Once this field is set to "Y" and any user-specific or library-specific profiles have been defined for that utility,
you cannotreset this field to "N". This is to ensure consistent utility protection.
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Defining Individual Profiles - Utility Maintenance

Natural Security’s Utility Maintenance is used to perform all functions related to the maintenance of individual
utility profiles: user-specific profiles, library-specific profiles and user-library-specific profiles.

The components of an individual profile correspond to those of the corresponding default profile; they are
described undeComponents of Utility Profilebelow.

Note:
Owner logic applies to the creation/maintenance of individual utility profiles.

This section covers the following topics related to utility profile creation/maintenance:

Invoking Utility Maintenance

Utility Maintenance Functions

Adding a User-Specific Utility Profile
Modifying/Displaying a User-Specific Utility Profile
Deleting a User-Specific Utility Profile

Adding a Library-Specific Utility Profile
Modifying/Displaying a Library-Specific Utility Profile
Deleting a Library-Specific Utility Profile

Adding a User-Library-Specific Utility Profile
Modifying/Displaying a User-Library-Specific Utility Profile
Deleting a User-Library-Specific Utility Profile

Invoking Utility Maintenance
On the Main Menu, enter code "M" for "Maintenance". A window will be displayed.

In the window, mark object type "Utility" with a character or with the cursor. The Utility Maintenance selection
list will be displayed.

The Utility Maintenance selection list shows all utilities for which either a default profile or a template has been
defined. For each utility, the following information is displayed:

Default |Indicates whether a default profile has been defined for this utility (YES/NO).

"NO" means that only a template has been defined.

User Indicates whether any user-specific profiles exist for this utility (YES/NO).

Library Indicates whether any library-specific profiles exist for this utility (YES/NO).

User-Lib. |Indicates whether any user-library-specific profiles exist for this utility (YES/NO).
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Utility Maintenance Functions

From the Utility Maintenance selection list, you invoke all functions for the creation, modification, deletion and
display of individual utility profiles.

The following functions are available:

Code| Function

DD | Display default profile or template.

This function displays the default profile (or the template) defined for a utility.

Functions fouser-specifiaitility profiles:

DU | Display user-specific profiles.

This function displays a list of existing user-specific profiles for a utility. From the list, you can sdlect
the profiles to be displayed.

AU | Add or maintain user-specific profiles.

This function displays a list of users (of types A, P and G). From the list, you can select the userf for
which you wish to define user-specific profiles for a utility.

MU | Maintain user-specific profiles.

This function displays a list of existing user-specific profiles for a utility. From the list, you can seglect
the profiles to be maintained.

Functions follibrary-specificutility profiles:

DL |Display library-specific profiles.

This function displays a list of existing library-specific profiles for a utility. From the list, you can $elect
the profiles to be displayed.

AL | Add or maintain library-specific profiles.

This function displays a list of libraries. From the list, you can select the libraries for which you wish to
define library-specific utility profiles.

ML | Maintain library-specific profiles.

This function displays a list of existing library-specific profiles for a utility. From the list, you can $elect
the profiles to be maintained.

Functions foruser-library-specificutility profiles:

DX |Display user-library-specific profiles.

This function displays a list of existing user-library-specific profiles of a specific user for a utility. [From
the list, you can select the profiles to be displayed.

AX | Add or maintain user-library-specific profiles.

This function displays a list of libraries. From the list, you can select the libraries for which you wish to
define user-library-specific utility profiles for a specific user.

MX | Maintain user-library-specific profiles.

This function displays a list of existing user-library-specific profiles of a specific user for a utility. [From
the list, you can select the profiles to be maintained.
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"Add or Maintain" or "Maintain"?

The "Add or Maintain" functions (codes AU, AL, AX) display lists of all users/libraries, comprising those for
which utility profiles exist as well as those for which no utility profiles have been defined. They allow you to add
new utility profiles as well as modify, delete and display existing utility profiles.

The "Maintain” functions (codes MU, ML, MX) display lists of only those users/libraries for which utilities
profiles exist. They allow you to modify, delete and display existing utility profiles.

You can "switch" directly from "Add or Maintain” to "Maintain" by reducing the displayed list from a list of all
users/libraries to a list of only those with existing profiles. To do so, you mark with "X" the selection criterion
field "U" (user-specific profile exists) "L" (library-specific profile exists) or "U-L" (user-library-specific profile
exists) respectively in the heading of the list.

However, if you know beforehand that you are going to only maintain existing profiles but not add any new
ones, it is recommended (for better performance) that you directly use codes MU, ML and MX respectively.

Start Values

Each of the functions listed displays a list of items (users, libraries, profiles). When you invoke a function, a
window will be displayed in which you can enter a start value for the list of items to be displayed.

For functions related toser-library-specifigrofiles, the ID of the user whose user-library-specific profiles are
to be listed must also be specified in the start value window.

Subfunctions

When you invoke one of the functions listed, you get a list of items (users, libraries or utility profiles).

On this list, you mark one or more items with a code to invoke a subfunction to be performed on the item.
The available subfunctions (Add, Modify, etc.) differ depending on the function invoked.

For a list of available subfunctions, you enter a question mark (?) in the field "Co".
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Information Displayed
Add/Maintain/Display User-Specific Utility Profiles

On the selection list of users displayed with function codes AU, DU and MU, the following information is
displayed for each user:

Type | Indicates the user type (A, P or G).

U An "X" indicates that the user has a user-specific profile for this utility.

U-L |An"X"indicates that the user has one or more user-library-specific profiles for this Ltility.

Add/Maintain/Display Library-Specific Utility Profiles

On the selection list of libraries displayed with function codes AL, DL and ML, the following information is
displayed for each library:

Prot. | Indicates the "people-protected" and "terminal-protected" settings as defined in the library securlity
profile.

Link | (empty)

L An "X" indicates that the library has a library-specific profile for this utility.

U An "X" indicates that the library has one or more user-library-specific profiles for this utility.

Add/Maintain/Display User-Library-Specific Utility Profiles

On the selection list of libraries displayed with function codes AX, DX and MX, the following information is
displayed for each library:

Prot. | Indicates the "people-protected” and "terminal-protected” settings as defined in the library secwlity
profile.

Link |Indicates whether the user is linked to the library (LK = normal link, SL = special link).

U-L |An "X"indicates that the user has a user-library-specific profile for this library for this utility.

L An "X" indicates that the library has a library-specific profile for this utility.

188 Copyright © Software AG 2003



Protecting Utilities Adding a User-Specific Utility Profile

Adding a User-Specific Utility Profile

A user-specific utility profile can only be defined for a utility for which eithdefault profileor atemplate
exists.

To add a user-specific utility profile, you mark the desired utility on the Utility Maintenance selection list with
"AU". A window will be displayed in which you can enter a start value for the list of users to be displayed. Then
a list of users (of types A, P and G) will be displayed.

On that list, you mark the desired user with "AD". The user-specific profile for the utility will be displayed for
you to define.

The options you can allow or disallow within the profile are the same as in the corresponding default profile or
template (se€omponents of Utility Profilebelow).

The initial "allowed/disallowed" settings in the user-specific profile are taken from the default profile or the
template.

Modifying/Displaying a User-Specific Utility Profile

To modify or display a user-specific utility profile, you mark the desired utility on the Utility Maintenance
selection list with "MU" or "DU" respectively. A window will be displayed in which you can enter a start value
for the list of user-specific profiles to be displayed. Then a list of existing user-specific profiles for the selected
utility will be displayed.

On that list, you mark the desired profile with "MO" (modify) or "DU" (display) respectively. The profile will be
displayed for modification/display.

The options in the profile are the same as in the corresponding default profile or templ@tn{peaents of
Utility Profiles below).

Deleting a User-Specific Utility Profile

To delete a user-specific utility profile, you mark the desired utility on the Utility Maintenance selection list with
"MU". A window will be displayed in which you can enter a start value for the list of user-specific profiles to be
displayed. Then a list of existing user-specific profiles for the selected utility will be displayed.

On that list, you mark the desired profile with "DE". A window will be displayed in which you confirm the
deletion.

When you delete a user-specific utility profile, @dler-library-specifiautility profiles for this user for this utility
will also be deleted.
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Adding a Library-Specific Utility

A library-specific utility profile can only be defined for a utility for whicldefault profile(not only a template)
has been defined.

To add a library-specific utility profile, you mark the desired utility on the Utility Maintenance selection list with
"AL". A window will be displayed in which you can enter a start value for the list of libraries to be displayed.
Then a list of libraries will be displayed.

On that list, you mark the desired library with "AD". The library-specific profile for the utility will be displayed
for you to define.

The options you can allow or disallow within the profile are the same as in the corresponding default profile (see
Components of Utility Profilebelow).

The initial "allowed/disallowed" settings in the library-specific profile are taken from the default profile.

Modifying/Displaying a Library-Specific Utility Profile

To modify or display a library-specific utility profile, you mark the desired utility on the Utility Maintenance
selection list with "ML" or "DL" respectively. A window will be displayed in which you can enter a start value
for the list of library-specific profiles to be displayed. Then a list of existing library-specific profiles for the
selected utility will be displayed.

On that list, you mark the desired profile with "MO" (modify) or "DL" (display) respectively. The profile will be
displayed for modification/display.

The options in the profile are the same as in the corresponding default profito(epenents of Utility Profiles
below).

Deleting a Library-Specific Utility Profile

To delete a library-specific utility profile, you mark the desired utility on the Utility Maintenance selection list
with "ML". A window will be displayed in which you can enter a start value for the list of library-specific
profiles to be displayed. Then a list of existing library-specific profiles for the selected utility will be displayed.

On that list, you mark the desired profile with "DE". A window will be displayed in which you confirm the
deletion.
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Adding a User-Library-Specific Utility Profile

A user-library-specific utility profile can only be defined for a user for whiokea-specific profildor that
utility exists.

To add a library-specific utility profile, you mark the desired utility on the Utility Maintenance selection list with
"AX". A window will be displayed in which you enter the ID of the user for whom a user-library-specific profile
is to be defined; also, you can enter a start value for the list of libraries to be displayed. Then a list of libraries
will be displayed.

On that list, you mark the desired library with "AD". The user-library-specific profile for the specified user for
this library will be displayed for you to define.

The options you can allow or disallow within the profile are the same as in the corresponding default profile (see
Components of Utility Profilebelow).

The initial "allowed/disallowed" settings in the user-library-specific profile are taken from the corresponding
library-specific profile; if no such profile exists, they are taken from the corresponding user-specific profile.

Modifying/Displaying a User-Library-Specific Utility Profile

To modify or display a library-specific utility profile, you mark the desired utility on the Utility Maintenance
selection list with "MX" or "DX" respectively. A window will be displayed in which you enter the ID of the user
whose user-library-specific profile(s) are to be listed; also, you can enter a start value for the list of profiles to be
displayed. Then a list of existing user-library-specific profiles of the specified user for the selected utility will be
displayed.

On that list, you mark the desired profile with "MO" (modify) or "DX" (display) respectively. The profile will be
displayed for modification/display.

The options in the profile are the same as in the corresponding default profito(epenents of Utility Profiles
below).

Deleting a User-Library-Specific Utility Profile

To delete a user-library-specific utility profile, you mark the desired utility on the Utility Maintenance selection
list with "MX". A window will be displayed in which you enter the ID of the user whose user-library-specific
profile(s) are to be listed; also, you can enter a start value for the list of profiles to be displayed. Then a list of
existing user-library-specific profiles of the specified user for the selected utility will be displayed.

On that list, you mark the desired profile with "DE". A window will be displayed in which you confirm the
deletion.

Components of Utility Profiles

A utility profile provides several options which correspond to the functions of the utility concerned. These
options are the same in every profile related to that utility: default profile, user-specific, library-specific and
user-library-specific profiles.

The individual options are described below for each utility:

NATLOAD Utility Profiles
NATUNLD Utility Profiles
SYSBPM Utility Profiles
SYSDDM Utility Profiles
SYSERR Utility Profiles
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SYSMAIN Utility Profiles
SYSOBJH Utility Profiles
SYSPARM Utility Profiles
SYSRPC Utility Profiles
SYSTRANS Utility Profiles

NATLOAD Utility Profiles

The profiles for the NATLOAD utility provide the following options:

Option

Explanation

Load Natural Objects

Determines whether the user may load programming objects.

bbjects

Del. Determines whether the user may process delete instructions for programming
(this requires that the loading of programming objects is allowed).

Load DDMs Determines whether the user may load DDMs.

Del. Determines whether the user may process delete instructions for DDMs (this re

that the loading of DDMs is allowed).

juires

Load Error Messages

Del.

Determines whether the user may load error messages.

Determines whether the user may process delete instructions for error messagg
requires that the loading of error messages is allowed).

s (this

Scan Natural
Objects

Determines whether the user may scan the work file for programming objects.

Scan DDMs

Determines whether the user may scan the work file for DDMs.

Scan Error Messages

Determines whether the user may scan the work file for error messages.

mes.

PC Upload Determine whether the user may use the NATLOAD parameters of the same ng
Replace

New Library
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NATUNLD Utility Profiles

The profiles for the NATUNLD utility provide the following options:

NATUNLD Utility Profiles

Option Explanation

Unload Natural Objects | Determines whether the user may unload programming objects.

Unload DDMs Determines whether the user may unload DDMs.

Unload Error Messages | Determines whether the user may unload error messages.

Target Library

names.

Unload Delete Determines whether the user may unload delete instructions.
Instructions
PC Download Determine whether the user may use the NATUNLD parameters of the san

e

SYSBPM Utility Profiles

The SYSBPM utility is only available with Natural on mainframe computers.

The profiles for the SYSBPM utility provide the following options:

Object Pool Statistics

Option

Explanation

Buffer Pool

- General BP Statisticg(*)
- BP Load/Locate Statisticq*)

- BP Fragmentation (*)

- Internal Function Usage(*)

- BP Hash Table Statistics

BP Cache

- General BP Cache Statistics

- BP Cache Call Statistics

- BP Cache Hash Table Statistics

Determine whether the user may use the SYSBPM functions/comma|

the same names.

nds of

Buffer Pool Library Object Maintenance
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Protecting Utilities

Option

Explanation

Object Functions

- List Objects (*)

- Delete Objects

- Directory Information (*)

- Hexadecimal Display(*)

- Write to Work File

- Display Sorted Extract

Functions for the Objects Displayed

- CLEAR

- DELETE

- FDELETE

- RESIDENT

Blacklist Maintenance (*)

- Maintain Blacklist

- Maintain Blacklist ADD

- Maintain Blacklist DELETE

- Maintain Blacklist DELETE ALL

- Maintain Blacklist UPDATE

- List Object Sets

- Edit Object Set

- Add Object Set to Blacklist

- Delete Obj. Set from Blacklist

Preload List Maintenance(*)

- List Preload Lists

- Edit Preload List

- Gen. Preload List from BP

Determine whether the user may use the SYSBPM
functions/commands of the same names.

Buffer Pool Global Commands
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Option Explanation

CHECK HASH Determine whether the user may use the SYSBPM functions/commands of the same
CLOSE BPC names.
CLOSE HASH
DELETE BP (*)
DELETE BPC
DISPLAY CDIR
INITIALIZE

- INITIALIZE BP

- INITIALIZE
BPC

REBUILD HASH
REORG HASH
REORGC HASH
RESET BP
SELECT BP
DISPLAY BP (*)

(*) Note:

With Natural Version 3.1.5, the SYSBPM utility was revised. Consequently, SYSBPM'’s Natural Security utility
profiles were also restructured. On the utility profile screens, the SYSBPM functions/commands which already
existed in the old profiles (that is, before Version 3.1.5) are marked with an asterisk (*); the Natural Security
protection of these functions/commands is fully compatible with previous versions. However, in order to control
the full range of SYSBPM functions/commands properly, you may have to adjust in your SYSBPM utility
profiles the settings of the new functions/commands which were introduced with Version 3.1.5 and subsequent
releases, that is, those which acg marked with an asterisk.
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SYSDDM Utility Profiles

The SYSDDM utility is only available with Natural on mainframe computers and UNIX.

The profiles for the SYSDDM utility provide the following options:

Option Explanation

Generate DDM from Adabas FDT | Determine whether the user may use the SYSDDM functions of the
Catalog DDM same names.
Edit DDM
Delete DDM
List DDMs

List DDMs with Additional
Information

Copy DDM to Another FDIC File

Show Defined DBIDs and Used
FNRs

SQL Services

DL/l Services

Rename DDM
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SYSERR Utility Profiles

The profiles for the SYSERR utility provide the following options:

Option Explanation

Add New Messages Determine whether the user may use the SYSERR functions of|the
same names.

Delete Messages

Display Messages

Modify Messages

Print Messages

Scan in Messages

Select Messages from a List

Translate Messages into Another
Language

You can allow/disallow these options separately for:

® user messages (PF7),
® Natural system messages (PF8).
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SYSMAIN Utility Profiles

The SYSMAIN utility is not identical on all platforms, so that some of the following SYSMAIN options and
functions may not be available on some platforms.

The profiles for the SYSMAIN utility provide the following options:

Protecting Utilities

Option

Explanation

Programming Objects | This general setting in the first column of the screen determines whether the

Debug Environments

use SYSMAIN at all for this type of object.

User Messages

DDMs

type must also be set to "D".

Natural Messages

Profiles

Rules

DL/l Subfiles

Resources

user may

If this is set to "D" (disallowed), all subordinate function specifications for this opject

In addition, you can allow/disallow the following functions for each object type individually:

Option | Explanation

Co Determines whether the user may use the SYSMAIN function COPY for this type of object.

De Determines whether the user may use the SYSMAIN function DELETE for this type of objec}.

Fi Determines whether the user may use the SYSMAIN function FIND for this type of object.

Im Determines whether the user may use the SYSMAIN function IMPORT for this type of objec}.

Li Determines whether the user may use the SYSMAIN function LIST for this type of object.

Mo Determines whether the user may use the SYSMAIN function MOVE for this type of object.

Ren Determines whether the user may use the SYSMAIN function RENAME for this type of objegtt.
Rep Determines whether the user may use the SYSMAIN function REPLACE for this type of object.
FNAT | Determines whether the user may use the SYSMAIN function SET FNAT for this type of objgect. (*)
FSEC |Determines whether the user may use the SYSMAIN function SET FSEC for this type of object. (*)
FDIC |Determines whether the user may use the SYSMAIN function SET FDIC for this type of objgct. (*)

(*) These options can be set in the default profile and in user-specific profiles, but not in library-specific or
user-library-specific profiles.
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SYSOBJH Utility Profiles

The profiles for the SYSOBJH utility provide the following options:

Option |Explanation

Unload | Determines whether the user may use the SYSOBJH Unload furjction.

Load Determines whether the user may use the SYSOBJH Load function.

Delete |Determines whether the user may use the SYSOBJH Delete fungtion.

In addition, you can allow/disallow the above functions for each object type individually:

Option | Explanation

Nat Determines whether the function may be applied to Natural programming objects.

Err Determines whether the function may be applied to error messages.

CPr Determines whether the function may be applied to command processors.

NRe |Determines whether the function may be applied to Natural-related objects.

Ext Determines whether the function may be applied to external objects.

FDT |Determines whether the function may be applied to Adabas FDTs.

Par Determines whether SYSOBJH parameters may be specified for the function.

Rep Determines whether the SYSOBJH parameter REPLACE may be specified for the fu

Also, the profiles for SYSOBJH provide the following general options:

SYSOBJH Utility Profiles

nction.

Option Explanation

Admin Determine whether the user may use the "Admin" section of SYSOBJH.

FSEC Determines whether the user may specify the SYSOBJH parameters of the sam
FDIC

P names.

Transfer only

Determines whether only sources may be processed (Y)
or sources and objects may be processed (N).
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SYSPARM Utility Profiles

The SYSPARM utility is only available with Natural on mainframe computers.

The profiles for the SYSPARM utility provide the following options:

Option Explanation

List Profiles Determine whether the user may use the SYSPARM functions of the same [names.

Display Profile
Add New Profile
Modify Profile

Copy Profile

Delete Profile

SYSRPC Utility Profiles

The profiles for the SYSRPC utility provide the following options:

Option Explanation

Parameter Maintenance Determine whether the user may use the SYSRPC functions of the saine
names.

Service Directory
Maintenance

Remote Directory
Maintenance

Stub Generation

Terminate Server
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SYSTRANS Utility Profiles

Profiles

Linction.

The profiles for the SYSTRANS utility provide the following options:

Option | Explanation

Unload |Determines whether the user may use the SYSTRANS Unload function.

Load Determines whether the user may use the SYSTRANS Load function.

Replace | Determines whether the user may use the Replace option of the SYSTRANS Load f
Scan Determines whether the user may use the SYSTRANS Scan function.

Restart | Determines whether the user may use the SYSTRANS Restart function.

In addition, you can allow/disallow the above functions for each object type individually:

Option | Explanation

NAT | Determines whether the function may be applied to Natural programming objects.
Map |Determines whether the function may be applied to maps.

DDM | Determines whether the function may be applied to DDMs.

FDT |Determines whether the function may be applied to Adabas FDTs.

Err Determines whether the function may be applied to error messages.

CPr Determines whether the function may be applied to command processors.

Lib Determines whether the function may be applied to libraries.

All Determines whether the function may be applied to all objects on the work file to be p

rdcessed.

Also, the profiles for SYSTRANS provide the following options, which apply to the Direct Transfer functions of
SYSTRANS:

Option

Explanation

Direct Transfer Functions

(using Natural RPC).

Determine whether the user may use any SYSTRANS Direct Transfer functions

Transfer Determines whether the user may use the SYSTRANS function

"Direct Transfer (using RPC)".

Restart Determines whether the user may use the SYSTRANS function
"Restart Direct Transfer".

Report Determines whether the user may use the SYSTRANS function
"Get Report from Direct Transfer Load".

Define Determines whether the user may use the SYSTRANS function

"Define Local Transfer System".
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Protecting the Natural Development Server
Environment and Applications

This section covers the following topics:

® Protecting the Natural Development Server Environment
e Protecting Natural Development Server Applications

This section applies to Version 2 of the Natural Development Server (NDV). Differences to NDV Version 1 are
indicated where appropriate.

Protecting the Natural Development Server Environment

This section describes how to protect the Natural Development Server environment with Natural Security, and
how the security definitions on the FSEC system file attached to the server environment affect actions on the
server. It covers the following topics:

® Client and Server Actions
e Map Environment and Library Selection
® Protectable Functions in the Mapped Environment

Client and Server Actions
Generally, you have to distinguish between:

e Natural actions which are processed in the server environment,
e Natural actions which are only processed in the client environment.

When a Natural Development Server runs under control of Natural Security, only actions on the server can be
protected by Natural Security. The conditions of use established by Natural Security which apply to a user’s
session on theerverarenot transferred to alient session.

Also, remember that some actions performed on a Natural Development Server client (mapped environment)
generate a call to the Natural Development Server server, while others do not. Only if a client action causes an
action on the Natural Development Server, this resulting server action will come under the control of Natural
Security.

Map Environment and Library Selection

The function "Map Environment" is controlled by the Natural Security settings that apply to the FNAT system
file on which this function is executed. When the function is executed, Natural Security performs a logon,
according to the rules as described in the setigon ProcedureThe logon will be to the user’s default

library, therefore the security settings have to be such that the user is able to log on to his/her default library.

Once the environment has been mapped, the tree view in the mapped environment lists all non-empty libraries on
the system file (FUSER/FNAT) assigned to the mapped environment which are accessible by the user.

When the user selects one of these libraries from the tree view, a logon to this library is performed - according to
the rules as described in the sectimgon Procedurelhus it may be possible, for example, that a startup
transaction is executed. The user can only select a library from the tree view; any other library selection (for
example, via the system command "LOGON *") is not possible.
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Within a library in the mapped environment, some functions can be protected by Natural Security, others cannot
be protected. Which functions these are is described below.

Protectable Functions in the Mapped Environment
The use of the following functions in a library within the mapped environment can be protected as follows:

Tree-View Actions

Transfer Operations

Command-Line Actions

System Commands

Commands LIST DDM and EDIT DDM
Menu-Bar Functions

Tree-View Actions

Note:

Several of the tree-view actions listed below are controlled by SYSMAIN utility profiles. If, however, no utility
profiles for SYSMAIN are defined, these actions are controlled bytifides option in the library profile of the
library processed.

Location in | Action |Controlled by

Tree View

System-file | List The action as such is always allowed and cannot be disallowed.

node library | For whatis listed, see "Map Environment and Library Selection" above.
Find Client action not validated by the server.
object

Library node | Open Command Restrictions (LIST command) in library security profile*.
source
New Command Restrictions (EDIT command) and Editing Restrictions in library segurity

source | profile*. (**)

Catall |Command Restrictions in library security profile*.

Find Command Restrictions (SCAN command) in library security profile*. (**)
object

Rename| The action as such is always allowed and cannot be disallowed.
However, a library security profile for the library of the new name must exist (Unless
the general option Transition Period Logon is set to "Y"). Also, for the library
contents to be transferred, the option "Mo" (Move) "from library" and "to library
for all object types must be allowed in the SYSMAIN utility profile.

Delete |Option "De" (Delete) for object type in SYSMAIN utility profile.
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Group node |Open Command Restrictions (LIST command) in library security profile*.
New Editing Restrictions in library security profile*. (**)
Catalog | Command Restrictions in library security profile*.
Stow Command Restrictions in library security profile*.
Execute | Command Restrictions in library security profile*.
Debug |Command Restrictions in library security profile*.
Find Command Restrictions (SCAN command) in library security profile*. (**)
Rename| Option "Ren" (Rename) for object type in SYSMAIN utility profile.
Delete |Option "De" (Delete) for object type in SYSMAIN utility profile.
Cut Option "Mo" (Move) "from library" for object type in SYSMAIN utility profile. (**
Copy Option "Co" (Copy) "from library” for object type in SYSMAIN utility profile.
Drag Option "Co" (Copy) or "Mo" (Move) "from library" for object type in SYSMAIN
utility profile.
Paste / | Option "Co" (Copy) or "Mao" (Move) "to library" for object type in SYSMAIN
Drop utility profile.
Object node |Open Editing Restrictions in library security profile*.
List Command Restrictions in library security profile*.
Catalog | Command Restrictions in library security profile*.
Stow Command Restrictions in library security profile*.
Execute | Command Restrictions in library security profile*.
Debug |Command Restrictions in library security profile*.
Find Command Restrictions (SCAN command) in library security profile*. (**)
Rename| Option "Ren" (Rename) for object type in SYSMAIN utility profile.
Delete |Option "De" (Delete) for object type in SYSMAIN utility profile.
Cut Option "Mo" (Move) “from library" for object type in SYSMAIN utility profile. (**
Copy Option "Co" (Copy) "from library” for object type in SYSMAIN utility profile.
Paste | Option "Co" (Copy) "to library” for object type in SYSMAIN utility profile.

* or special link security profile

(**) With Natural Development Server Version 1, this client action is not validated by the server.
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Location in Tree | Action | Controlled by
View
DDM node Open |Option "List" in SYSDDM utility profile. (*)
New | Option "Gen" in SYSDDM utility profile. (*)
Cut Option "Mo" (Move) "from library" for DDM in SYSMAIN utility profile.
Copy |Option "Co" (Copy) "from library" for DDM in SYSMAIN utility profile.
Paste | Option "Co" (Copy) or "Mo" (Move) "to library" for DDM in SYSMAIN
utility profile.
Object node Open |Option "Edit" in SYSDDM utility profile. (*)
Stow |Option "Cat" in SYSDDM utility profile. (*)
Cat Option "Cat" in SYSDDM utility profile. (*)

(*) If no SYSDDM utility profile is defined, the Command Restrictions in the SYSODKary profile apply.

Transfer Operations

Transfer operations (for example, "Move", "Copy") and delete operations of any supported Natural object are
controlled by the SYSMAIN utility profiles (unless no utility profiles for SYSMAIN are defined, in which case
they are controlled by thétilities option in the library profile of the library processed). Exception: the transfer
of DDMs is controlled by the SYSDDM utility profiles.

The following actions are controlled by the followiSY SMAIN utility profile options and are validated by the
server (except as indicated):

Action | Option in SYSMAIN Utility Profile Corresponding Item in Context Menu
List Li -

Find Client action not validated by the serv

Copy Co Copy
Move Mo Cut andPaste
Delete |De Delete

Rename| Ren -

Import | Client action not validated by the serv

These options can be allowed/disallowed for each type of object individually.

Command-Line Actions

Note:

Some of the command-line actions listed below are controlled by SYSMAIN utility profiles. If, however, no
utility profiles for SYSMAIN are defined, these actions are controlled bythiéies option in the library

profile of the library processed.

The following actions, when entered in the Natural Studio command line, are controlled by the following Natural
Security settings and are validated by the server (except as indicated):
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Action Controlled by

Edit object | Editing Restrictions in library security profile*.

List object | Command Restrictions in library security profile*.

Scratch Option "De" (Delete) for object type in SYSMAIN utility profile.
Uncat Option "De" (Delete) for object type in SYSMAIN utility profile.
Purge Option "De" (Delete) for object type in SYSMAIN utility profile.
Save Command Restrictions in library security profile*.
Cat Command Restrictions in library security profile*.
Stow Command Restrictions in library security profile*.

Compopt | Command Restrictions in library security profile*.

Scan Command Restrictions in library security profile*. (**)

* or special link security profile

(**) With Natural Development Server Version 1, this client action is not validated by the server.

System Commands

Only Natural system commands which are processed on the server can be protected by Natural Security. Their
use is controlled by the Command Restrictions in the library security profile (or special link security profile).
This comprises the following system commands: AlV, CATALL, CATALOG, CHECK, CLEAR, COMPOPT,
EXECUTE, GLOBALS, HELP, LIST, MAIL, PROFILE, READ, REGISTER, RETURN, RUN, SAVE, SCAN,
SETUP, STOW, TEST, UNREGISTER, UPDATE, XREF.

Commands LIST DDM and EDIT DDM

If DDMs are stored on a system file specified with the Natural profile parameter FDIC or FDDM, the following
applies: In the Natural Studio, the command EDIT DDM is also available from within a user-created library.
This means that it is not necessary to expand the DDM node in the tree view to be able to edit a specific DDM.
However, the use of the commands LIST DDM and EDIT DDM in a server environment can only be restricted
via the security profile of the NaturalySDDM utility.

Menu-Bar Functions

The use of the function "Development Tools > Error Messages", invoked from the menu bar, is controlled by the
SYSERR utility profiles.

The use of the function "Development Tools > Object Handler", invoked from the menu bar, is controlled by the
SYSOBJH utility profiles.

Protecting Natural Development Server Applications

This section describes how you can control access to base applications and compound applications with Natural
Security. It covers the following topics:

e Application Protection

® Components of an Application Profile
® [nvoking Application Maintenance

® Selecting an Application for Processing
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Adding a New Application Profile
Copying an Application Profile
Modifying an Application Profile
Renaming an Application Profile
Deleting an Application Profile
Displaying an Application Profile
Linking Users to Applications

Application Protection
This section covers the following topics:

What are Applications?

Prerequisites

General Concept

Naming Conventions

Hierarchies of Application Profiles
Information for Predict Users

Defining and Activating Application Security

What are Applications?

Applications aréase applicationgndcompound applicationshich are created and maintained in the Natural
Studio’s application workspace and used in conjunction with the Natural Development Server.

For information on base and compound applications, please refer to the Natural Development Server
documentation.

Unless otherwise indicated, the term "application" within the Natural Security documentation comprises both
base applications and compound applications.

Prerequisites
For the protection of applications on the development server file, the following prerequisites must be met:

® The Natural Development Server must be installed at your site (as described in the Natural Development
Server installation documentation).

e A development server file must be defined; this definition is part of the Natural Development Server
installation procedure.

® The FSEC system file used must contain the application profiles "* Base Application *" and "* Compound
Application **; these two profiles are automatically created and stored on the FSEC file by both the Natural
Security installation procedure and the Natural Development Server installation procedure.

® The current Natural Security session must use a development server file.

General Concept
The protection of applications is only relevant in conjunction with the Natural Development Server. If you do not
use the Natural Development Server, you need not concern yourself with application protection in Natural

Security.

If you use the Natural Development Server, you should use Natural Security to control the access to applications
on the development server file.

By protecting an application, you control users’ access to it; that is, you control whether users are allowed to

read, add, modify or delete the application in the Natural Studio’s application workspace. These access rights are
defined in an application security profile.
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Application protection in Natural Security only affects access to an application as such; it has no effect on access
to the Natural programming objects contained in the libraries that may be part of the application.

Naming Conventions

Application IDs in Natural Security must conform to the application naming conventions which are defined in
the Natural Development Server. Natural Security will check if they do. For information on these naming
conventions, please refer to the Natural Development Server documentation.

Hierarchies of Application Profiles

The installation procedures of both Natural Security and the Natural Development Server automatically create
two application security profiles with the application IDs "* Base Application *" and "* Compound Application
*' These are the basic security profiles which apply to all base applications and compound applications
respectively for which no individual security profiles are defined. The default access settings in the two basic
profiles are all preset to "N"; you can change them to suit your requirements.

The Natural Development Server naming conventions allow you to set up a hierarchy of application profiles: If
you create an application security profile for an application whose ID is a certain character string, the profile will
apply to all applications whose IDs begin with that character string. Thus, you need not define a profile for every
single application.

For example, if you defined a base application security profile with the ID "A", it would apply to all base
applications whose IDs begin with "A" (such a "APPLX", "AA01", "ABC", "ADE" etc.). A profile with the ID
"ABC" would in turn apply to, for example, "ABCA", "ABCXYZ" etc.

Asterisk as Default Access

Such a profile hierarchy can be employed to allow/disallow at different levels the indidéfaalt access
methods (see below) to be defined within the application profiles. If a default access in an application profile is
set to ", the setting in the profile at the next higher level applies for this access method.

For example, let us assume the following base application profiles with the following settings:

ID Settings in Profile
* Base Application ¥ Read=Y| Add=Y | Modify=Y | Delete=N
A Read=*| Add=N | Modify=* | Delete=Y|
ABC Read=*| Add=* | Modify=N | Delete=*
ABCXYZ Read=*| Add=N | Modify=* | Delete=N

The following settings would apply:

208 Copyright © Software AG 2003



Protecting the Natural Development Server Environment and Applications

Application Protection

ID Applicable Explanation
Settings

ABCXYZ | Read is allowed| The Read setting is determined by "* Base Application *".
Add is not The Add setting is determined by "ABCXYZ" itself.
allowed. The Modify setting is determined at the next higher level by "ABC".
Modify is not The Delete setting is determined by ABCXYZ itself.
allowed.
Delete ist not
allowed.

ABC Read is allowed| The Read setting is determined by "* Base Application *".
Add is not The Add setting is determined at the next higher level by "A".
allowed. The Modify setting is determined by "ABC" itself.
Modify is not The Delete setting is determined at the next higher level by "A".
allowed.
Delete is
allowed.

ADE Read is allowed| As no security profile is defined for this application, its settings are determi

Add is not
allowed.
Modify is
allowed.
Delete is
allowed.

by the application defined at the next higher level, that is, by "A".

Read is allowed
Add is not
allowed.

Modify is
allowed.

Delete is
allowed.

The Read setting is determined by "* Base Application *".
The Add setting is determined by "A" itself.

The Modify setting is determined by "* Base Application *".
The Delete setting is determined by "A" itself.

hed

Information for Predict Users

The hierarchy described above corresponds to the hierarchy you can set up for Predict documentation objects. In
fact, base and compound applications correspond to Predict documentation objects of type "system”, subtypes
"-B" and "-O" respectively (as described in the Predict documentation).

Base and compound applications also appear as Predict documentation objects types "SY-B" and "SY-O" in
Natural Security’s subsystem fexternal objectdt is therefore possible to maintain application profiles either

in the external objects maintenance subsystem or in the application maintenance subsystem. However, it is
strongly recommended that you only use the application subsystem - but not the external objects subsystem - to
maintain application profiles.

Defining and Activating Application Security

Within Natural Security, application protection is performed in two steps:

o the definition of the necessary security profiles and links,
® the activation of these profiles and links.
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Definition of Security Profiles and Links

To control access to an application, you would define the following security profiles and links:

® You have to create a security profile for tieary SYSDIC (if not already defined). In the library security

profile of SYSDIC, the option "People-protected” must be set to "Y".

® You create &ecurity profile for the application, and in the profile define the access rights that are to

apply to most users.

® You create group security profile for all users who are to have access to applications, and add all these

users to the group.

e You link the groupto the library SYSDIC. Without this link, access to applications is not possible. The ID

of this link is also used as session profile ID by the Natural Development Server.

e If some users are to have restricted or extended access rights, you create another group security profile for
each group of users who are to have the same access rights, and add the users to the groups accordingly.

® You thenlink these other grougse the application, defining their access rights in the link profile.
® You also have ttink each of these groups the library SYSDIC.

Activation of Security Profiles and Links

To activate the application profiles (and related link profiles) and the protection mechanisms involved, you set
the option Activate Security for Development Server Fite "Y" (Administrator Services Menu > General
Options). As long as this option is set to "N", applications on the development server file are not protected
against unauthorized access. It is recommended that you first create all the application profiles, group profiles

and links you need, before you set this option to "Y".

Components of an Application Profile

Components of a Base Application Profile

The following type of screen is the "basic" profile screen which appears when you invoke one of the functions

Add, Copy, Modify, Display for a base application security profile:

14:15:03 *** NATURAL SECURITY *** 2003-04-15
-Modify Base Application -

Modified .. 2003-04-15 by SAG

Base Application ... XYZ-BASE

------ Default Access ------- Library DBID FNR NSC
Y R Read LIBA 123 10 N

* A Add LIBB 123 11 P

Y M Modify LIBC 345 33 P

N D Delete

Additional Options ... N

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp MalLib Flip Canc
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The individual items you may define as part of a base application security profile are explained below.
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Field Explanation
Default |In this column, you can allow/disallow access methods for the application object in the Natyral
Access | Development Server. The possible access methods are:

R Read the application.

A Add the application.

M  Modify the application.

D Delete the application.

For each access method, you can specify one of the following values:

Y The access method is allowed.

N The access method is not allowed.

*  The setting in the application security profile at the next higher level in the hierarchy (sge
Hierarchies of Application Profileabove) determines whether the access method is allowed
or not.

If you set Read access to "N", Add, Modify and Delete access will automatically be set to "N".

If you set Add, Modify or Delete access to "Y", Read access will automatically be set to "Y".

If you set Read access to "*", you can only set Add, Modify and Delete access to "N" or "*", |but

not to "Y".

The access methods allowed/disallowed in the application profile will apply to all users for which
no special access is defined via a link (for information on links..isd@g Users to Applications
below).

Library | The IDs of the libraries which are linked to the application in the Natural Development Server.

(display

only) Up to 10 libraries are displayed at a time. If there are more, you can use PF7 and PF8 to sgroll
within the list of libraries.

By pressing PF5, you can invokirary Maintenancéor the libraries displayed. (When you

invoke Library Maintenance from here, it comprises only those functions relevant for the

maintenance of the libraries linked to the application, and you can only maintain these librafies.)
DBID / For each library, the database ID and file number of its FUSER system file are displayed.
FNR
(display
only)
NSC For each library, information on its Natural Security definition is displayed:
(display
only) blank The library is not defined in Natural Security.
N The library is defined as not protected (that is, neither people-protected nor
terminal-protected).
The library is defined as people-protected or terminal-protected, or both.
The library is a user’s private library.
The library is defined in Natural Security, but the FUSER DBID/FNR specification in|the
library security profile does not match the one defined in the application security prdfile.
212 Copyright © Software AG 2003



Protecting the Natural Development Server Environment and Applications Components of an Application Profile

Components of a Compound Application Profile

The following type of screen is the "basic" profile screen which appears when you invoke one of the functions
Add, Copy, Modify, Display for a compound application security profile:

14:16:05 *»** NATURAL SECURITY *** 2003-04-15
- Modify Compound Application -

Modified .. 2003-04-15 by SAG

Compound Application ... XYZ-COMP

------ Default Access ------- Base Application NSC
Y R Read ABCB0012-BASE-APPL X
* A Add ABCBO0015-BASE-APPL

Y M Modify ABCBO0019A01 X

N D Delete

Additional Options ... N

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp MaBAp Flip Canc

The individual items you may define as part of a compound application security profile are explained below.
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Field Explanation
Default In this column, you can allow/disallow access methods for the application object in the Natural
Access Development Server. The possible access methods are:

R Read the application.
A Add the application.
M  Modify the application.

D Delete the application.
For each access method, you can specify one of the following values:

Y The access method is allowed.
N The access method is not allowed.

*  The setting in the application security profile at the next higher level in the hierarchy (see
Hierarchies of Application Profileabove) determines whether the access method is
allowed or not.

If you set Read access to "N", Add, Modify and Delete access will automatically be set {o "N".
If you set Add, Modify or Delete access to "Y", Read access will automatically be set to['Y".
If you set Read access to "*", you can only set Add, Modify and Delete access to "N" or|"*",
but not to "Y".

The access methods allowed/disallowed in the application profile will apply to all users for
which no special access is defined via a link (for information on linkd,iskiig Users to
Applicationsbelow).

Base The IDs of the base applications which are contained in the compound application.

Application
(display only) | Up to 10 base applications are displayed at a time. If there are more, you can use PF7 and PF8

to scroll within the list of base applications.

By pressing PF5, you can invoke Application Maintenance for these base applications.

NSC For each base application, it is indicated whether or not it is defined in Natural Security:
(display only)
X The base application is defined in Natural Security.

blank The base application is not defined in Natural Security.

Additional Options

If you mark the field "Additional Options" on the basic security profile screen with "Y", a window will be
displayed from which you can select the following options:

® Maintenance Information
® Security Notes
® Owners

The options for which something has already been specified or defined are marked with a plus sign (+).

You can select one or more items from the window by marking them with any character. For each item selected,
an additional window will be displayed:
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Additional Explanation

Option

Maintenance The following information is displayed:

Information

(display only) e the date and time when the security profile was created, the ID of the

ADMINISTRATOR who created it, and (if applicable) the IDs of the co-owners who
countersigned for the creation;

o the date and time when the security profile was last modified, the ID of the
ADMINISTRATOR who made the last modification, and (if applicable) the IDs of the
co-owners who countersigned for the modification.

Security Notes | You may enter your notes on the security profile.

Owners You may enter up to eight IDs of ADMINISTRATORSs. Only the ADMINISTRATORS
specified here will be allowed to maintain the security profile.

If no owner is specified, any user of type ADMINISTRATOR may maintain the securjty
profile.

For each owner, the number of co-owners whose countersignatures will be required|for
maintenance permission may optionally be specified in the field after the ID.

For an explanation of owners and co-owners, see the s€diamersignatures

Invoking Application Maintenance
Application maintenance can only be invoked if pherequisiteslescribed above are met.
On the Main Menu, enter code "M" for "Maintenance". A window will be displayed.

In the window, mark object type "Application" with a character or with the cursor. The Application Maintenance
selection list will be displayed.

From this selection list, you invoke all application maintenance functions as described below.

Selecting an Application for Processing

When you invoke Application Maintenance, a list of all application profiles that have been defined to Natural
Security will be displayed.

If you do not wish to get a list of all existing application profiles, but would like only certain applications to be
listed, you may use the Start Value and Type/Status options as described in thd-gaditignYour Way In
Natural Security

On the Main Menu, enter code "M" for "Maintenance". A window will be displayed. In the window, mark object
type "Application” with a character or with the cursor (and, if desired, enter a start value and/or application type).
The Application Maintenance selection list will be displayed:
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14:49:01 *** NATURAL SECURITY *** 2003-04-15
- Application Maintenance -

Co Application Type Status Access Message
__*Base Application * Base NApp RAM

_A Base Defi**D

__ABC Base Defi ** *
___ABCBO0014-BASE-APPL Base Defi RAMD
___ABCBO0015-BASE-APPL Base NApp RA
___ABCBO0016-BASE-APPL Base Defi RAMD
___ABCBO0017-BASE-APPL Base NApp RAM
__ABCXYz Base Defi**
___ABCXYz1 Base Defi RA
___ABCXYZz2 Base Defi R***
___*Compound Application * Comp NApp R

__ COMP Comp Defi RAMD

___ COMP-APPLIC Comp Defi R**

___ COMP-APPLIC-DEP Comp Defi RAM*

Command ===>
Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - + Canc

For each application, the application ID, Type ("Base" or "Comp"(ound)), Status and Default Access Definition
are displayed.

The list can be scrolled as described in the seéiioding Your Way In Natural Security
Status as Selection Criterion

If you wish to list only certain applications, you can specify one of the following selection criteria in the Status
field above the list (possible abbreviations are underlined):

blank | All application security profiles - regardless of whether or not a corresponding application ekists.

ALL | All applications - regardless of whether or or not a corresponding security profile has been fefined.

DEFI | Defined; that is, applications for which security profiles have been defined.

UNDF | Undefined; that is, applications for which no security profiles have been defined.

NAPP | No application; that is, application security profiles for which no corresponding applications|exist.

The default idlank that is, all application security profiles will be listed.

Selecting a Function

The following application maintenance functions are available (possible code abbreviations are underlined):

216 Copyright © Software AG 2003



Protecting the Natural Development Server Environment and Applications Adding a New Application Profile

Code| Function

AD | Add application

CO | Copy application
MO | Modify application

RE | Rename application

DE | Delete application

DI Display application

LU | Link users to applicatio

-

To invoke a function for an application, mark the application with the appropriate function code in column "Co".

You may select various objects for various functions at the same time; that is, you can mark several applications
on the screen with a function code. For each application marked, the appropriate processing screen will be
displayed. You may then perform for one application after another the selected functions.

Adding a New Application Profile

To define an application to Natural Security, you create a security profile for it. You can create security profiles
for:

® applications which already exist on the development server file,
® applications which do not yet exist on the development server file.

Adding a Profile for an Existing Application
On the Application Maintenance selection list, enter "UNDF" in the field "Status".

Only those applications which have not yet been defined to Natural Security will be listed. (The list can be
scrolled as described in the sectikinding Your Way In Natural SecurifyThe application IDs displayed are
those by which the applications are defined in on the development server file.

On the list, mark the application for which you wish to create a security profile with function code "AD". The
Add Application screen will be displayed.

The individual items you may define on this screen and any additional windows that may be part of an
application security profile are described un@emponents of an Application Profidédove.

When you add a new application profile, the owners specified in your own user security profile will
automatically be copied into the application security profile you are creating.

Adding a Profile for a Non-Existing Application

It is possible to create application security profiles before the corresponding applications themselves are defined
on the development server file.

In the command line of the Application Maintenance selection list, enter the coni&nd

A window will be displayed. In this window, enter i for the application. This ID must conform to the

naming conventions for applications which are defined in the Natural Development Server. Natural Security will
check if the ID conforms to these naming conventions. Depending on where you have invoked the window from,
you may also have to specify the desired type of application (base or compound).
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After you have entered a valid ID (and specified the application type), the Add Application screen will be
displayed.

The individual items you may define on this screen and any additional windows that may be part of an
application security profile are described undemponents of an Application Profiédove.

When you add a new application profile, the owners specified in your own user security profile will
automatically be copied into the application security profile you are creating.

Copying an Application Profile

The Copy Application function is used to define a new application to Natural Security by creating a security
profile which is identical to an already existing application security profile.

What is Copied?

All components of the existing security profile will be copied into the new security profile - except the owners
(these will be copied from your own user security profile into the new application security profile you are
creating).

Any links from users to the existing application witht be copied.

How to Copy

On the Maintenance selection list, mark the application whose security profile you wish to duplicate with
function code "CQO".

A window will be displayed. In the window, enter the ID of the new application. The ID must conform to
Natural Development Server naming conventions.

After you have entered a valid ID, the new security profile will be displayed.

The individual components of the security profile you may define or modify are describedContggonents of
an Application Profileabove.

Modifying an Application Profile
The Modify Application function is used to change an existing application security profile.

On the Application Maintenance selection list, you mark the application whose security profile you wish to
change with function code "MO". The security profile of the selected application will be displayed.

The individual components of the security profile you may define or modify are describedConggonents of
an Application Profileabove.

Renaming an Application Profile

The Rename Application function allows you to change the application ID of an existing application security
profile.

On the Application Maintenance selection list, you mark the application whose ID you wish to change with
function code "RE". A window will be displayed in which you can enter a new ID for the application profile.

The ID must conform to Natural Development Server naming conventions.

218 Copyright © Software AG 2003



Protecting the Natural Development Server Environment and Applications Deleting an Application Profile

When you rename an application security profile, the application itself will not be renamed.

Deleting an Application Profile
The Delete Application function is used to delete an existing application security profile.

On the Application Maintenance selection list, you mark the application whose profile you wish to delete with
function code "DE". A window will be displayed.

e If you have invoked the Delete Application function and should then decide against deleting the given
application security profile, you may leave the Delete Application window by pressing ENTER without
having typed in anything.

e |f you wish to delete the given application security profile, enter the application’s ID in the window to
confirm the deletion.

When you delete an application profile, all existing links to the application profile will also be deleted.

When you delete an application security profile, the application itself will not be deleted. The application 1D will
remain in the Application Maintenance selection list with the Status set to "UNDF" (undefined).

If you mark more than one application with "DE", a window will appear in which you are asked whether you
wish to confirm the deletion of each application security profile with entering the application’s ID, or whether all
applications selected for deletion are to be deleted without this individual confirmation. Be careful not to delete
an application accidentally.

Note:
If an application is deleted in the Natural Development Server, the corresponding Natural Security application
profile will not be deleted, but its Status will be set to "NAPP" (no application).

Displaying an Application Profile
The Display Application function is used to display an existing application security profile.

On the Application Maintenance selection list, you mark the application whose security profile you wish to view
with function code "DI". The security profile of the selected application will be displayed.

The individual components of the security profile are explained (Waleponents of an Application Profile
above.

Linking Users to Applications

The access methods allowed/disallowed in an application security profile apply to all users who are not linked to
the application. If you wish to allow an individual user more or less access methods, liok tenuser to the
application and in the link’s security profile define which access methods are to be available for this particular
user. This means that by using links you may define for different users different access rights to the same
application.
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USER USER
access as accass as
defined in defifgd in

application security profile ink secdilly profile
APPLICATION

Only users of types "Administrator”, "Person" and "Group" can be linked to an application. Administrators and
Persons can be linked to an application either directly or via a Group. "Members" and "Terminals" can be linked
to an application only via a Group; that is, they must be assigned to a Group, and the Group be linked to the
application.

There are two functions available to establish and maintain links between users and applications:

® To link one usetto various applicationsuse the function "Link user to applications" (which is invoked
from the User Maintenance selection list).

® To link various usergo one applicationuse the function "Link users to application”" (which is invoked
from the Application Maintenance selection list).

Both functions are described below.

Linking a Single User to Applications
The function "Link user to applications" is used to link one user to one or more applications.
On the User Maintenance selection list, you mark the user you wish to link with function code "LA".

A window will be displayed. In this window, you can select the type of applications (base, compound, or both) to
which you wish to link the user. If you select base application or compound application in the window, you can
also specify a Start Value (as described in the seEtrating Your Way In Natural Securijtyor the list of

applications to be displayed. If you wish to maintain only existing links, you can select the option "Select only
defined links" - in which case the list of applications to be displayed will only include those applications to

which the user is already linked.

Then, the Link User To Applications selection list will be displayed, showing the list of applications.
The list can be scrolled as described in the seéiioding Your Way In Natural Security
On the list, you mark the applications to which you wish to link the user.

In the "Co" column, you may mark each application with one of the following function codes (possible code
abbreviations are underlined):
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Code| Function

LK |Link - The user may use the application with a special security profile to be defined for the link; the link
profile will take precedence over the application profile (see below).

CL | Cancel- An existing link will be cancelled.

DI Display application - The application security profile will be displayed.

DL |Display link - The link security profile will be displayed.

You can mark one or more applications on the screen with a function code. For each object marked, the selected
functions will then be executed one after another. When processing is completed, a message will be displayed
stating the link situation now in effect between the user and each application.

Creating a Link Security Profile

If you mark an application with "LK", you may define the security profile for this link on the screen which will
be displayed. The default settings which will appear in the link security profile are taken from the security profile
of the application.

The items you may define as part of a link security profile correspond with the items you may define as part of
an application security profile (s€omponents of an Application Profigove).

Instead of allowing/disallowing the access methods in the link security profile, you can also enter/delete the
corresponding letters (R, A, M, D) in the appropriate positions in the Access column of the Link User To
Applications selection list.

Moreover, you have the option to set "Activation Dates" in the link security profile; these are in analogy to the
Activation Dates in a user security profile (as explained u@denponents of a User Profile the section User
Maintenance).

Modifying a Link Security Profile

To modify an existing link security profile, you mark the respective application with "LK" again on the Link
User To Applications screen to invoke the link security profile screen.

Linking Multiple Users to an Application
The function "Link users to application" is used to link one or more users to one application.

On the Application Maintenance selection list, you mark the application to which you wish to link users with
code "LU".

A window will be displayed, in which you can enter a Start Value (as described in the Béudiog Your Way

In Natural Securityfor the list of users to be displayed. If you wish to maintain only existing links, you can
select the option "Select only defined links" - in which case the list of users to be displayed will only include
those users which are already linked to the application.

Then, the Link Users To Application selection list will be displayed, showing the list of users.
The list includes all users of types "Group", "Administrator" and "Person".
The list can be scrolled as described in the seélioding Your Way In Natural Security

On the list, you mark the users you wish to be linked to the application.

Copyright © Software AG 2003 221



Linking Users to Applications Protecting the Natural Development Server Environment and Applications

In the "Co" column, you may mark each user with one of the following function codes (possible code
abbreviations are underlined):

Code| Function

LK |Link - The user may use the application with a special security profile to be defined for the link; the link
profile will take precedence over the application profile (see below).

CL | Cancel- An existing link will be cancelled.

DI Display user- The user security profile will be displayed.

DL |Display link - The link security profile will be displayed.

You can mark one or more users on the screen with a function code. For each user marked, the selected functions
will then be executed one after another. When processing is completed, a message will be displayed stating the
link situation now in effect between each user and the application.

Creating a Link Security Profile

If you mark a user with "LK", you may define the security profile for this link on the screen which will be
displayed. The default settings which will appear in the link security profile are taken from the security profile of
the application.

The items you may define as part of a link security profile correspond with the items you may define as part of
an application security profile (s€&omponents of an Application Profigove).

Instead of allowing/disallowing the access methods in the link security profile, you can also enter/delete the
corresponding letters (R, A, M, D) in the appropriate positions in the Access column of the Link Users To
Application selection list.

Moreover, you have the option to set "Activation Dates" in the link security profile; these are in analogy to the
Activation Dates in a user security profile (as explained u@denponents of a User Profile the section User
Maintenance).

Modifying a Link Security Profile

To modify an existing link security profile, you mark the respective user with "LK" again on the Link Users To
Application screen to invoke the link security profile screen.
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Protecting External Objects

This section covers the following topics:

Types of External Objects

IDs for External Objects

Components of an External Object’s Security Profile
Creating and Maintaining External Object Security Profiles
Linking Users to External Objects

Types of External Objects
With Natural Security, you can control the use of various types of objects used by Predict and other products.

The termexternal objectsised in the Natural Security documentation comprises all the object types listed below.

Predict Objects

The following are Predict object types (they are described in the Predict documentation):

documentation objects (*PRD-Docu-Object) (PO)
external objects (*PRD-Ext-Object) (PE)
functions (*PRD-Function) (PF)

3GL libraries (*PRD-3GL-Library) (PL)

The two-letter codes in parentheses are the corresponding object-type codes as used by some Natural Security
functions.

A For documentation objects of types "base application" and "compound
application” (SY-B and SY-0), it is strongly recommended that instead of
Natural Security’s subsystem for external objects you use the application
maintenance subsystem; see the se@ioecting Natural Development
Server Applications

Other Objects

The following types of objects are used by various other products (they are described in the corresponding
product documentation):

batch jobs (JB)
datasets (DS)

nodes (ND)

operations (OP)
printers (PR)

volume serials (VS)
VTAM applications (VT)

The two-letter codes in parentheses are the corresponding object-type codes as used by some Natural Security
functions.
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IDs for External Objects

IDs are used by Natural Security to identify external objects and their security profiles. The ID of an external
object must be unique amongst all IDs of objects of the same type defined to Natural Security.

The length of the IDs and other naming conventions that may apply to external objects differ from object type to
object type; please refer to the respective product documentation for information.

Asterisk Notation

For the ID of an external object, you can also use asterisk notation: if you create a security profile for an external
object and choose as ID a character string followed by an asterisk, the security profile will apply to all objects of
that type whose IDs begin with that character string. For single objects (or ranges of objects) within such a range
you may still define individual security profiles.

For example, you can create a security profile for a batch job with ID "ADAX", which will apply to batch job
ADAX; moreover, you can create a security profile for a batch job with ID "ADA*", which will apply to all
other batch jobs whose IDs begin with "ADA"; further, you can create a security profile for a batch job with ID
"A*", which will apply to all other batch jobs whose IDs begin with "A"; and, you can also create a security
profile for a batch job with ID "*", which will apply to all other batch jobs for which no individual security
profiles are defined.
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Components of an External Object’'s Security Profile

The following type of screen is the "basic" security profile screen for an external object, which appears when you
invoke one of the functions Add, Copy, Modify, Display for an external object’s security profile:

11:31:46 *** NATURAL SECURITY *** 2003-04-13
- Modify Dataset -

Modified .. 2003-04-12 by SAG
Dataset ........... XYZ.SYS.SOURCE
------ Default Access -------
N I Info
N R Read

N A Alter
N D Delete

Additional Options ... N

Enter-PF13--PF14--PF15--PF16--PF17--PF18--PF19--PF20--PF21--PF22--PF23--PF24---
Refr Menu

This screen varies slightly from object type to object type.

The individual items you may define as part of an external object’s security profile are explained below.

Copyright © Software AG 2003 225



Default Access Protecting External Objects

Default Access

In this column, you can allow/disallow general access methods for the external object. The possible access
methods differ from object type to object type, as shown below:

Access to Predict Documentation Objects, External Objects and 3GL Libraries:

R Read
A Add

M Modify
D Delete

Access to Predict Functions:

E Execute

Access to Batch Jobs:

I Display
S Submit
A Alter

D Delete
Access to Datasets:

I Info

R Read
A Alter

D Delete

Access to Nodes, Printers, VTAM Applications:

U Use

Access to Operations:

P Passive

A Active

Access to Volume Serials:

| Info

Allocate

Alter

| > |0

Delete

The individual access methods are the same as those described in the corresponding product documentation.

Mark with "Y" the access methods that are to be allowed; mark with "N" the access methods that are not to be
allowed.

The access methods allowed/disallowed here will apply to all users for which no special access is defined via a
link (for information on links, sekinking Users to External Objeckelow).
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Additional Options

If you mark the field "Additional Options" on the basic security profile screen with "Y", a window will be
displayed from which you can select the following options:

® Maintenance Information
® Security Notes
® Owners

The options for which something has already been specified or defined are marked with a plus sign (+).

You can select one or more items from the window by marking them with any character. For each item selected,
an additional window will be displayed:

Additional Explanation

Option

Maintenance The following information is displayed:

Information

(display only) e the date and time when the security profile was created, the ID of the

ADMINISTRATOR who created it, and (if applicable) the IDs of the co-owners wWho
countersigned for the creation;

e the date and time when the security profile was last modified, the ID of the
ADMINISTRATOR who made the last modification, and (if applicable) the IDs of the
co-owners who countersigned for the modification.

Security Notes | You may enter your notes on the security profile.

Owners You may enter up to eight IDs of ADMINISTRATORSs. Only the ADMINISTRATORS
specified here will be allowed to maintain the security profile.

If no owner is specified, any user of type ADMINISTRATOR may maintain the securjty
profile.

For each owner, the number of co-owners whose countersignatures will be required|for
maintenance permission may optionally be specified in the field after the ID.

For an explanation of owners and co-owners, see the s€uiomersignatures
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Creating and Maintaining External Object Security
Profiles

This section describes the functions used to create and maintain security profiles for external objects. It covers
the following topics:

Invoking Maintenance for External Objects
Adding a New External Object

Selecting Existing External Objects for Processing
Copying an External Object

Modifying an External Object

Renaming an External Object

Deleting an External Object

Displaying an External Object

Invoking Maintenance for External Objects
On the Main Menu, enter code "M" for "Maintenance". A window will be displayed.

In the window, mark one type of external object with a character or with the cursor. The Maintenance selection
list for the selected object type will be displayed.

From this selection list, you invoke all maintenance functions as described below.

Adding a New External Object

The Add External Object function is used to define external objects to Natural Security, that is, create security
profiles for them.

In the command line of the external object Maintenance selection list, enter the coADiand
A window will be displayed. In this window, enter i for the object.

The Add screen for the specified object type will be displayed. On this screen, you may define a security profile
for the external object.

The individual items you may define on this screen and any additional windows that may be part of an external
object’s security profile are described un@amponents of an External Object’s Security Pratieve.

When you add a new external object, the owners specified in your own user security profile will automatically be
copied into the external object’s security profile you are creating.

Selecting Existing External Objects for Processing

When you invoke Maintenance for an external object, a list of all external objects of this type for which a
security profile exists will be displayed.

If you do not wish to get a list of all existing external objects but would like only certain external objects to be
listed, you may use the Start Value option as described in the seirtiing Your Way In Natural Security

On the Main Menu, enter code "M" for "Maintenance". A window will be displayed. In the window, mark one
type of external object with a character or with the cursor (and, if desired, enter a start value). The selection list
for the selected object type will be displayed; for example:
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13:11:23 *** NATURAL SECURITY *** 2003-04-13
- Dataset Maintenance -

Co Dataset Message

~ XYZS

___XYZ.SYS

Command ===>
Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - + Canc

The list can be scrolled as described in the seélinding Your Way In Natural Security

The following maintenance functions are available for external objects (possible code abbreviations are
underlined):

Code| Function

CO | Copy
MO |Modify
RE |Rename
DE |Delete
DI Display
LU | Link user

The individual functions are described below.

To invoke a specific function for an external object, mark the object with the appropriate function code in
column "Co".

You may select various objects for various functions at the same time; that is, you can mark several objects on
the screen with a function code. For each object marked, the appropriate processing screen will be displayed.
You may then perform for one object after another the selected functions.

Copying an External Object

The Copy function is used to define a new external object to Natural Security by creating a security profile
which is identical to an already existing external object’s security profile.
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What is Copied?

All components of the existing security profile will be copied into the new security profile - except the owners
(these will be copied from your own user security profile into the new security profile you are creating).

Any links that exist to the existing external object witk be copied.

How to Copy

On the Maintenance selection list, mark the external object whose security profile you wish to duplicate with
function code "CQO".

A window will be displayed. In the window, enter the ID of the new external object.
The Copy screen for the external object will be displayed showing the new security profile.

This screen and any additional windows that may be part of an external object’s security profile as well as the
individual items you may define or modify are described u@denponents of an External Object’'s Security
Profile above.

Modifying an External Object
The Modify function is used to change an existing external object’s security profile.

On the Maintenance selection list, you mark the external object whose security profile you wish to change with
function code "MQ". The Modify screen for the external object will be displayed.

This screen and any additional windows that may be part of an external object’s security profile as well as the
individual items you may define or modify are described u@idenponents of an External Object’'s Security
Profile above.

Renaming an External Object
The Rename function allows you to change the ID of an existing external object’s security profile.

On the Maintenance selection list, you mark the external object whose ID you wish to change with function code
"RE". A window will be displayed in which you can enter a new ID for the external object.

Deleting an External Object
The Delete function is used to delete an existing external object’s security profile.

On the Maintenance selection list, you mark the external object you wish to delete with function code "DE". A
window will be displayed.

e If you have invoked the Delete function and should then decide against deleting the given external object’s
security profile, you may leave the Delete window by pressing ENTER without having typed in anything.

e If you wish to delete the given external object’s security profile, enter the object’s ID in the window to
confirm the deletion.

When you delete an external object, all existing links to the external object will also be deleted.

If you mark more than one external object with "DE", a window will appear in which you are asked whether you
wish to confirm the deletion of each external object’s security profile with entering the object’s ID, or whether
all external objects selected for deletion are to be deleted without this individual confirmation. Be careful not to
delete an external object accidentally.
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Displaying an External Object
The Display function is used to display an existing external object’s security profile.

On the Maintenance selection list, you mark the external object whose security profile you wish to view with
function code "DI". The Display screen for the external object will be displayed.

The items displayed on this screen and any additional windows that may be part of a external object’s security
profile are explained und€omponents of an External Object’s Security Prafibeve.

Linking Users to External Objects

The access methods allowed/disallowed in an external object’s security profile apply to all users who are not
linked to the external object.

If you wish to allow an individual user more or less access methods, ydinlictire user to the external object
and in the link’s security profile define which access methods are to be available for this particular user. This
means that by using links you may define for different users different access rights to the same external object.

USER USER
access as accass as
defined in defifgd in

object sacurity profile ink secdilly profile

EXTERMNAL OBJECT

Only users of types "Administrator”, "Person" and "Group" can be linked to an external object. Administrators
and Persons can be linked to an external object either directly or via a Group. "Members" and "Terminals" can be
linked to an external object only via a Group; that is, they must be assigned to a Group, and the Group be linked
to the external object.

Two functions are available to establish and maintain links between users and external objects:

® To link one usetto various external objectsise the function "Link user to external objects" (which is
invoked from the User Maintenance selection list).

® To link various usergo one external objecuse the function "Link users to external object" (which is
invoked from the Maintenance selection list of that type of external object).

Both functions are described below.
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Linking a Single User to External Objects
The function "Link user to external objects" is used to link one user to one or more external objects.
On the User Maintenance selection list, you mark the user you wish to link with function code "LO".

A window will be displayed, in which you mark with the cursor or with a character the type of external object to
which you wish to link the user. You can also specify a start value (as described in theFsedir@nYour Way

In Natural Securityfor the list of external objects to be displayed. If you wish to maintain only existing links,
you can select the option "Select only defined links" - in which case the list of objects to be displayed will only
include those objects to which the user is already linked.

Then, the Link User To External Objects selection list will be displayed, showing the list of objects. For
example:

16:04:48 *** NATURAL SECURITY *** 2003-04-13
- Link User to Dataset -
User ID .... AD User Name .... ARTHUR DENT
Access
Co Dataset IRAD Message
~ XYZS [
___XYZ.SYS I_A

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - + Canc
Command ===>

The list can be scrolled as described in the seélioding Your Way In Natural Security
On the list, you mark the external objects to which you wish to link the user.

In the "Co" column, you may mark each object with one of the following function codes (possible code
abbreviations are underlined):

Code| Function

LK |Link - The user may use the external object with a special security profile to be defined for the Iink; the
link profile will take precedence over the external object’s profile (see below).

CL | Cancel- An existing link will be cancelled.

DI Display object- The object’s security profile will be displayed.

DL |Display link - The link security profile will be displayed.
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You can mark one or more objects on the screen with a function code. For each object marked, the selected
functions will then be executed one after another. When processing is completed, a message will be displayed
stating the link situation now in effect between the user and each object.

Creating a Link Security Profile

If you mark an external object with "LK", you may define the security profile for this link on the screen which
will be displayed. The default settings which will appear in the link security profile are taken from the security
profile of the external object.

The items you may define as part of a link security profile correspond with the items you may define as part of
an external object’s security profile (S8emponents of an External Object’'s Security Prabeve).

Instead of allowing/disallowing the access methods in the link security profile, you can also enter/delete the
corresponding letter in the appropriate position in the Access column of the Link User To External Objects
selection list.

Moreover, you have the option to set "Activation Dates" in the link security profile; these are in analogy to the
Activation Dates in a user security profile (as explained u@denponents of a User Profile the section User
Maintenance).

Modifying a Link Security Profile

To modify an existing link security profile, you mark the respective external object with "LK" again on the Link
User To External Objects screen to invoke the link security profile screen.

Linking Multiple Users to an External Object
The function "Link users to external object" is used to link one or more users to one external object.

On the Maintenance selection list of an external object, you mark the object to which you wish to link users with
code "LU".

A window will be displayed, in which you can enter a start value (as described in the Bedliog Your Way

In Natural Securityfor the list of users to be displayed. If you wish to maintain only existing links, you can
select the option "Select only defined links" - in which case the list of users to be displayed will only include
those users which are already linked to the object.

Then, the Link Users To External Object selection list will be displayed. For example:
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13:14:38 *** NATURAL SECURITY *** 2003-04-13
- Link Users to Dataset -

Dataset ........... ABC.S
Default Access .... |
Access
Co User ID User Name TIRAD Message

__AD  ARTHUR DENT AlA

~_ ADMIN1 BUNGALOW BILL AI_AD_
__ ADMIN2 VALENTIN DE LA SIERRA Pl

__ ADMIN3 ELLEN RIPLEY Al

~_ ADMIN4 TOM TOOMEY AIRA
__ADMIN5 CARLO CAMPANATI A_AD_
__ADSON BRIAN OF NAZARETH Al

__ AGROUP A GROUP Gl
__HC  HAGBARD CELINE Pl
__ KG  KARL GLOGAUER P IR
MW MIA WALLACE Al

__ NH  NATHANIEL HAWKEYE A__ D

Command ===>
Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - + Canc

The list includes all users of types "Group", "Administrator" and "Person".
The list can be scrolled as described in the seéiioding Your Way In Natural Security
On the list, you may mark the users you wish to be linked to the external object.

In the "Co" column, you may mark each user with one of the following function codes (possible code
abbreviations are underlined):

Code| Function

LK |Link - The user may use the external object with a special security profile to be defined for the Iink; the
link profile will take precedence over the external object’s profile (see below).

CL | Cancel- An existing link will be cancelled.

DI Display user- The user security profile will be displayed.

DL |Display link - The link security profile will be displayed.

You can mark one or more users on the screen with a function code. For each user marked, the selected functions
will then be executed one after another. When processing is completed, a message will be displayed stating the
link situation now in effect between the user and each object.

Creating a Link Security Profile

If you mark a user with "LK", you may define the security profile for this link on the screen which will be
displayed. The default settings which will appear in the link security profile are taken from the security profile of
the external object.

The items you may define as part of a link security profile correspond with the items you may define as part of
an external object’s security profile (S8emponents of an External Object’'s Security Prateve).
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Instead of allowing/disallowing the access methods in the link security profile, you can also enter/delete the
corresponding letter in the appropriate position in the Access column of the Link Users To External Object
selection list.

Moreover, you have the option to set "Activation Dates" in the link security profile; these are in analogy to the
Activation Dates in a user security profile (as explained u@denponents of a User Profile the section User
Maintenance).

Modifying a Link Security Profile

To modify an existing link security profile, you mark the respective user/object with "LK" again on the Link
Users To External Object screen to invoke the link security profile screen.
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Mailboxes

This section covers the following topics:

What is a Mailbox?

Broadcasting a Message

Receiving a Message

Mailbox 1D

Components of a Mailbox Profile
Creating and Maintaining Mailbox Profiles

What is a Mailbox?

A mailbox is an information screen which may be used to broadcast messages to Natural users. It can best be
described as a notice board.

Mailboxes may be assigned to users and/or to libraries.

are
Ii assigned to B LUSERS
l MAILBOXES |
| are
assigned to p LIBRARIES

When a user logs on to a library, the mailboxes assigned to his or her security profile, as well as the mailboxes
assigned to the security profile of the library, will be displayed to the user.

You create a mailbox by defining it to Natural Security, that is, creating a security profile for it.

Broadcasting a Message

Everybody specified asraailerin a mailbox security profile may use the mailbox. If a group is specified as a
mailer, every user contained in the group may use the mailbox. If no mailer is specified, any user may use the
mailbox.

A mailer can invoke a mailbox with the Natural system command MAIL (provided that the mailer is logged on
to a library for which command mode is allowed).

Examples:
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MAIL : - .
FUGAZI This command will invoke the message screen of mailbox FUGAZI.
MAIL 2 A list of all mailboxes the mailer may use will be displayed, and the mailer may then

select a mailbox from the list.

Once the desired mailbox is invoked, the mailer may enter a message, add text to or delete text from an existing
message, or change the "Valid from/to" dates.

Mailers have access only to the message screen of a mailbox, not to the mailbox security profile.
Owners may also broadcast messages, as they have access to a mailbox message screen via the security profile.
However, it is only mailers who may use the MAIL command.

Receiving a Message

Once a mailbox is defined, it may be assigned to users and libraries by entering the mailbox ID in the
"Mailboxes" window (under "Additional Options") of the respective user security profiles and library security
profiles.

Owner logic applies to the assigning of mailboxes; that is, if owners are specified in the mailbox profile (see
Components of a Mailbox Profilgelow), only these owners will be allowed to assign the mailbox to a user or
library.

Mailboxes will be displayed to a user immediately after every successful logon to a library. The following
mailboxes will be displayed to the user in the following order:

e all mailboxes assigned to the user;

® all mailboxes assigned to the library;

e all mailboxes assigned to the group via which the user is logged on (if the library is people-protected and
the user is linked via a group);

e all mailboxes assigned to the user’s terminal and all mailboxes assigned to the group via which the terminal
is linked (if the library is terminal-protected ("Terminal-protected” set to "A")).

If one mailbox would have to be displayed more than once to a user (for example, if the same mailbox is
assigned to the user’s own security profile as well as to that of the group via which he/she is linked), it will only
be displayed once; a repeated display will be suppressed.

The display of mailboxes cannot be suppressed by the user.
A mailbox will not be displayed

e f itis empty, that is, if it contains nothing but blanks;
e if the "Valid from" date has not yet been reached, or the "Valid to" date has passed.

Mailbox ID

Mailbox IDs are used by Natural Security to identify mailboxes and their security profiles.

A mailbox ID may be up to 8 characters long, it must start with an alphabetical character, and it must be unique
amongst all mailbox IDs defined to Natural Security.

Before you start defining mailboxes, it may be advisable to conceive a logical system of mailbox IDs, as this will
help you to identify mailboxes easier when doing Natural Security maintenance.
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Mailbox for Initial Logon

The mailbox ID "1INITIAL" serves a special purpose: if you define a mailbox with this mailbox ID, it will be
displayed to every user after a successful initial logon to Natural.

The mailbox 1INITIAL need not be assigned to any user or library.

Components of a Mailbox Profile

The following screen shows an example of a mailbox security profile:

13:00:00 *** NATURAL SECURITY *** 2003-04-13
- Modify Mailbox -
Mailbox ID: MAIL2112 Created: 2002-09-14 by: SAG
Mailb.Name: MAILBOX YYZ Modified: 2003-04-12 by: SAG

Last mailed on .. 2003-04-11 at: 12:00:58 by: IW

Valid from ...... 1999-12-31 to 2699-12-31

------------- Mailbox Security Notes ------------- Mailers- -- Owners --
AD _
HW _
W

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF 7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp Flip Canc

The individual components of a mailbox security profile are explained below.

The following items of information are entered by Natural Security:

Mailbox 1D The ID by which you have defined the mailbox to Natural Security.
Created/by The date when the security profile was created, and the ID of the ADMINISTRATOR
who created the security profile.
Modified/by The date when the security profile was last modified, and the ID of the
ADMINISTRATOR who made the latest modification.
Last mailed The date, time and user ID of the latest modification of the mailbox message screen and/or
on/at/by "Valid from/to" dates.
Valid from/to The period of time in which the mailbox is displayed to users when they log on.
These dates can be set on the mailbox message screen, not on the security profile|screen.

238

Copyright © Software AG 2003



Mailboxes
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You may specify the following items as part of a mailbox security profile:

Mailbox Name

In this field, you may specify a name for the mailbox; this name may be up to 32 charafters
long.

Mailbox In these lines, you may enter your notes on the security profile.

Security

Notes

Mailers You may enter up to 10 IDs of users (of any user type) who may use the mailbox to brgpadcast
messages, that is, modify the contents of the mailbox message screen.
If no mailers are specified, any user may use the mailbox.

Owners You may enter up to 8 IDs of ADMINISTRATORS. Only the ADMINISTRATORS speciffed

here will be allowed to maintain the mailbox security profile and assign the mailbox to
users/libraries.

If no owner is specified, any user of type ADMINISTRATOR may do so.

For each owner, the number of co-owners whose countersignatures will be required fof
maintenance/assignment permission may optionally be specified in the field after the I

7

For an explanation of owners and co-owners, see the s@&uiamersignatures

If you press PF4 on the Add Mailbox screen, the message screen of the mailbox will be displayed:

13:00:27

+

Mailbox ID ... MAIL2112  Valid from 1999-12-01 to 2699-12-31
Last mailed on 2003-04-11 at 12:00:58 by IW

*** Mailbox Message Screen *** 1999-08-13

+

| THERE IS UNREST IN THE FOREST I

| THERE IS TROUBLE WITH THE TREES I
| FOR THE MAPLES WANT MORE SUNLIGHT |
I AND THE OAKS IGNORE THEIR PLEAS |
|

+ +

Copyright © Software AG 2003

239



Components of a Mailbox Profile Mailboxes

mailbox

file

Valid These dates may be set if a message in only relevant for a certain period of time, and the
from/to is therefore only to be displayed to users at logon within this period of time.
If a "from" date is specified, the mailbox will only be displayed beginning on this day.
If a "to" date is specified, the mailbox will no longer be displayed after this day.
Any mailer (or owner) may specify these dates.
The format in which the dates have to be specified depend on the setting of the Natural pr
parameteDTFORM.
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Creating and Maintaining Mailbox Profiles

This section describes the functions used to create and maintain mailbox profiles. It covers the following topics:

Invoking Mailbox Maintenance

Adding a New Mailbox

Selecting Existing Mailboxes for Processing
Copying a Mailbox

Modifying a Mailbox

Renaming a Mailbox

Deleting a Mailbox

Displaying a Mailbox

Invoking Mailbox Maintenance
On the Main Menu, enter code "M" for "Maintenance". A window will be displayed.

In the window, mark object type "Mailbox" with a character or with the cursor. The Mailbox Maintenance
selection list will be displayed.

From this selection list, you invoke all mailbox maintenance functions as described below.

Adding a New Mailbox

The Add Mailbox function is used to define new mailboxes to Natural Security, that is, create mailbox security
profiles.

To add a new mailbox security profile, enter the comn#DD in the command line of the Mailbox
Maintenance selection list.

A window will be displayed. In this window, you entemailbox ID.

The Add Mailbox screen will be displayed. On this screen you may define a security profile for the mailbox. The
items you may define or specify are explained u@enponents of a Mailbox Profibove.

When you add a new mailbox, the owners specified in your own user security profile will automatically be
copied into the mailbox security profile you are creating.
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Selecting Existing Mailboxes for Processing

When you invoke Mailbox Maintenance, a list of all mailboxes that have been defined to Natural Security will
be displayed.

If you do not wish to get a list of all existing mailboxes but would like only certain mailboxes to be listed, you
may use the Start Value option as described in the sddtiding Your Way In Natural Security

On the Main Menu, enter code "M" for "Maintenance".

A window will be displayed. In the window, mark object type "Mailbox" with a character or with the cursor
(and, if desired, enter a start value).

The Mailbox Maintenance selection list will be displayed:

11:35:19 *** NATURAL SECURITY *** 2003-04-13
- Mailbox Maintenance -

Co Mailbox ID Mailbox Name Message

__MAILAZ MAILAZ

__MAILB  MAILBOX B

__ MAILF  MAIL-FINANCE
__MAILLP  PLEASE MR POSTMAN
__MAILLP1 CHAIN MAIL

__ MAILLP2

__MAILSAG MAILBOX FOR SAG
—_ MAILTM

~ MAILL

__MAILI0O NEWS AT 10

_ MAIL11

_ MAIL12

__ MAIL13

__ MAIL14

__ MAIL2112 MAILBOX YYZ

Command ===>
Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Flip - + Canc

For each mailbox, its ID and name are displayed.
The list can be scrolled as described in the seélinding Your Way In Natural Security

The following mailbox maintenance functions are available (possible code abbreviations are underlined):

Code| Function

CO | Copy mailbox
MO | Modify mailbox

RE | Rename mailbox

DE | Delete mailbox

DI Display mailbox
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To invoke a specific function for a mailbox, you mark the mailbox with the appropriate function code in column
"Co".

You may select various mailboxes for various functions at the same time; that is, you can mark several
mailboxes on the screen with a function code. For each mailbox marked, the appropriate processing screen will
be displayed. You may then perform for one mailbox after another the selected functions.

Copying a Mailbox

The Copy Mailbox function is used to define a new mailbox to Natural Security by creating a security profile
which is identical to an existing mailbox security profile.

What is Copied?

All components you defined for the existing security profile will be copied into the new mailbox security profile,
except the owners (these will be copied from your own user security profile into the new mailbox security profile
you are creating).

How to Copy

On the Mailbox Maintenance selection list, mark the mailbox whose security profile you wish to duplicate with
function code "CQO".

A window will be displayed. In this window, enter the ID of the "new" mailbox.
The Copy Mailbox screen will be displayed showing the new security profile.

The components of the security profile you may define or modify are explained@omeonents of a Mailbox
Profile above.

Modifying a Mailbox
The Modify Mailbox function is used to change an existing mailbox security profile.

On the Mailbox Maintenance selection list, mark the mailbox whose security profile you wish to change with
function code "MO".

The Modify Mailbox screen will be displayed. On this screen you may modify the mailbox’s security profile.
The items you may define or modify are explained u@enponents of a Mailbox Profilbove.

Renaming a Mailbox
The Rename Mailbox function allows you to change the mailbox ID of an existing mailbox security profile.
On the Mailbox Maintenance selection list, you mark the mailbox whose ID you wish to change with function

code "RE". A window will be displayed in which you can enter a new ID for the mailbox (and, optionally,
change its name).

Deleting a Mailbox
The Delete Mailbox function is used to delete an existing mailbox.

On the Mailbox Maintenance selection list, mark the mailbox you wish to delete with function code "DE". A
window will be displayed.
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e If you have invoked the Delete Mailbox function and should then decide against deleting the given mailbox,
you may leave the Delete Mailbox window by pressing ENTER without having typed in anything.
e If you wish to delete the given mailbox, enter the mailbox ID in the window to confirm the deletion.

When you delete a mailbox, the mailbox ID will simultaneously be deleted from the security profiles of the users
and libraries it has been assigned to.

If you mark more than one mailbox with "DE", a window will appear in which you are asked whether you wish
to confirm the deletion of each mailbox with entering the mailbox ID, or whether all mailboxes selected for
deletion are to be deleted without this individual confirmation. Be careful not to delete a mailbox accidentally.

Displaying a Mailbox

The Display Mailbox function is used to view an existing mailbox security profile.

On the Mailbox Maintenance selection list, mark the mailbox you wish to be displayed with function code "DI".
The Display Mailbox screen will be displayed, showing the security profile of the selected mailbox.

The individual components of the security profile are explained Waol@ponents of a Mailbox Profikgbove.

To view the message screen of the mailbox, press PF4 on the Display Mailbox screen.
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Retrieval

This section covers the following topics:

Purpose of Retrieval Functions

Invoking Retrieval Functions

Cross-Reference User

Cross-Reference Library

Cross-Reference File

Cross-Reference Utility

Cross-Reference Application

Cross-Reference External Object
Cross-Reference Mailbox

Retrieval in Batch Mode - Program RETRIEVE

Purpose of Retrieval Functions

The Retrieval subsystem of Natural Security may be used to retrieve information on the objects defined to
Natural Security and on the existing relationships between these objects. It allows you to review the existing
security profile definitions and their effects.

With Retrieval, you cannot do any Natural Security maintenance; you may only look at things.

Invoking Retrieval Functions
On the Main Menu, you enter code "R" for "Retrieval".

A window will be displayed. In the window, you mark an object type with a character or with the cursor (and, if
you wish, use the Start Value and Type/Status options as described in theFRadiitgn Your Way In Natural
Security).

The selection list for that object type will be displayed.
The selection list can be scrolled as described in the ségtidimg Your Way In Natural Security

From the selection list, you can invoke the following retrieval functions (possible code abbreviations are
underlined):

Code| Function Explanation

DI Display For each object type, the Display function is identical to the maintenance functipn of
the same name, as described in the appropriate maintenance section.

XR | Cross-Refereng The Cross-Reference functions for each object type are described below.

To invoke a specific function for an object, you mark the object with the appropriate function code in column
"Co" on the selection list.

You may select various objects for various functions at the same time; that is, you can mark several objects on
the screen with a function code. For each object marked, the appropriate processing screen will be displayed.
You may then perform for one object after another the selected functions.
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Cross-Reference User

This function allows you to obtain the following information:

a list of all base and compound applications to which a user is linked;
a list of all libraries available to a user;

a list of all DDMs/files a user’s private library is linked to;

a list of all groups a user belongs to;

a list of all users contained in a given group;

a list of all security profiles owned by a user;

a list of all DDM/file security profiles where the user is "DDM Modifier";
a list of all external objects to which a user is linked;

the user-specific functional security specifications for the command processors for which functional
security is defined for the user.

e a list of all utility profiles defined for a user.

On the User Retrieval selection list, you mark the user whose security profile you wish to cross-reference with

function code "XR".

A window will be displayed, in which you can select one or more of the following items by marking them with
any character:

Applications Displays a list of all base and compound applications to which the user is linked.

Libraries Displays a list of all libraries available to the user.

Linked Libraries | Displays a list of all libraries to which the user is linked (directly or via a group).

DDMs / Files Displays a list of all DDMs to which the user’s private library is linked.
Groups / Displays a list of all groups to which the user belongs; if the user is a group, a list of all
Members users contained in that group will be displayed.

Owned Objects | Displays a list of all security profiles of which the user is an owner.

DDM Modifier Displays a list of all DDM/file security profiles in which the user is specified as "DDIM
Modifier".

External Objects | Displays a list of all external objects to which the user is linked.

Command Displays the functional security specifications for each command processor for which

Processors functional security is defined for the user.

Utilities Displays a list of all user-specific and user-library specific utility profiles defined for [the
user.

Cross-Reference Library
This function allows you to obtain the following information:

a list of all DDMs a library is linked to;

a list of all users linked to a library;

the functional security specifications for the command processors in the library.
a list of all utility profiles defined for a library.

On the Library Retrieval selection list, you mark the library whose security profile you wish to cross-reference

with function code "XR".
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A window will be displayed, in which you can select one or more of the following items by marking them with
any character:

DDMs / Files Displays a list of all DDMs to which the library is linked.

Users Displays a list of all users who are linked to the library.

Command Displays the functional security specifications for each command processor in the liprary

Processors for which functional security is defined.

Utilities Displays a list of all library-specific and user-library specific utility profiles defined fof the
library.

Cross-Reference File

This function is only available on mainframe computers. It allows you to ascertain which libraries are linked to a
file.

On the File Retrieval selection list, you mark the file whose security profile you wish to cross-reference with
function code "XR".

A window will be displayed, in which you can select one or both of the following items by marking them with
any character:

Libraries Displays a list of all libraries that are linked to the file.

Private Libraries |Displays a list of all users whose private libraries are linked to thé file.

Cross-Reference Utility

This function allows you to ascertain which utility profiles exist for a utility.

On the Utility Retrieval selection list, you mark the utility whose profiles you wish to cross-reference with
function code "XR".

A window will be displayed, in which you can select one or more of the following items by marking them with
any character:

Library-Specific Profiles Displays a list of all library-specific profiles defined for this utility (as well
as the utility’s default profile).

User-Specific and Displays a list of all user-specific profiles and user-library-specific prdfiles

User-Library-Specific Profiles | defined for this utility.

All Profiles Displays a list of all user-specific profiles, library-specific profiles and
user-library-specific profiles, as well as the default profile defined for this
utility.

Cross-Reference Application

This function allows you to ascertain which users are linked to an application.

On the Application Retrieval selection list, you mark the application whose security profile you wish to
cross-reference with function code "XR". A list of all users who are linked to the application will be displayed.
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Cross-Reference External Object

This function allows you to ascertain which users are linked to an external object.

On the Retrieval selection list for a type of external object, you mark the object whose security profile you wish
to cross-reference with function code "XR". A list of all users who are linked to the external object will be
displayed.

Cross-Reference Mailbox
This function allows you to ascertain which users and which libraries a mailbox is assigned to.

On the Mailbox Retrieval selection list, you mark the mailbox whose security profile you wish to cross-reference
with function code "XR".

A window will be displayed, in which you can select one or both of the following items by marking them with
any character:

Libraries | Displays a list of all libraries to which the mailbox is assigped.

Users Displays a list of all users to which the mailbox is assignef.

Retrieval in Batch Mode - Program RETRIEVE

You can obtain all retrieval information for all objects of a certain object type at the same time. For this purpose,
the Natural Security library SYSSEC provides the program RETRIEVE. This program performs the Display and
Cross-Reference functions for all objects of a certain object type; that is, it will output Display and
Cross-Reference information for all selected objects.

The following information can be obtained:

Output 1: a list of all selected objects, with basic information about each object;
Output 2: display of security profiles of the selected objects;

Output 3: cross-reference information about the selected objects;

Output 4: display of security profiles of special links between users and libraries.

Various input parameters allow you to restrict the functions to a certain range of objects, and to determine the
sequence in which the information is to be output. The input parameters for RETRIEVE are:
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Object type:

US for users, LI for libraries, Fl for files (on mainframes only), MA for mailboxes, or the corresponding

code for a type of external object.

User type (for object type US):
A = Administrator, P = Person, M = Member, G = Group, T = Terminal, B = Batch user.

File status(for object type FI):
PUBL = Public, ACCE = Access, PRIV = Private.

Start value:

An object name (optionally with asterisk notation) to obtain information on a certain range of objects

only.

4/5.

Date from/to:

A range of dates to obtain information only on objects created/last modified within a specific peri¢d of

time.

Function: Determines which information is output, and the output sequence:

Output 1.

A Output 1, then Output 2 & 3 for one object, then Output 2 & 3 for the next object, etc.

AE  Output 1, then Output 2, 3 & 4 for one object, then Output 2, 3 & 4 for the next object, et.

X Output 3.

XE  Output 3 & 4 for one object, then Output 3 & 4 for the next object, etc.
D Output 1, then Output 2 for every object.

Z Output 1, then Output 2 for every object, then Output 3 for every object.

Output 1, then Output 2 for every object, then Output 3 for every object, then Output 4 fg

zE every object.

=

The program RETRIEVE is primarily intended for use in batch mode. However, by issuing the direct command
RETRIEVE, you can also invoke the program online: a menu will be displayed for you to specify the selection
options.
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Countersignatures

This section covers the following topics:

Using Owners

Using Countersignatures

Groups as Owners

Groups as Co-Owners

User Security Profiles of ADMINISTRATORS
Inaccessible Security Profiles

Using Owners

The benefit of usingwnersfor security profiles is that the work and responsibility of doing Natural Security
maintenance may be distributed amongst several ADMINISTRATORS instead of resting in the hands of just one
person.

This distribution may be done according to criteria of significance/sensitivity of objects, regional, branch or
departmental aspects, or whatever suits your specific Natural environment.

However, the number of ADMINISTRATORS should be kept low and the system by which you assign owners
should be clearly structured.

It is also possible to enter a GROUP as an owner. All ADMINISTRATORS contained in the GROUP will then
be authorized to maintain the security profile. (As only ADMINISTRATORs may do Natural Security
maintenance anyhow, users of other user types contained in the GROUP will not be affected by this.)

Using Countersignatures

It is the Natural Security ADMINISTRATORS who control all users’ access rights to libraries. The question may
well be asked, "Who controls the ADMINISTRATORs?" The answer is that they can control each other. This
may be achieved by the usecgiuntersignatures

A security profile may have up to 8 owners. Without countersignatures, each of these owners may modify,
delete, link, or edit the security profile unhindered.

If this is not desired, the countersignatures feature may be used: next to each owner of a security profile you may
enter a number (1, 2 or 3); an owner must then obtain this number of countersignatures from other owners of the
security profile, before he/she can gain access to the security profile. In this way, an owner cannot execute any
alterations without the knowledge and consent of other owners.
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Countersignatures are given by the co-owners entering theipaserord®n the Countersignatures screen; this
screen is displayed automatically when a function is invoked that requires countersignatures from co-owners of
the security profile concerned.

Note:
If the Lock User Optioris active, entering a wrong password on the Countersignatures screen may result in the
user who has invoked the screen being locked.

Example of Countersignatures:

In the security profile of user IW the following owners are specified:

+ OWNERS +
IUser ID ........... W !

! !

I'AD !

I HW +1 !

1JC +2 !

Only the three ADMINISTRATORS specified may modify the security profile.
The owner situation is the following:

e Owner AD may modify the security profile unhindered, that is, without having to obtain a countersignature
from any of the other owners.

® Owner HW may only modify the security profile with the consent of one of the other owners (this need not
be one specific owner but can be any one of the others).

e Owner JC may only modify the security profile with the consent of two, that is, all other owners of the
security profile.

® Any other administrators cannot modify the security profile, as they are not owners of the security profile.
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Let us imagine that owner HW wishes to modify the security profile of user IW. On the User Maintenance
selection list, he marks user "IW" with code "MO". The Countersignatures screen will be invoked:

13:10:14 *** NATURAL SECURITY *** 2003-04-13
- Modify User -

User ID .. IW

Group ID UserID Password Added Modified

AD On: 1999-08-13 2002-01-18
JC 13:08:15 13:09:10
By: AD AD

ONoO~WNE

SYSSEC5588: 1 authorized owner must enter his/her password.

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help Exit Canc

All other owners of the security profile are listed on the screen. One of them must enter his/her password.

If none of the other owners are available in person, they may communicate (for example, AD may reveal his
password to HW, which HW may then enter on the Countersignatures screen; AD should then change his
password immediately afterwards).

Once the correct password of one co-owner (either AD or JC) has been entered, the Modify User screen with the
security profile of user IW will be invoked for administrator HW to execute the intended modifications.
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Groups as Owners

If GROUPs are specified as owners, the following cases may occur:

® An ADMINISTRATOR is an owner of a security profile and also contained in a GROUP which is an owner
of the security profile. In this case the countersignature requirements specified for the ADMINISTRATOR
him-/herself apply.

o An ADMINISTRATOR is not an owner of a security profile him-/herself, but is contained in two or more
GROUPs which are owners of the security profile. In this case the countersignature requirements specified
for the GROUP with the fewest countersignatures apply.

If two or more GROUPs have equally few countersignatures, their alphabetical order is decisive.

Note:
In the above cases an ADMINISTRATOR may be an owner more than once. This implies that the
ADMINISTRATOR may provide him-/herself with one or more of the countersignatures required.

Groups as Co-Owners

If a GROUP appears as a co-owner on the Countersignatures screen, any one of the ADMINISTRATORSs
contained in the GROUP may countersign.

To select one ADMINISTRATOR from a GROUP, enter a "?" in the User ID field next to the Group ID on the
Countersignatures screen. A list of all ADMINISTRATORS contained in the GROUP will be displayed, from
which you may select the one whose countersignature you wish to obtain.

Please note that a GROUP counts as one co-owner, and one co-owner cannot provide more than one
countersignature. If, for example, two countersignatures are required, these may not both be obtained from
members of the same GROUP.

However, one ADMINISTRATOR may countersign more than once if he/she appears more than once as a
co-owner on the Countersignatures screen, i.e. in his/her own right and/or as a member of one or more GROUPs.
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User Security Profiles of ADMINISTRATORS

When an ADMINISTRATOR wishes to create any new security profiles (that is, to use an Add or Copy
function), the owner situation of his/her own security profile applies:

e If the ADMINISTRATOR's security profile has no owners assigned, he/she may create new security
profiles unhindered.

o [f the ADMINISTRATOR'’s security profile has owners assigned but these do not include the
ADMINISTRATOR, he/she must obtain the countersignatures of all owners of his/her security profile,
before he/she may create any new security profiles.

e |f the ADMINISTRATOR is one of the owners of his/her own security profile and has a number of
co-owners specified, the ADMINISTRATOR must obtain this number of countersignatures from other
owners of his/her security profile, before he/she may create any new security profiles.

A Owners and countersignatures should be assigned with the utmost care, as it
may be difficult, if not impossible, to cancel an undesired owner/co-owner
configuration. "Experimenting" with this feature can also result in your
locking yourself out from access to a security profile.

Inaccessible Security Profiles

If a security profile has become completely inaccessible - that is, if an owner/co-owner configuration has been
set up which does not allow any ADMINISTRATOR to access the security profile - the Natural system
command INPL can be used as a last resort to recover the security profile.

You enter the INPL command; then, on the INPL menu, you enter function code "R"; and in the subsequent
window, you enter an "O". In the next window, you enter the object type and the ID of the security profile to be
recovered. This deletes all owner entries from the security profile.
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Functional Security

This section covers the following topics:

Command Processors

Functional Security for a Command Processor
Allowing/Disallowing Keywords

Defining Functional Security for a Library
Defining Functional Security for a User
Functional Security for Library SYSSEC

Command Processors

Command processors are used to control the way in which commands/functions are executed in a library. They
are created with the Natural utili§YSNCP In a command processor, you define commands - that is, keywords

and combinations of keywords - and the actions to be performed in response to these commands being entered by
the users.

Functional Security for a Command Processor

Natural Security allows you to defifignctional securityfor each command processor in a library: you can
determine which of the keywords and keyword combinations defined in the processor are to be allowed or not
allowed in the library, thus restricting the availability of certain functions within the library. Moreover, you can
define user-specific functional security; that is, you can make different functions available for different users of
the same command processor in a library.

This is done via the "Functional Security" options in the security profiles of libraries and users, as described in
detail in this section. The functional security defined for a command processor in a library profile applies to all
users of the command processor in that library. In addition, in a user profile you can define different functional
security for an individual user of a command processor in a library, which then takes precedence over the
specifications in the library profile.
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Status of a Command Processor

In Natural Security, a command processor can have the following status:

Undefined

The command processor has been created with SYSNCP, but no functional security is de
it.

fined for

Defined

The command processor has been created with SYSNCP and functional security is defin

pd for it.

Modified

The command processor has been modified with SYSNCP after functional security was d
for it.

In this case, you may have to update the functional security for the command processor;
done by marking the field "Functional Security Defined" with "UP" and then adjusting the
security specifications.

To update the functional security falt "modified" command processors in the library, you ¢
use the application interfaddSCLI (function code "UC").

Note:
If a command processor is modified with SYSNCP, it has to be recataloged in order for th
modifications to be reflected in Natural Security.

efined

his is

Unresolved

The command processor has been deleted with SYSNCP, but functional security is still d
for it.

In this case, you should also delete the functional security for the command processor (by
marking the field "Functional Security Defined" with "DE").

bfined

Allowing/Disallowing Keywords

By default, all keywords defined in a command processor are disallowed, which means that none of the
commands defined in the processor can be executed.

If you wish to make only relatively few functions available, you can leave this default unchanged so that
generally all keywords are disallowed, and you can then allow the use of individual keywords and keyword
combinations (commands). If you wish to make most functions available and only restrict the use of relatively
few functions, you can change the default so that generally all keywords are allowed and you can then disallow
the use of individual keywords and keyword combinations.
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Defining Functional Security for a Library

If you mark the option "Functional Security" in tAdditional Optionswindow of a library security profile (see
"Components of a Library Profile" in the section Library Maintenance), the Functional Security window will be
displayed:

Library ID .....ccccvvveneen. XYZLIB___
Command Processor ............

__Functional security defined ..
___Keyword default ..............
___Keyword exceptions ...........
__ Command exceptions ...........
Type of command exceptions ...

In this window, you can define functional security for any command processor that has been created in that
library.

In the Command Processor field of the window, you enter the name of the processor you wish to define for the
library.

If you do not know the name of the processor you want, enter an asterisk (*) in the Command Processor field: a
list of all processors that are contained in that library will be displayed; from the list, you select a processor by
marking it with any character or the cursor.

By default, no functional security is defined for a command processor: the Keyword Default is set to
"Disallowed", and no Keyword Exceptions or Command Exceptions are defined; which means that none of the
commands defined in the processor can be executed.

Functional Security Defined

This field may take the following values:

No | This indicates that the default settings for Keyword Default and Keyword/Command Exceptions gpply.

Yes | This indicates that some of the default settings have been changed.

??? | This indicates that the status of the command processor is either "modified" or "unresolv&dit(see
of a Command Processabove).
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Keyword Default

This field may take the following values:

Disallowed | By default, all keywords specified in the processor are disallowed (and you may allow indiyvidual
keywords and keyword combinations via Keyword Exceptions and Command Exceptions)|.

Allowed By default, all keywords specified in the processor are allowed (and you may disallow individual
keywords and keyword combinations via Keyword Exceptions and Command Exceptions).

To change the value from "Disallowed" to "Allowed", or vice versa, mark the Keyword Default input field with
any character.

You can only change the Keyword Default if neither Keyword Exceptions nor Command Exceptions are

defined; so, if necessary, you must reset the allowed/disallowed status of all Command Exceptions and Keyword
Exceptions to their default settings (as explained below) before you can change the Keyword Default.

Keyword Exceptions

This field may take the following values:

No | This indicates that the Keyword Default applies to all keywords; that is, all keywords are either allowed
or disallowed.

Yes | If the Keyword Default is set to "Disallowed", this indicates that individual keywords are allowed; |f the
Keyword Default is set to "Allowed", this indicates that individual keywords are disallowed.

By default, all keywords are either allowed or disallowed, depending on the setting of the Keyword Default.

To change this default status for individual keywords, mark the Keyword Exceptions input field with any
character(s) - except "DE". Depending on the Keyword Default, either the Allow Keywords screen or the
Disallow Keywords screen will be displayed, listing all keywords that have been defined in the processor:

14:18:03 ** NATURAL SECURITY *** 2003-04-13
- Disallow Keywords -

Library .. SYSSEC  Command Processor .. NSCCMDO01

Keyword Type A/D

ACCESS Action A
ADD Action A
ADDMULTIPLE  Action A
ADMIN Action A
CONVERT Action A
COPY Action D
DELETE Action D
DISPLAY Action A
DUMMY1 Action A
DUMMY?2 Action A
DUMMY3 Action A
DUMMY4 Action A
EDIT Action A

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp Flip Canc
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The list can be scrolled as described in the seéliioding Your Way In Natural Security
In the "A/D" column, mark the keywords to be disallowed with "D" and those to be allowed with "A".
Any status that is different from the Keyword Default status will be displayed intensified.

To reset the disallowed/allow status of all keywords to the Keyword Default setting, mark the Keyword
Exceptions input field with "DE" (delete). A window will be displayed, in which you enter "Y" to confirm the
deletion.
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Command Exceptions

This field may take the following values:

No | This indicates that all initial default settings apply.

Yes

This indicates that individual default settings have been chaj

hged.

If any of the keywords that make up a command is disallowed, the command will, by default, be disallowed. If
all of the keywords that make up a command are allowed, the command will, by default, be allowed.

To change this default status for individual commands, mark the Command Exceptions input field with any
character(s) - except "DE". The Allow/Disallow Commands screen will be displayed, listing all commands that
have been defined in the processor:

14:19:13

Library .. SYSSEC

*** NATURAL SECURITY ***
- Allow/Disallow Commands -

Command Processor .. NSCCMDO01

2003-04-13

Action Object (unused) A/D
ACCESS DATASET A
ACCESS JOB A
ACCESS NODE A
ACCESS OPERATIONS A
ACCESS PRINTER A
ACCESS VOLUME_SERIAL A
ACCESS VTAM_APPLICATION

ADD DATASET A
ADD FILE A

ADD JOB A

ADD LIBRARY A

ADD MAILBOX A

ADD NODE A

Enter-PF1---PF2---PF3---PF4---PF5---PF6---PF7---PF8---PF9---PF10--PF11--PF12---
Help PrevM Exit AddOp Flip Canc

The list can be scrolled as described in the seéliioding Your Way In Natural Security
In the "A/D" column, mark the commands to be disallowed with "D" and those to be allowed with "A".
Any status that is different from the default status will be displayed intensified.

To reset the status of all commands to their default allowed/disallowed settings, mark the Command Exceptions
input field with "DE" (delete). A window will be displayed, in which you enter "Y" to confirm the deletion.

Type of Command Exceptions

If any Command Exceptions are defined, this field may take the following values:
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Allowed This indicates that one or more of the commands that were initially disallowed have been
allowed.

Disallowed This indicates that one or more of the commands that were initially allowed have been
disallowed.

Allowed/ This indicates that one or more of the initially disallowed commands have been allowgd and

Disallowed also one or more of the initially allowed commands have been disallowed.

Defining Functional Security for a User

Generally, the functional security defined for a command processor in a library security profile applies to all
users of the processor in that library. If you wish to define different functional security for an individual user,

you may do so in the user’s security profile. The specifications in the user profile will then take precedence over
the specifications in the library profile.

By default, the functional security specifications as defined for the processor in the library security profile apply.

To change any of these specifications for an individual user, mark the option "Functional Security" in the
Additional Optionswindow of the user’s security profile (see "Components of a User Profile” in the section User
Maintenance); the Functional Security window will be displayed:

Library ID .....cccccoevnne
Command Processor ............

__ Functional security defined ..
__Keyword default ..............
__Keyword exceptions ...........
__Command exceptions ...........
Type of command exceptions ...

In this window, you can define user-specific functional security for a command processor in a library.

In the Library ID field of the window, enter the ID of the library in which the processor is contained, and in the
Command Processor field, enter the name of the command processor you wish to define for the user.
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Functional Security Defined

This field may contain the following values:

No | This indicates that for this user the functional security as defined for the processor in the library security
profile applies.

Yes | This indicates that for this user functional security different from that defined for the processor in the
library security profile has been defined.

??? | This indicates that the status of the command processor is either "modified" or "unresolvEti(see
of a Command Processabove).

To reset the user-specific specifications to those as defined for the processor in the library profile, mark the
Functional Security Defined input field with "DE" (delete). A window will be displayed, in which you enter "Y"
to confirm the deletion.

Keyword Default/Keyword Exceptions/Command Exceptions/Type of
Command Exceptions

For these fields, the same applies as described Dadieing Functional Security for a Libragbove.

Functional Security for Library SYSSEC

The command processor NSCCMDOL1 is provided for the Natural Security library SYSSEC. Natural Security
alwaysuses this processor for the handling of functions within SYSSEC.

By default, NSCCMDOL1 is defined with Keyword Default set to "Allowed" and no Keyword Exceptions or
Command Exceptions; that is, all Natural Security functions are allowed.

You cannot modify command processor NSCCMDO1 itself (as it is only provided in object form); but, if
necessary, you may modify the functional security aspects of NSCCMDOL1 in the library profile of SYSSEC and
in the user profiles of Natural Security administrators to control the use of functions within SYSSEC. For
example, if you wish a user to only look at security profiles but not modify them, you may disallow for that user
all action keywords but "DISPLAY"; or, if you wish a user to only deal with user profiles, but not profiles of any
other type of object, you may disallow for that user all object keywords but "USER".

However, it would be useless to create with SYSNCP any other command processor for library SYSSEC, as
SYSSEC would ignore any processor other that NSCCMDOL1.

A Do not set the Keyword Default for command processor NSCCMDO1 to
"Disallowed" - unless you definenmediately afterwards Keyword
Exceptions that allow you to use all the Natural Security functions you need.
If you set the Keyword Default for NSCCMDOL1 to "Disallowed" and then
leave the Functional Security window, this will disallow the use of all Natural
Security functions; that is, no one will be able to use Natural Security
anymore. To make Natural Security accessible again, it would then be
necessary to execute an INPL with the RECOVER option.
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Natural Security In Batch Mode

This section covers the following topics:

General Information on Batch Mode
Logon in Batch Mode

Batch User Security Profiles
Startup Transaction in Batch Mode
Mailboxes in Batch Mode

General Information on Batch Mode

Before you use Natural Security in batch mode, you should be familiar with the general considerations
concerning the use of Natural in batch mode as described in your Natural Operations documentation.

Please also observe the batch-mode particularities of the underlying operating system.

If you want to process a job in batch mode under Natural Security, the Natural system variable *DEVICE must
set to BATCH.

Logon in Batch Mode

When you use Natural Security in batch mode, the logon procedure is started automatically. Input for the
LOGON command must be provided as follows:

On mainframes in delimiter mode (IM=D), and on all other platforms:

%*
library-1D ,user-1D,password

On mainframes in forms mode (IM=F):
library-ID user-ID
%*

password

In forms mode, thébrary-ID must be 8 bytes long; if it is less than 8 characters long, the remaining bytes must
be filled with blanks.

The input mode on mainframes is set with the Natural profile paraivet@vhich is described in the Natural
Parameter Reference documentation).

The specification of "%*" will prevent the password from being printed.

If the logon procedure is to be initialized via dynamic parameters, the LOGON command must be specified with
the profile parameter STACK as follows:

STACK=(LOGON library-ID user-ID passworl

Note:
Under Windows in batch mode, the map LOGONM1 instead of the dialog box GLOGONML1 is displayed as
logon screen.
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Password Change in Batch Mode

To change the password in batch mode, input for the LOGON command must be provided as follows:
On mainframes for delimiter mode (IM=D), and on all other platforms:

%*

library-1D ,user-1D,passworchew-password
%*

,»New-password

On mainframes for forms mode (IM=F):

library-ID user-ID

%*

password new-password
%*

new-password

For forms modeljbrary-ID andpasswordnust be 8 bytes long; if they are shorter, the remaining bytes must be
filled with blanks. Thenew-passwordh the last line must be preceded by 8 blanks.

Automatic Logon in Batch Mode

If you use automatic logon (Natural profile parameter AUTO=0N) in batch mode, the batch job name will be
taken as user ID. This batch job name must be defined as a user to Natural Security. A logon with a user ID other
than the batch job name will not be possible.

Batch User Security Profiles

In addition to creating security profiles for users of types "A", "P", "M", "G" and "T", you can also create user
security profiles of type "B" (for "batch"). They are created in the same way as other user security profiles (see
Adding a New Usein the section User Maintenance) You can then enter the user ID of such a batch user in the
field "Batch User ID" of a user security profile.

Before a batch user ID can be entered in a user security profile, a security profile for this batch user ID must
have been defined.

Several users may share the same batch user ID; that is, the same batch user ID can be entered in the security
profiles of several users. Thus, the same conditions of use can apply to several users in batch mode, and these
conditions have to be defined only once.

A batch user ID cannot be used for a logon in online mode.

In batch mode, a user logs on with his/her "normal” user ID and password. Natural Security will then use the
batch user ID specified in the user’s security profile, and the conditions of use defined for that batch user ID will

apply.

If no batch user ID is specified in the user’s security profile, the "Privileged Groups" specified in the user’'s
security profile will be checked (in order of entry) for a batch user ID. If none of the Privileged Groups has a
batch user ID either, the user’s own user ID will be used.

A batch user profile cannot be linked directly to a library, it must be linked via a GROUP; that is, it must be
contained in a GROUP, and the GROUP be linked to the library.
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Startup Transaction in Batch Mode

When you log on to a library in batch, the setting of the switch "Batch execution" in the library security profile
determines whether the startup transaction specified in the library security profile will be executed or not. See
Transactiongunder Components of a Library Profile in the section Library Maintenance) for details.

Mailboxes in Batch Mode

When you log on in batch mode, it depends on the setting of the general Quippré'ss mailboxes in batch
modé (as explained in in the section Administrator Services) whether mailboxes are displayed or not.
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Transferring Security Data To Another
System File

This section covers the following topics:

General Information on Security Data Transfer
Using SECULD

Using SECLOAD

Transferring Data to Another Hardware Platform
Transferring Data in Batch Mode

General Information on Security Data Transfer

This section describes how to transfer Natural Security data from one system file to another. This is only relevant
if you use two Natural Security system files.

A Natural Security system file is specified with the Natural profile pararR&EC(which is described in the
Natural Parameter Reference documentation).

The library SYSSEC contains two programs for the transfer of Natural Security data from one system file to
another: SECULD and SECLOAD:

® SECULD is used to unload data from one system file to a work file.
e SECLOAD is used to load the data from the work file onto the other system file.

The selection of data to be transferred is done with SECULD. SECLOAD will always attempt to transfer the
complete work file. However, SECLOAD will check whether the data to be transferred are consistent with the
data already stored on the system file. Inconsistent data will not be loaded.

The programs SECULD and SECLOAD you use must both be of the same Natural Security version. Moreover,
it is recommended that the latest available version of SECULD and SECLOAD be used.

As of Natural Security Version 2.2 for mainframes and Version 3.1 for UNIX and Windows platforms, an FSEC
system file can be shared by all supported Natural Security versions; that is, you can continue to use an existing
FSEC file and need not create a new FSEC file for a new Natural Security version. However, should you decide
to use a new FSEC file for a new Natural Security version and wish to transfer existing security data to this new
file, you unload/load the data using the standard SECULD/SECLOAD transfer procedure.
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Using SECULD

To invoke SECULD, you enter the command "SECULD" in the command line of any Natural Security screen.
The SECULD menu will be displayed.

Using SECULD

To select the type of data to be transferred, you enter one of the following function codes on the SECULD menu:

Function Code

Type of Data to be Unloaded

*

All security data.

e).

mes).

D All security data with deletion

(all data will be loaded onto the work file and be deleted from the system f
(0] Objects defined in Natural Security (users, libraries, utility profiles, etc.).
L Links between users and objects.
F Links between libraries and files (this function is only available on mainfra
C Components of library profile (this function is not available on mainframes).
P Default profiles (user or utility profiles).

In addition to the function code, you can specify the following on the SECULD menu:
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Transfer With this option, you specify to which work file the selected data are to be written:
The data will be written to Work File 1 in alphanumeric form (this is the default fo
Y non-mainframe environments). Work File 1 can be used for any form of transfer
supported by SECULD/SECLOAD.
The data will be written to Work File 5 in binary form (this is the default for
N  mainframe environments). Work File 5 can only be used if the data are to be
transferred to another system file on the same hardware platform.
Object Type | If you select function code "O", "L" or "P", you also have to specify the type of object/linkfto be
unloaded.
If you select function code "C", you also have to specify the type of components (DDM
profiles) to be unloaded.
For a selection list of possible types, enter a question mark (?) in the Object Type field.
Start Value | You may specify an ID (optionally with asterisk notation) to transfer a certain object or rgnge of
objects
(not applicable to function codes "*" and "D").
Number You may specify the number of objects to be transferred
(not applicable to function codes "*" and "D").
Date You may specify two dates to load only objects which were created/last modified in that period
from/to of time
(not applicable to function code "D").
Work File You specify the name of the work file to which the data are to be written.
If you use Work File 5, the work-file name must end with ".sag".
This field is not available on mainframes.
Ty The type of work file:
D Default.
N  Entire Connection work file.
This field is not available on mainframes.
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Using SECLOAD

To invoke SECLOAD, you enter the command "SECLOAD" in the command line of any Natural Security
screen. You will then be prompted to make the following specifications:

Load NSC Data The data will be read from Work File 1 (this is the default for non-mainframe
from Work File 2 | Y environments).

The data will be read from Work File 5 (this is the default for mainframe

N environments).

User-Defined This is the same as the corresponding load option of the SYSTRANS utility (see th
Conversion Table | sectionLoad, Scan and Restart Load Functionthe Natural SYSTRANS Utility
documentation).

\1%4

Work File You specify the name of the work file from which the data are to be written.

This field is not available on mainframes.

Type of Work File| p  Default.

N Entire Connection work file.

This field is not available on mainframes.

Note:
Data which are inconsistent or which already exist on the target system file will not be loaded. To ascertain why
data were not loaded, please refer to the load report.
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Transferring Data to Another Hardware Platform
With SECULD and SECLOAD, you can also transfer security data from one hardware platform to another.
To do so, you enter a "Y" in the Transfer field of the SECULD menu.

By pressing PF4, you can then invoke an additional window in which you can specify the following optional
parameters:

Target Environment | The operating system (as in the Natural system vart@mSY§ of the target
environment.

Target FSEC The database ID and file number of the FSEC system file to which the data are [to be
DBID/FNR transferred. SECLOAD will compare these specifications with the DBID/FNR of the

actual FSEC file to which the data are to be loaded: if they are not the same, the data
cannot be loaded. In this way, you can prevent an uncontrolled loading of securjty
data. Otherwise anybody who got hold of the work file, could load it anywhere.

—

Conversion These are the same as the corresponding unload options of the SYSTRANS utility (see
EBCDIC-ASCII the sectiornload Functiongn the Natural SYSTRANS Utility documentation).

User-Defined
Conversion Table

The data will then be written, in alphanumeric form, to Work File 1, from where they can be loaded with
SECLOAD.

Note:

When data are transferred from a mainframe platform to another platform, SECLOAD also checks if library IDs
conform to the naming conventions for libraries (as described under the system cdo@®H in the Natural
System Command Reference documentation).
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Transferring Data in Batch Mode

Examples of SECULD/SECLOAD in Batch Mode on Mainframes

Example jobs for executing SECULD and SECLOAD in batch mode on mainframe computers are shown below.

Example 1 of SECULD Job:

In this example, all users whose IDs begin with "LP" and who were last modified between 1st January and 10th

June 2002, and the library TESTLIB will be transferred to the work file CMWKFO05.

/ISECULD JOB DEMO,CLASS= ,MSGCLASS= ,REGION=2048K
1l
//[ULD EXEC PGM=NATBAT nn,

/l PARM="DBID=10,FNR=5,FSEC=(,8),FDIC=(,9),IM=D,MT=0,MAXCL=0,MADIO=0’
/ISTEPLIB DD DISP=SHR,DSN=NATURAL.V nn.LOAD

1 DD DISP=SHR,DSN=ADABAS.V nn.ADALOAD

/[IDDCARD DD *

ADARUN PROGRAM=USER,SVC=249,DATABASE=10,MODE=MULTI

/*

/ICMPRINT DD SYSOUT=*

/ICMWKFO05 DD UNIT=TAPE,VOL=SER=NATSEC,DSN=NSC.ULD,

// DCB=(RECFM=VB,LRECL=4624,BLKSIZE=4628,DEN=3),DISP=(,KEEP)
/ICMSYNIN DD *

SYSSEC,DBA,PASSWORD

SECULD

O,N,US,LP*,,2002-01-01,2002-06-10

O,N,LI,TESTLIB,1

FIN
/*

Example 2 of SECULD Job:

In this example, all users whose IDs begin with "LP" will be transferred to the work file CMWKFO1. If the
"Transfer" option is specified as "Y", the job must contain a line for additional parametefsg(ssierring Data

to Another Hardware Platforigtbove). In this example, no additional parameter specifications are made (that is,

they are either not specified or specified as "N") .
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//ISECULD JOB DEMO,CLASS= ,MSGCLASS= ,REGION=2048K
I RIS A AAK ik

//JULD  EXEC PGM=NATBAT nn,

/l PARM="DBID=10,FNR=5,FSEC=(,8),FDIC=(,9),IM=D,MT=0,MAXCL=0,MADIO=0’
/ISTEPLIB DD DISP=SHR,DSN=NATURAL.V nn.LOAD

I DD DISP=SHR,DSN=ADABAS.V nn.ADALOAD

/IDDCARD DD *

ADARUN PROGRAM=USER,SVC=249,DATABASE=10,MODE=MULTI

/*

/ICMPRINT DD SYSOUT=*

/ICMWKFO1 DD UNIT=TAPE,VOL=SER=NATSEC,DSN=NSC.ULD,

// DCB=(RECFM=VB,LRECL=4624,BLKSIZE=4628,DEN=3),DISP=(,KEEP)
/ICMSYNIN DD *

SYSSEC,DBA,PASSWORD

SECULD

O,Y,US,LP*

.»N,N

FIN
/*

Example 3 of SECULD Job:

In this example, all libraries whose IDs begin with "SF" will be transferred to the work file CMWKFO1. The
target environment is a PC, and the database ID and file number of the target FSEC system file are 89 and 356.

/ISECULD JOB DEMO,CLASS= ,MSGCLASS= ,REGION=2048K
1l
//lULD EXEC PGM=NATBAT nn,

/l PARM="DBID=10,FNR=5,FSEC=(,8),FDIC=(,9),IM=D,MT=0,MAXCL=0,MADIO=0’
/ISTEPLIB DD DISP=SHR,DSN=NATURAL.V nn.LOAD

1 DD DISP=SHR,DSN=ADABAS.V nn.ADALOAD

/[IDDCARD DD *

ADARUN PROGRAM=USER,SVC=249,DATABASE=10,MODE=MULTI

/*

/ICMPRINT DD SYSOUT=*

/ICMWKFO01 DD UNIT=TAPE,VOL=SER=NATSEC,DSN=NSC.ULD,

// DCB=(RECFM=VB,LRECL=4624,BLKSIZE=4628,DEN=3),DISP=(,KEEP)
/ICMSYNIN DD *

SYSSEC,DBA,PASSWORD

SECULD

O,Y,LI,SF*

WNT-X86,89,356,N,N

FIN
/*

Example 1 of SECLOAD Job:

In this example, the data will be read from work file 5 (CMWKFO05).
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//ISECLOAD JOB DEMO,MSGCLASS= ,CLASS= ,REGION=2048K

I RIS A AAK ik

/ILOAD EXEC PGM=NATBAT nn,

/l PARM="DBID=7,FNR=23,FSEC=(,24),FDIC=(,25),EJ=OFF,MT=0,IM=D,MADIO=0,MAXCL=0’
/ISTEPLIB DD DSN=NATURAL.V nn.LOAD,DISP=SHR

I DD DSN=ADABAS.V nn.ADALOAD,DISP=SHR

/ICMPRINT DD SYSOUT=*

/IDDCARD DD *

ADARUN PROGRAM=USER,SVC=249,DATABASE=7,MODE=MULTI

/*

/ICMWKFO5 DD UNIT=TAPE,VOL=SER=NATSEC,DSN=NSC.ULD,DISP=SHR
/ICMSYNIN DD *

SYSSEC,DBA,PASSWORD

SECLOAD

N,N

FIN

/*

Example 2 of SECLOAD Job:

In this example, the data will be read from work file 1 (CMWKFOL1).

/ISECLOAD JOB DEMO,MSGCLASS= ,CLASS= ,REGION=2048K
1l
/ILOAD EXEC PGM=NATBAT nn,

/l PARM="DBID=7,FNR=23,FSEC=(,24),FDIC=(,25),EJ=OFF,MT=0,IM=D,MADIO=0,MAXCL=0’
/ISTEPLIB DD DSN=NATURAL.V nn.LOAD,DISP=SHR

1 DD DSN=ADABAS.V nn.ADALOAD,DISP=SHR

/ICMPRINT DD SYSOUT=*

/[IDDCARD DD *

ADARUN PROGRAM=USER,SVC=249,DATABASE=7,MODE=MULTI

/*

/ICMWKFO01 DD UNIT=TAPE,VOL=SER=NATSEC,DSN=NSC.ULD,DISP=SHR

/ICMSYNIN DD *

SYSSEC,DBA,PASSWORD

SECLOAD

Y,N

FIN

/*
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User Exits

This section describes the user exits available with Natural Security. It contains information on:

® | ogon-Related User Exits
® SECNOTE - User Exit for Security Notes
® Other User Exits

Logon-Related User Exits

The following logon-related user exits are available:

e |OGONEX1
® | OGONEX2
e | OGONEXS3

LOGONEX1, LOGONEX2, and LOGONEX3 are Natural subprograms; their sources are available in the library
SYSSEC, their object modules are stored in the library SYSLIB.

When you modify the sources, please take care to secure them appropriately so as to prevent them from being
overwritten by the original user exits when Natural Security is installed again. To use one of these user exits, you
copy its source code from the library SYSSEC into one of your own libraries, modify it to suit your

requirements, catalog it, and then copy the cataloged object module into the library SYSLIB.

LOGONEX1

LOGONEX1 isalwaysinvoked by the Natural Security logon program.

Unless modified, LOGONEX1 invokes the Natural Security logon screen (map LOGONML or dialog box
GLOGONML1; sed.ogon Screen / Logon Dialog Bpx

By modifying LOGONEX1 it is possible to invoke your own logon screens.

LOGONEX2

LOGONEX?2 is invoked by the Natural Security logon program under any of the following conditions:

® when "#" is entered as the library ID (or is passed from LOGONEX1 as library ID);
® when no library ID has been specified for the logon and neither a default library nor a private library exists
which could have been invoked (see dlsgon Without Library IDin the section Logging On).

When LOGONEX2 is invoked, the user ID and password have already been checked and found valid by the
logon program. At this point, the Natural system variable *USER contains a valid value, which may be used.

Unless modified, LOGONEX2 consists of nothing but an END statement. On return to the logon program, a
valid library ID must be passed to the logon program, otherwise the logon will be rejected. Moreover, it is
possible to return one of possibly several IDs using which a user is linked to a library.

As the user ID/password check has already established the validity of the user-specific logon data when
LOGONEX?2 is invoked, LOGONEX2 may be used to implement additional user-specific procedures or to
request user-specific data. For example, the subproa§EONOTE(see below) may be invoked to read User
Security Notes.
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When the logon program invokes LOGONEX1 or LOGONEX?2, it passes the parameters #USERDUMMY1 and
#USERDUMMY?2 to the subprograms. Both parameters are provided for your use; their format/length is A8.
You may assign values to these parameters in LOGONEX1 and subsequently use these values in LOGONEX2,
as they are passed without modification from one subprogram to the other.

LOGONEX3

LOGONEX3 is invoked by the Natural Security logon program under any of the following conditions:

e if there are mailboxes to be displayed,;

e if at least one of the parameters #USERDUMMY1 or #USERDUMMY?2, passed from LOGONEX1 or
LOGONEX2 respectively, is not blank.

LOGONEX3 is invoked immediately after a successful logon and before control is passed from the logon
program to the library invoked; when LOGONEX3 is invoked, logon processing is completed except for the
display of the mailboxes.

If LOGONEXS is left unmodified, it performs the subprogram calls necessary for the display of mailboxes.
You may modify LOGONEX3 for one of the following purposes:

® to suppress the display of mailboxes;

® to have non-library-specific processing to be carried out immediately after a successful logon but before any
library-specific transactions are executed.
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SECNOTE - User Exit for Security Notes

The user exit SECNOTE may be used to read the "Security Notes" of a security profile from outside the Natural
Security library SYSSEC.

SECNOTE is a Natural subprogram whose object module is stored in the library SYSTEM. The source code of
SECNOTE is not available.

SECNOTE can be invoked from a library by using a CALLNAT statement and will return "Security Notes" to
the invoking library. "Security Notes" is that section of a security profile which usually consists of a window of
eight lines invoked using "Additional Options". SECNOTE can be applied to User Security Notes, Group
Security Notes, Library Security Notes and Special Link Security Notes.

SECNOTE must be invoked with the following three parameters:

Parameter Explanation
#TYPE (A1) This parameter is used to specify which Security Notes are to be read. Valid values fpr
#TYPE are:

User Security Notes are to be read. The current content of the Natural systen

U Variable *USER determines which user's Security Notes will be read.

L Library Security Notes are to be read. The current content of the Natural systém
variable *APPLIC-ID determines which library’s Security Notes will be read.

G Group Security Notes are to be read. The current content of the Natural system

variable *\GROUP determines which user’s/group’s Security Notes will be reagl.

Special Link Security Notes are to be read. The current contents of the Natura
S  system variables *GROUP and *APPLIC-ID determine which special link’s
Security Notes will be read.

#NOTES(A60/8) | On return from SECNOTE, this parameter contains the Security Notes.

#RC (N4) This parameter contains the return code from SECNOTE. Possible return codes are:

0 Security Notes have been read.

860 #TYPE contains invalid code.

806 Library does not exist (is not defined to Natural Security).
861 User has no special link to library.

873 User does not exist (is not defined to Natural Security).

The above-mentioned system variables are described in the N&ystrain Variabledocumentation.
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Other User Exits

The library SYSSEC contains a number of other user exits calleKKESCL - whereXX s the object type: US
= user, LI = library, DD = DDM, FI = file, or OB = external object.

The object-type-specific NSCEX1 user exit is invoked immediately after a maintenance function for an object
of the respective type has been performed.

The parameters of these user exits are not modifiable.

For details, please refer to the source code of user exits themselves.
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Application Interfaces

This section covers the following topics:

Overview of Subprograms
Subprogram NSC---L
Subprogram NSC---P
Subprogram NSC----P
Subprogram NSCCHCK
Subprogram NSCDA
Subprogram NSCDA-C
Subprogram NSCDA-P
Subprogram NSCDA-S
Subprogram NSCDAU
Subprogram NSCDAUC
Subprogram NSCDAUP
Subprogram NSCDAUS
Subprogram NSCDEF
Subprogram NSCDU
Subprogram NSCFI
Subprogram NSCLI
Subprogram NSCMA
Subprogram NSCOB
Subprogram NSCUS
Subprogram NSCXR

Overview of Subprograms

Natural Security provides a number of application interfaces, that is, subprograms which may be used to access
Natural Security maintenance and retrieval functions from outside the Natural Security library SYSSEC.

Use of the subprograms is controlled by the general opfice"Access to Functions via Application Interfdces
(which is described in the section Administrator Services).

On the Main Menu, you enter code "A" for "Administrator Services". The Administrator Services Menu will be
displayed.

Note:
Access to Administrator Servicesay be restricted (as explained in the section Administrator Services).

On the Administrator Services Menu 2, you select "Application Interfaces". A list of the interface subprograms
along with examples and explanatory online texts will be displayed.
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Overview of Subprograms

The following subprograms are available:

Subprograms for Access Verification:

Subprogram

Function

NSC---L

Check if logon to a library is allowed.

NSC---P Check if password is valid.

NSC----P Check if password is valid, and change password.
NSCCHCK |Check if access to external object is allowed.
NSCDEF Check if object is defined to Natural Security.
Subprograms for Maintenance:

Subprogram | Function

NSCFI Maintenance functions for files.

NSCLI Maintenance functions for libraries.

NSCMA Maintenance functions for mailboxes.
NSCOB Maintenance functions for external obje¢ts.
NSCUS Maintenance functions for users.

Subprograms for Retrieval:

urity

Subprogram Function

NSCDA Display library security profile.

NSCDA-C Display command restrictions of library security profile.

NSCDA-P Display security options, security limits and session parameters of library sec
profile.

NSCDA-S Display statement restrictions of library security profile.

NSCDAU Display special link security profile.

NSCDAUC Display command restrictions of special link security profile.

NSCDAUP Display security options, security limits and session parameters of special lin
security profile.

NSCDAUS Display statement restrictions of special link security profile.

NSCDU Display user security profile.

NSCXR Cross-reference functions.

NSCFI, NSCLI, NSCMA
NSCOB, NSCUS

The display functions (function code "DI" - Display security profile) of these
subprograms are considered to be retrieval functions.
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Each subprogram that is to be used must be copied into the library in which it is to be executed, or into one of the
steplibs concatenated to that library.

Note:
The subprograms cannot be invoked from any of the logon-related user exits described in the sercEaiis

Subprogram NSC---L

The subprogram NSC---L is used to check whether a specific user is allowed to log on to a specific library.
NSC---L is invoked as follows:
CALLNAT 'NSC---L' PAPPLID PUSERID PRC PPARM1

An example program PGM---L of how to invoke subprogram NSC---L, as well as an explanatory text TXT---L,
are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGM---L and TXT---L.

Subprogram NSC---P

The subprogram NSC---P is used to check if the password supplied together with a user ID is valid.
NSC---P is invoked as follows:
CALLNAT 'NSC---P’ PUSERID PPASSWORD PUSER_NAME PRC

An example program PGM---P of how to invoke subprogram NSC---P, as well as an explanatory text TXT---P,
are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGM---P and TXT---P.

Note:
For the execution of this subprogram, the general oplMaximum Number of Logon Attemptspplies, that is,
each invalid password will be considered an unsuccessful logon attempt.

Subprogram NSC----P

The subprogram NSC----P is used to check if the password supplied together with a user ID is valid; in addition,
it is used to change the password.

NSC----P is invoked as follows:
CALLNAT 'NSC----P’ PUSERID PPASSWORD(*) PUSER_NAME PPARM PRC

An example program PGM----P of how to invoke subprogram NSC----P, as well as an explanatory text
TXT----P, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGM----P and TXT----P.

Note:
For the execution of this subprogram, the general oplaximum Number of Logon Attemptspplies, that is,
each invalid password will be considered an unsuccessful logon attempt.

280 Copyright © Software AG 2003



Application Interfaces Subprogram NSCCHCK

Subprogram NSCCHCK

The subprogram NSCCHCK is used to check whether a specific user is allowed to access a specific external
object.

NSCCHCK is invoked as follows:
CALLNAT 'NSCCHCK’ PCLASSID PUSERID POBJID PACCESS-TYPE PRC PPARM1

An example program PGMCHCK of how to invoke subprogram NSCCHCK, as well as an explanatory text
TXTCHCK, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMCHCK and TXTCHCK.

Subprogram NSCDA

The subprogram NSCDA is used to display the security profile of a library.
NSCDA is invoked as follows:
CALLNAT 'NSCDA' #PAPPLID #PPARM #PRC #PTYPE #PPARM1 #PPARM2 #PPARMS3 #PTEXT(*)

An example program PGMDA of how to invoke subprogram NSCDA, as well as an explanatory text TXTDA,
are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDA and TXTDA.
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Subprogram NSCDA-C

The subprogram NSCDA-C is used to display the Command Restrictions part of a library security profile.
NSCDA-C is invoked as follows:
CALLNAT 'NSCDA-C’ #PAPPLID #PRC #PTYPE #PPARM1

An example program PGMDA-C of how to invoke subprogram NSCDA-C, as well as an explanatory text
TXTDA-C, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDA-C and TXTDA-C.

Subprogram NSCDA-P

The subprogram NSCDA-P is used to display the Security Options, Security Limits and Session Parameters parts
of a library security profile.

NSCDA-P is invoked as follows:
CALLNAT 'NSCDA-P’ #PAPPLID #PRC #PTYPE #PPARM1 #POPRBS(*)

An example program PGMDA-P of how to invoke subprogram NSCDA-P, as well as an explanatory text
TXTDA-P, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDA-P and TXTDA-P.

Subprogram NSCDA-S

The subprogram NSCDA-S is used to display the Statement Restrictions part of a library security profile.
NSCDA-S is invoked as follows:
CALLNAT 'NSCDA-S’ #PAPPLID #PRC #PTYPE #PPARM1

An example program PGMDA-S of how to invoke subprogram NSCDA-S, as well as an explanatory text
TXTDA-S, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDA-S and TXTDA-S.
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Subprogram NSCDAU

The subprogram NSCDAU is used the security profile of a special link.

NSCDAU is invoked as follows:

CALLNAT 'NSCDAU’ #PAPPLID #PUSERID #PRC #PPARM1 #PPARM2 #PPARM3 #PTEXT(¥)

An example program PGMDAU of how to invoke subprogram NSCDAU, as well as an explanatory text
TXTDAU, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDAU and TXTDAU.

Subprogram NSCDAUC

The subprogram NSCDAUC is used to display the Command Restrictions part of a special link security profile.

NSCDAUC is invoked as follows:

CALLNAT 'NSCDAUC' #PAPPLID #PUSERID #PRC #PPARM1

An example program PGMDAUC of how to invoke subprogram NSCDAUC, as well as an explanatory text
TXTDAUC, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDAUC and TXTDAUC.

Subprogram NSCDAUP

The subprogram NSCDAUP is used to used to display the Security Options, Security Limits and Session
Parameters parts of a special link security profile.

NSCDAUP is invoked as follows:
CALLNAT 'NSCDAUP’ #PAPPLID #PUSERID #PRC #PPARML1 #POPRBS(*)

An example program PGMDAUP of how to invoke subprogram NSCDAUP, as well as an explanatory text
TXTDAUP, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDAUP and TXTDAUP.
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Subprogram NSCDAUS

The subprogram NSCDAUS is used to used to display the Statement Restrictions part of a special link security
profile.

NSCDAUS is invoked as follows:

CALLNAT 'NSCDAUS’ #PAPPLID #PUSERID #PRC #PPARM1

An example program PGMDAUS of how to invoke subprogram NSCDAUS, as well as an explanatory text
TXTDAUS, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDAUS and TXTDAUS.

Subprogram NSCDEF

The subprogram NSCDEF is used to check whether a specific object is defined under Natural Security, i.e.
whether a security profile for the object exists.

NSCDEF is invoked as follows:

CALLNAT 'NSCDEF POBJID POBJTYPE PRC

An example program PGMDEF of how to invoke subprogram NSCDEF, as well as an explanatory text
TXTDEF, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDEF and TXTDEF.

Subprogram NSCDU

The subprogram NSCDU is used to display a user security profile.
NSCDU is invoked as follows:
CALLNAT 'NSCDU’ #PUSERID #PPARM #PRC #PPARM1 #PPARM2 #PPARM3 #PTEXT(*)

An example program PGMDU of how to invoke subprogram NSCDU, as well as an explanatory text TXTDU,
are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGMDU and TXTDU.
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Subprogram NSCFI

This subprogram is only available on mainframe computers, and it can only be applied to file security profiles.
For DDM security profiles, you use the subprogfd8CLI (see below).

The subprogram NSCFl is used to perform maintenance/retrieval functions for file security profiles from outside
of the library SYSSEC.

NSCFI is invoked as follows:

CALLNAT 'NSCFI' PFUNCTION PFILEID PFILEID2 PRC PPFKEY (*)
PPARM PPARM1 PPARM2 PTEXT(*)

The sample programs PGMifin showing how to invoke subprogram NSCFI, as well as explanatory texts
TXTFInnn are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of R@N&hid TXTFhnn

The first parameter (PFUNCTION) has to be filled with the function code for the desired function. The following
functions are available:

Code| Function
AD | Add file

CL | Cancel link between library and file
CO |Copy file
DE |Delete file

DI Display file

MO | Modify file (including allcomponent®f its security profile

RE | Establish read-link between library and file

UP | Establish update-link between library and file
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Subprogram NSCLI

The subprogram NSCLI is used to perform maintenance/retrieval functions for library security profiles from
outside of library SYSSEC.

NSCLI is invoked as follows:

CALLNAT 'NSCLI" PFUNCTION PLIBID PLIBID2 PLIBTYPE PRC PPFKEY (*)
PPARM PPARM1 PPARM2 PTEXT(*) PPARM3 PPARM4
PPARMS5 PPARM6 POPRB(*)

Example programs PGMhhnof how to invoke subprogram NSCLI, as well as explanatory texts Tixir.|
are provided in source form in the library SYSSEC.

Example programs PGMDDivh of how to invoke NSCLI with function code "MD", as well as explanatory
texts TXTDDMnn, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of RGKLOIXTLInnn,
PGMDDMnnand TXTDDMnn.
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Subprogram NSCLI

The first parameter (PFUNCTION) has to be filled with the function code for the desired function. The following
functions are available:

mes)

Code| Function

AD | Add library

CL |Cancel link between user and library

CO |Copy library

DE |Delete library

DI Display library

DL |Display special link between user and library

DM | Display allowed/disallowed modules

ET |Getlibrary ID via ETID

LK | Link user to library

MD | Maintain DDM profile; see also below (this function is not available on mainfrg
MM | Modify allowed/disallowed modules

MO | Modify library (including allcomponent®f its security profile)
SL | Establish special link between user and library

TL | Temporarily lock link between user and library

UC | Update all "modified" command processors in the library

If PFUNCTION is filled with function code "MD", the PSUBFUNC part of the parameter PPARM has to be
filled with the code for the desired subfunction. The following subfunctions are available:

Code| Subfunction

AD | Add DDM profile

CL | Cancel link between library and DDM profile

CO |Copy DDM profile

DE |Delete DDM profile

DI Display DDM profile

MO | Modify DDM profile

RE | Establish read-link between library and DDM profile
UP | Establish update-link between library and DDM prdfile
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Subprogram NSCMA

The subprogram NSCMA is used to perform maintenance/retrieval functions for mailbox security profiles from
outside of the library SYSSEC.

NSCMA is invoked as follows:

CALLNAT 'NSCMA'’' PFUNCTION POBJID POBJID2 PRC PPFKEY (*)
PPARM PPARM1 PPARM2 PTEXTL(*) PTEXT2(*)

Example programs PGMM#nnshowing how to invoke subprogram NSCMA, as well as explanatory texts
TXTMAnnn, are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGiivekd TXTMAnNnn

The first parameter (PFUNCTION) has to be filled with the function code for the desired function. The following
functions are available:

Code| Function

AD | Add mailbox

CO | Copy mailbox

DE | Delete mailbox

DI Display mailbox

MO | Modify mailbox (including alicomponent®f its security profile

RE | Rename mailbox
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Subprogram NSCOB

The subprogram NSCOB is used to perform maintenance/retrieval functions for external object security profiles
from outside of library SYSSEC.

NSCOB is invoked as follows:

CALLNAT 'NSCOB’ PFUNCTION PCLASSID POBJID POBJID2 PRC PPFKEY (*)
PPARM PPARM1 PPARM2 PTEXT(*)

Example programs PGMQBinof how to invoke subprogram NSCOB, as well as explanatory texts TXR®B
are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of P@GM@Bd TXTOBINN

The first parameter (PFUNCTION) has to be filled with the function code for the desired function. The following
functions are available:

Code| Function

AD | Add external object

CL | Cancel link between user and external object

CO | Copy external object

DE |Delete external object

DI Display external object

DL |Display link between user and external object

LK | Link user to external object

MO | Modify external object (including alomponent®f its security profile
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Subprogram NSCUS

The subprogram NSCUS is used to perform maintenance/retrieval functions for user security profiles from
outside of library SYSSEC.

Note:
NSCUS cannot be used for private libraries which may be attached to user security profiles; for
maintenance/retrieval of private libraries, you use subproy{@@wLI.

NSCUS is invoked as follows:

CALLNAT 'NSCUS’ PFUNCTION PUSERID PUSERID2 PRC PPFKEY (*)
PPARM PPARM1 PPARM2 PTEXT(*) PPARM3 PPARM4

Example programs PGMUW&n of how to invoke subprogram NSCUS, as well as explanatory texts TAJS
are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of PGhid8d TXTUSinn

The first parameter (PFUNCTION) has to be filled with the function code for the desired function. The following
functions are available:

Code| Function

AD | Add user

AM | Multiple add user

CO |Copy user

DE |Delete user

DI Display user

EG | Edit group members
ET |GetuserID via ETID

MO | Modify user (including alcomponent®f his/her security profild)

For function code "EG", the following subfunctions are available:

Code| Subfunction

AD | Add users to a group

DE |Delete users from a grojip

LI List group members

290 Copyright © Software AG 2003



Application Interfaces Subprogram NSCXR

Subprogram NSCXR

The subprogram NSCXR is used to perform cross-reference functions for security profiles from outside of
library SYSSEC.

NSCXR is invoked as follows:
CALLNAT 'NSCXR’ POBJ-TYPE POBJ-ID PLINK-ID PRC SUB-TYPE PPARM PPARM2(*)

Example programs PGMX#nof how to invoke subprogram NSCXR, as well as explanatory texts TYAXR
are provided in source form in the library SYSSEC.

The individual CALLNAT parameters are explained in the source codes of P@MM¥Rd TXTXRinn

The first parameter (POBJ-TYPE) has to be filled with the code for the type of object for which a function is to
be performed:

Code| Object Type

US |User

LI Library

DD |DDM (this object type is not available on mainframes)
FI File (this object type is only available on mainframes)
MA | Mailbox

LE |Logon error record

LR |Logon record
ST |Steplib
UT | Utility

CP | Command processor

PE | Predict external object (this object type is only available if Predict is installed)

PF | Predict function (this object type is only available if Predict is installed)

PL | Predict 3GL library (this object type is only available if Predict is installed)

PO | Predict documentation object (this object type is only available if Predict is insjalled)

SF | System file

For the individual object types listed above, the following functions can be performed by filling the parameter
SUB-TYPE with one of the following function codes:
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Function Available for Every Object Type:

Code

Function

TR

Translates the 2-character object-type code into the corresponding objert type.

Functions Available for a User (US):

hes).

Code| Function

* List all users.

A List all users of type ADMINISTRATOR.

P List all users of type PERSON.

M List all users of type MEMBER.

T List all users of type TERMINAL.

G List all users of type GROUP.

B List all users of type BATCH.

GR | List all groups the user belongs to.

GP | List all privileged groups the user belongs to.

GM | List all users contained in the group.

BU | List all users in whose security profiles the batch user ID is specified.

NI Retrieve the user ID belonging to a specified user name.

LA |List all libraries available to the user.

LL |Listall libraries to which the user is linked.

LD |Listall libraries to which the user is linked directly.

LG |List all libraries to which the user is linked by means of a group.

LP | List all libraries to which the user is linked by means of a privileged group.

OW | List all security profiles owned by the user.

DD |List all DDMs available to the user (this function is not available on mainframes).

DL |List all DDMs available to the user by means of a special link (this function is not available on
mainframes).

FI List all files to which the user’s private library is linked (this function is only available on mainfran

UT | List all utility profiles which apply to the user.
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Functions Available for a Library (LI):

Code

Function

*

List all libraries and users’ private libraries.

List all libraries.

U List all users’ private libraries.

NI Retrieve the library ID belonging to a specified library name.

DD |List all DDMs to which the library is linked (this function is not available on mainframes).

LD |List all DDMs to which the library is linked by means of a special link (this function is not availab
mainframes).

FI List all files to which the library is linked (this function is only available on mainframes).

NO |List allowed/disallowed modules.

US | List all users linked to the library.

UT | List all utility profiles which apply to the library.

CP | List all command processors for the library that have a specific status.

Functions Available for a DDM (DD):

Code

Function

*

List all defined DDMs (that is, for which security profiles exist).

~

UN | List all undefined DDMs (that is, for which no security profiles exis}).
DD |List all defined and undefined DDMs.
P List all DDMs with external status PUBLIC.
List all DDMs with external status ACCESS.
u List all DDMs with external status PRIVATE.
ND | List all DDM security profiles for which no corresponding DDMs exist.
LI List all libraries which are linked to the DDM.
US |Listall users which are linked to the DDM.
SL |List all DDM definitions in special link security profiles.
X List all DDM definitions in library and special link security profiles.
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Functions Available for a File (FI):

Code| Function

PU | List files of type PUBLIC.

AC | List files of type ACCESS.

UP | List files of type PRIVATE.

DD | List files with existing DDM.

ND | List files with no DDM.

UN | List undefined files.

LI List libraries to which the specified file is linked.

US | List users whose private libraries are linked to the specifiec

Functions Available for a Mailbox (MA):

Code| Function
LI List all libraries to which the mailbox is assigngd.
US | List all users to which the mailbox is assigned

Functions Available for Logon Error Records (LE):

Code| Function
P List logon error records, in order of TP user IDs.
T List logon error records, in order of terminal IDs.

Functions Available for Logon Records (LR):

file.

DS).

Code| Function

L List logon records, in order of library IDs.

U List logon records, in order of user IDs.

LX |List logon records to undefined libraries (in order of library |
UX |List logon records of undefined users (in order of user IDs).
294
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Functions Available for Steplibs (ST):

Code| Function

* List all steplibs.

LK | List protected steplibs.

NN | List public steplibs.

SL | List special linked steplib

o

Functions Available for Utilities (UT):

Code| Function

LI List all library-specific utility profiles defined for the utility.

US | List all user-specific utility profiles defined for the utility.

UT | List all utility profiles defined for the utility.

blank| List all utility profiles defined for all utilities.

Functions Available for Command Processors (CP):

For a command processor, NSCXR will list all libraries and users for the command processor (without any
SUB-TYPE specification being required).

Functions Available for Predict Objects (PE, PF, PL, PO):

For each of the four Predict object types, NSCXR will list all objects of that type (without any SUB-TYPE
specification being required).

Functions Available for System Files (SF):

Code| Function

FN | List all libraries of the current FNAT system file which are not defined in Natural Security.

FU | List all libraries of the current FUSER system file which are not defined in Natural Security.
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Add-On Products And Plug-Ins

This section contains information on the protection of various Natural add-on products by Natural Security and
the handling of plug-ins in a Natural Security environment. It contains information on:

® Plug-Ins under Natural Security
® SYSDIC under Natural Security
® SYSAOS under Natural Security

Plug-Ins under Natural Security

The Natural Studio user interface is extensible by plug-ins. If plug-ins are used in an environment protected by
Natural Security, the following prerequisites must be met:

Library Profiles for System Libraries

For the Natural Plug-in Manager (which is a plug-in itself) and for every plug-in to be used, a library security
profile has to be defined. For plug-ins delivered together with Natural Studio, pre-defined system-library profiles
are provided. To activate these, you use the Administrator Services furiagfnition of system librarie's

The following plug-in system libraries are provided:

Library Contents

SYSEXPLG | Plug-in Example.
SYSPLCGC | Program Generation.
SYSPLMAN | Plug-in Manager.
SYSPLMFE | Mainframe Navigation.
SYSPLNEE | Metrics Calculation / Engineer Xref Viewing.
SYSPLPDC | Object Description.
SYSPLPGC | Schema Generation.
SYSPLWEB | Web Interface.
SYSPLWIZ | Application Wizard.
SYSPLXRC | Xref Evaluation.

User Profiles

When a user activates a plug-in, Natural Studio starts a second Natural session with automatic logon (profile
parameter AUTO=0N). For the automatic logon to be successful, a user who is to use a plug-in must have either
a default library or a private library specified in his/her security profile.

Natural Parameter File

When a user activates a plug-in, Natural Studio starts a second Natural session using the parameter file
NATPARM. If the user’'s Natural session uses a parameter file other than NATPARM, the system-file
specifications for FNAT, FSEC and FUSER in the NATPARM parameter file must match those of the parameter
file used by the user session in a Natural Security environment.
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SYSDIC under Natural Security

On mainframe computers, the Predict library SYSDIC (which is described in the Predict documentation) may
also be defined and its use controlled by Natural Security.

In the security profile of the library SYSDIC, the user exit NSCPRDO1 must be specified. This user exit is
entered into the security profile by executing the program NSCPRDAX in the library SYSSEC; the user exit is
written into the security profile armhnnotbe overwritten there. The program must be executed to write the user
exit into the security profile, otherwise you will not be able to use under Natural Security those Predict functions
which use Adabas Online Services (AOS) facilities. (To delete NSCPRDO1 from the security profile of SYSDIC,
the program NSCPRDDX may be executed in library SYSSEC.)

After the user exit NSCPRDO1 has been written into the security profile, no Predict functions will be available
until Predict security profiles are defined.

You have to perform the following steps:

1. Create a security profile for the library SYSDIC (Add Library).
2. Execute program NSCPRDAX.
3. linvoke the Modify Library function for the library SYSDIC.

Even if you do not modify anything in the security profile of SYSDIC, you must perform this third step so as to
confirm the entry of the user exit, because otherwise Natural Security will consider the execution of
NSCPRDAX an illegal manipulation of SYSDIC'’s security profile and no-one will be able to log on to SYSDIC.
(The same applies if NSCPRDDX is executed.)

The library SYSDIC must be defined as people-protected.

When you select "User Exit" from the Additional Options of SYSDIC's Library Profile, an additional screen
"Predict/AOS Security Profile" will be displayed; on this screen you may specify who is to be AOS security
administrator for which database. For each database you can only specify one AOS security administrator; this
may be a user of type ADMINISTRATOR, PERSON, MEMBER, or a GROUP (it need not be a Natural
Security administrator). The user must be linked to the library SYSDIC before he/she can be specified as AOS
security administrator. The user (or group of users) specified may use the AOS-related Predict functions for the
corresponding database.

For further information on Predict and its AOS-related functions, and on Predict under Natural Security, please
refer to the Predict documentation.
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SYSAOS under Natural Security

On mainframe computers, the Adabas Online Services library SYSAOS (which is described in the Adabas
documentation) may also be defined and its use controlled by Natural Security.

The library SYSAOS must be defined as people-protected.

In the security profile of the library SYSAQOS, the user exit NSCAOSE1 must be specified. This user exit is
entered into the security profile by executing the program NSCAOSAX in the library SYSSEC; the user exit is
written into the security profile armhnnotbe overwritten there. The program must be executed to write the user
exit into the security profile, otherwise you will not be able to use the Security Maintenance section of Adabas
Online Services under Natural Security. (To delete NSCAOSO01 from the security profile of SYSAOS, the
program NSCAOSDX may be executed in the library SYSSEC.)

After the user exit NSCAOSO0L1 has been written into the security profile, no Adabas Online Services functions
will be available until Adabas Online Services security profiles are defined.

You have to perform the following steps:

1. Create a security profile for the library SYSAOS (Add Library).
2. Execute program NSCAOSAX.
3. Invoke the Modify Library function for the library SYSAOS.

Even if you do not modify anything in the security profile of SYSAOS, you must perform this third step so as to
confirm the entry of the user exit, because otherwise Natural Security will consider the execution of
NSCAOSAX an illegal manipulation of SYSAOS's security profile and no-one will be able to log on to
SYSAOS. The same applies if NSCAOSDX is executed.

When you select "User Exit" from the Additional Options of SYSAOS's Library Profile, an additional screen
"Adabas Online Services Security Profile" will be displayed; on this screen you may specify who is to be Adabas
Online Services security administrator for which database. For each database you can only specify one Adabas
Online Services security administrator; this may be a user of type ADMINISTRATOR, PERSON, MEMBER, or

a GROUP (it need not be a Natural Security administrator). The user must be linked to the library SYSAOS
before he/she can be specified as Adabas Online Services security administrator. The user (or group of users)
specified may use the Security Maintenance section of Adabas Online Services for the corresponding database.

For further information on Adabas Online Services, please refer to the Adabas documentation.

298 Copyright © Software AG 2003



	Cover Page
	page 2

	Table of Contents
	Natural Security - Overview
	Natural Security On Different Platforms
	Supported Platforms
	Full Version
	Runtime Version

	Using Natural Security on Multiple Platforms
	Central FSEC System File
	Non-Mainframe Libraries in a Heterogeneous Environment
	Protection of DDMs


	Structure And Terminology Of Natural Security
	Users
	User Type MEMBER
	User Type PERSON
	User Type ADMINISTRATOR
	User Type TERMINAL
	User Type GROUP
	User Type BATCH
	Which User Type for Which User?

	Libraries
	Unprotected Libraries
	Protected Libraries

	Links Between Users and Libraries
	DDMs/Files
	File Status on Mainframes
	Internal and External Status on Non-Mainframes

	Utilities
	Other Object Types
	Profile Parameters

	Logging On
	Logon Procedure
	Logon Screen / Logon Dialog Box
	Passwords
	Logon Customization

	Rejected Logon
	Logon Without Library ID
	"RESTART" and "FIN" as Library IDs
	Successful Logon

	LOGON Command
	LOGON Command Errors

	Automatic Logon
	How to End a Natural Session

	Finding Your Way In Natural Security
	Invoking a Function
	Pressing the ENTER Key
	Help
	Not Sure What to Enter?
	Handling a List
	Selecting the Range of Objects to be Listed
	Start Value
	Type/Status
	User Type
	Library Protection Status
	File Status
	Application Type
	Example of Type/Status option:

	Scrolling a List
	Selecting an Object from a List

	Direct Commands
	General Command Information
	Commands to Invoke a Function
	General Command Syntax
	Parameters for Security-Profile Components
	Abbreviating a Command
	Command Examples

	Commands to Invoke a Selection List
	Special Commands
	Issuing a Command Outside of SYSSEC


	Administrator Services
	Access to Administrator Services
	General Options
	Transition Period Logon
	Activate Security for Development Server File
	Maximum Number of Logon Attempts
	Suppress Display of Logon Messages
	Lock User Option
	User Password History
	Free Access to Functions via Application Interfaces
	Minimum Number of Co-Owners
	Deletion of Non-Empty Libraries Allowed
	Overwriting of Defaults Possible
	Display DBID/FNR of FSEC
	Exit Functions with Confirmation
	Logging of Maintenance Functions
	Concurrent Modifications Without Notification
	Private Libraries in Public Mode
	Suppress Mailboxes in Batch Mode
	Environment Protection

	PF-Keys
	PF-Key Functions
	PF09, PF10, PF11, PA1, PA2

	PF-Key Names

	Logon/Countersign Errors
	Logon Errors
	Locked Users
	How to Invoke Logon/Countersign Errors
	List Error Entries
	Delete Error Entries
	Display Individual Error Entries
	List/Unlock Locked Users
	Deleting All Error Entries - Direct Command ERRDEL

	Logon Records
	How to Invoke Logon Records
	Functions for Logon Records
	Deleting All Logon Records - Direct Command LOGDEL

	Maintenance Log Records
	Display Status of Logging Function
	List Administrator Services Maintenance Logs
	List Security Profile Maintenance Logs
	Log File Maintenance
	List Last Logon Records

	SAF Online Services
	System Parameters
	System Statistics
	User Statistics
	Zap Maintenance
	Storage Display
	System Tracing
	Server Restart

	User Default Profiles
	How to Create a Default Profile
	How to Use a Default Profile

	Library Default Profiles
	How to Create a Default Profile
	How to Use a Default Profile

	Library and User Preset Values
	Library Profile Items
	User Profile Items
	

	Password Rules

	System-Library Definitions

	User Maintenance
	Before You Begin
	Components of a User Profile
	Overview of Components
	Components on Main User-Profile Screen
	Additional Options
	Session Options


	Creating and Maintaining User Profiles
	Invoking User Maintenance
	Adding a New User
	User ID
	User Type
	Default Profile
	How to Add a New User

	Adding Multiple New Users
	Selecting Existing Users for Processing
	Copying a User
	What is Copied?
	How to Copy
	Copying Without Links
	Copying With Links

	Modifying a User
	Upgrading and Downgrading Users
	Upgrading a User
	Downgrading a User

	User Locked?

	Renaming a User
	Deleting a User
	Displaying a User
	User Locked?

	Editing Group Members


	Library Maintenance
	Components of a Library Profile
	Overview of Components
	Components on Main Library-Profile Screen
	General Options
	Library File
	Transactions
	User Exit

	Additional Options
	Security Options
	Security Limits
	Session Parameters
	Command Restrictions
	Restricting the Use of the SCAN Command

	Editing Restrictions
	Statement Restrictions
	Disallow/Allow Modules
	Set Status of DDMs


	Creating and Maintaining Library Profiles
	Invoking Library Maintenance
	Adding a New Library
	Library ID
	Default Profile

	Selecting Existing Libraries for Processing
	Copying a Library
	What is Copied?
	How to Copy
	With Links

	Modifying a Library
	Renaming a Library
	With Natural Objects

	Deleting a Library
	With Natural Objects

	Displaying a Library
	Creating and Maintaining a Private Library
	Defining a Private Library
	Maintaining a Private Library
	Deleting a Private Library



	Protecting Libraries
	Protected Libraries
	Protection Combinations
	Changing a Protection Combination
	Protecting a Private Library

	Linking Users to Libraries
	Linking a Single User to Libraries
	Linking Multiple Users to a Library
	Special Links
	Creating a Special Link
	Modifying a Special Link
	Displaying a Special Link


	Which Conditions of Use are in Effect?
	PROFILE Command
	Additional Options
	Utility Access Rights



	Protecting Environments
	Concept of Environment Protection
	Activation of Environment Protection
	Defining Environment Profiles
	Environment Maintenance Selection List
	Protection Status
	Available Functions

	Components of an Environment Profile
	Additional Options

	Disallowing/Allowing Access to Libraries in Environments
	Protecting a Single Environment for Multiple Libraries
	Protecting Multiple Environments for a Single Library

	Disallowing/Allowing Users Access to Environments
	Protecting a Single Environment for Multiple Users
	Protecting Multiple Environments for a Single User


	Protecting DDMs On Mainframes
	Before You Begin
	Components of a File Profile
	File Status
	Additional Options

	Creating and Maintaining File Profiles
	Invoking File Maintenance
	Selecting a File or DDM for Processing
	Status as Selection Criterion
	Selecting a Function

	Add File
	Copy File
	What is Copied?
	How to Copy

	Modify File
	Delete File
	Display File
	Linking Libraries To Files
	Linking a Single Library to a File
	Linking Multiple Libraries to a File
	Possible Link Types



	Protecting DDMs On UNIX And Windows
	Status of a DDM
	Internal Status
	External Status
	The Initial Status of a DDM

	DDM Security Profiles
	Components of a DDM Security Profile
	Additional Options


	Creating and Maintaining DDM Security Profiles
	External Status as Selection Criterion
	Selecting a Function

	Add DDM Profile
	Copy DDM Profile
	What is Copied?
	How to Copy

	Modify DDM Profile
	Delete DDM Profile
	Display DDM Profile
	Copy Link to All Special Links
	Linking a Library to a Protected DDM

	Protecting Utilities
	General Utility Protection Considerations
	Which Utilities Can Be Protected?
	Utility Profiles
	Types of Utility Profiles
	Default Utility Profile
	User-Specific Utility Profiles
	Library-Specific Utility Profiles
	User-Library-Specific Utility Profiles
	Which Utility Profile Applies?
	When Does a Utility Profile Take Effect?
	Available System Commands
	Where to Define Profiles?

	Defining Default Profiles
	Defining Individual Profiles - Utility Maintenance
	Invoking Utility Maintenance
	Utility Maintenance Functions
	"Add or Maintain" or "Maintain"?
	Start Values
	Subfunctions
	Information Displayed

	Adding a User-Specific Utility Profile
	Modifying/Displaying a User-Specific Utility Profile
	Deleting a User-Specific Utility Profile
	Adding a Library-Specific Utility
	Modifying/Displaying a Library-Specific Utility Profile
	Deleting a Library-Specific Utility Profile
	Adding a User-Library-Specific Utility Profile
	Modifying/Displaying a User-Library-Specific Utility Profile
	Deleting a User-Library-Specific Utility Profile

	Components of Utility Profiles
	NATLOAD Utility Profiles
	NATUNLD Utility Profiles
	SYSBPM Utility Profiles
	Object Pool Statistics
	Buffer Pool Library Object Maintenance
	Buffer Pool Global Commands

	SYSDDM Utility Profiles
	SYSERR Utility Profiles
	SYSMAIN Utility Profiles
	SYSOBJH Utility Profiles
	SYSPARM Utility Profiles
	SYSRPC Utility Profiles
	SYSTRANS Utility Profiles


	Protecting the Natural Development Server Environment and Applications
	Protecting the Natural Development Server Environment
	Client and Server Actions
	Map Environment and Library Selection
	Protectable Functions in the Mapped Environment
	Tree-View Actions
	Transfer Operations
	Command-Line Actions
	System Commands
	Commands LIST DDM and EDIT DDM
	Menu-Bar Functions


	Protecting Natural Development Server Applications
	Application Protection
	What are Applications?
	Prerequisites
	General Concept
	Naming Conventions
	Hierarchies of Application Profiles
	Asterisk as Default Access

	Information for Predict Users
	Defining and Activating Application Security
	Definition of Security Profiles and Links
	Activation of Security Profiles and Links


	Components of an Application Profile
	Components of a Base Application Profile
	Components of a Compound Application Profile
	Additional Options

	Invoking Application Maintenance
	Selecting an Application for Processing
	Status as Selection Criterion
	Selecting a Function

	Adding a New Application Profile
	Adding a Profile for an Existing Application
	Adding a Profile for a Non-Existing Application

	Copying an Application Profile
	What is Copied?
	How to Copy

	Modifying an Application Profile
	Renaming an Application Profile
	Deleting an Application Profile
	Displaying an Application Profile
	Linking Users to Applications
	Linking a Single User to Applications
	Creating a Link Security Profile
	Modifying a Link Security Profile

	Linking Multiple Users to an Application
	Creating a Link Security Profile
	Modifying a Link Security Profile




	Protecting External Objects
	Types of External Objects
	Predict Objects
	Other Objects

	IDs for External Objects
	Asterisk Notation

	Components of an External Object's Security Profile
	Default Access
	Additional Options

	Creating and Maintaining External Object Security Profiles
	Invoking Maintenance for External Objects
	Adding a New External Object
	Selecting Existing External Objects for Processing
	Copying an External Object
	What is Copied?
	How to Copy

	Modifying an External Object
	Renaming an External Object
	Deleting an External Object
	Displaying an External Object

	Linking Users to External Objects
	Linking a Single User to External Objects
	Creating a Link Security Profile
	Modifying a Link Security Profile

	Linking Multiple Users to an External Object
	Creating a Link Security Profile
	Modifying a Link Security Profile



	Mailboxes
	What is a Mailbox?
	Broadcasting a Message
	Receiving a Message
	Mailbox ID
	Mailbox for Initial Logon

	Components of a Mailbox Profile
	Creating and Maintaining Mailbox Profiles
	Invoking Mailbox Maintenance
	Adding a New Mailbox
	Selecting Existing Mailboxes for Processing
	Copying a Mailbox
	What is Copied?
	How to Copy

	Modifying a Mailbox
	Renaming a Mailbox
	Deleting a Mailbox
	Displaying a Mailbox


	Retrieval
	Purpose of Retrieval Functions
	Invoking Retrieval Functions
	Cross-Reference User
	Cross-Reference Library
	Cross-Reference File
	Cross-Reference Utility
	Cross-Reference Application
	Cross-Reference External Object
	Cross-Reference Mailbox
	Retrieval in Batch Mode - Program RETRIEVE

	Countersignatures
	Using Owners
	Using Countersignatures
	Groups as Owners
	Groups as Co-Owners
	User Security Profiles of ADMINISTRATORs
	Inaccessible Security Profiles

	Functional Security
	Command Processors
	Functional Security for a Command Processor
	Status of a Command Processor

	Allowing/Disallowing Keywords
	Defining Functional Security for a Library
	Functional Security Defined
	Keyword Default
	Keyword Exceptions
	Command Exceptions
	Type of Command Exceptions

	Defining Functional Security for a User
	Functional Security Defined
	Keyword Default/Keyword Exceptions/Command Exceptions/Type of Command Exceptions

	Functional Security for Library SYSSEC

	Natural Security In Batch Mode
	General Information on Batch Mode
	Logon in Batch Mode
	Password Change in Batch Mode
	Automatic Logon in Batch Mode
	Batch User Security Profiles
	Startup Transaction in Batch Mode
	Mailboxes in Batch Mode

	Transferring Security Data To Another System File
	General Information on Security Data Transfer
	Using SECULD
	Using SECLOAD
	Transferring Data to Another Hardware Platform
	Transferring Data in Batch Mode
	Examples of SECULD/SECLOAD in Batch Mode on Mainframes


	User Exits
	Logon-Related User Exits
	LOGONEX1
	LOGONEX2
	LOGONEX3

	SECNOTE - User Exit for Security Notes
	Other User Exits

	Application Interfaces
	Overview of Subprograms
	Subprogram NSC---L
	Subprogram NSC---P
	Subprogram NSC----P
	Subprogram NSCCHCK
	Subprogram NSCDA
	Subprogram NSCDA-C
	Subprogram NSCDA-P
	Subprogram NSCDA-S
	Subprogram NSCDAU
	Subprogram NSCDAUC
	Subprogram NSCDAUP
	Subprogram NSCDAUS
	Subprogram NSCDEF
	Subprogram NSCDU
	Subprogram NSCFI
	Subprogram NSCLI
	Subprogram NSCMA
	Subprogram NSCOB
	Subprogram NSCUS
	Subprogram NSCXR

	Add-On Products And Plug-Ins
	Plug-Ins under Natural Security
	Library Profiles for System Libraries
	User Profiles
	Natural Parameter File

	SYSDIC under Natural Security
	SYSAOS under Natural Security



